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(PHP QT Node.js Runtime AT SRETHT TR FLET HANY TAeoblel FHTE T FF=8H)

TRl T AAITEHT HATTT F(dh] ART WEeR GQET bg, Meaarae Wi
305 3/08/0Y AT PHP Runtime (Apache mod_php, PHP-FPM, php-cgi, FrankenPHP, LiteSpeed 3TT(<)
qAT T GEeaq Ecosystem (WordPress, Joomla, Drupal, Magento ﬂTﬁ) HT %%an‘r g‘é TR
T FAMAY  (CVE-2026-109618 T CVE-2026-109619) T¥errdl "oAcdd W&l dArgaR {L&m
gewse a1 fAfd R053/09/99 AT Nodejs Runtime W IRIUT Node2Shell (CVE-2026-
111497) TATHT HHAY FFe-dl AgeR LT TSHISSA (Advisory Number: NCSC-1146-115-05)
T AU G | A FAAND] TETART AUHT GFEEd GOl S8 d 98 WH g, dar
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TATEL] GEACEHAT AT AEqATS STAEAAT Tl YAl (HMIS), Toiaralive Tareed diera
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q. YN GRS AT e geiiord @ @i, SEEge 991 99 U PHP A
Node.js FART WFWQH% T AN ﬂQ?ﬁ Version T TI‘:@?LI ERAGTC| A ‘Tg’?r @ (Internet-
facing) TUTCTelTs Alecll WTAMHEHAHT THEM |

Q. PHP 3QUS: PHP YANT WUHT YUcAiers Famefier <eTde! Version a1 |W=al Uiegel Version AT




BTAHT Version AL AT ~IAAH Version

PHP 8.5 8.5.12 AT WW=aT Wregah

PHP 8.4 8.4.27 a1 WMl Wiegehl

PHP8.3 8.3.36 AT TRTFaT Wy

PHP 8.2 8.2.35 a1 WM=aT Wiegehl

PHP 8.1 a1 |W=aT Il RE Patch ST g WUHT AHATE ETHAT
Support WEEH! GUETT At Version A
TR TR

3. Node.js STTUS: Node.js TIRT WTHT TUTCilells SESHISH ATUS THa;

BTAHT Version T'ffqgf EaR

Node.js 26.x (Current LTS) 26.12.1 9T TI¥=aT Ul Version HT AR

Node.js 24.x (LTS) 24.22.1 9T QST TgHT Version AT TIUS

Node.js 22.x (LTS) 22.23.4 97 GI=ET Uegehl Version AT TIUS
(HFI%-I End-of-Life April 30, 2027 LA Node.js
24737 26 LTS #T FIMFATH! AT TGI8 H)

Node.js 25.x, 23.x, 20.x, 18.x T qTAT (End- | Y& Patch ST g+ WUHTl Compatibility

of-Life) U T Node.js 24 LTS a1 26 LTS AT
TR T

Y. qar g g% (Restart/Redeploy): Disk HT Patch T A/F EE%_'T | PHP T @hHT PHP-FPM,
Apache T9T Queue Worker, Scheduler, Daemon TR ATAT THT Forl T Process 9T ge TI‘:I@'\E[
| Node.js T @THHT Application, Container dIl  Serverless Function T4t  Runtime @@
Rebuild/Redeploy T AT a1 Bundled Node.js Binary TIRTHT Rgah! YIS THerl | Docker
TART I YA Base Image F=@ES® T Image NE Build@i‘[ |

Y. Patch WUGFH YUTRT Online AT Patch/ATMIE @0 W3 TU&0T TWREFH YTET Internet
Facing WUTRiIclls ATEsIa S-eCIEHT (Online) T A& | Patch GFd= WUUfey WA T
T: Online ML | A= FAAGHT ATARS TN AT@LAH HCAT VPN, IP Allowlist T Zero-

) N

Trust Gateway HIRd HTA qg“%r ﬁ‘:@'\‘[ | End-of-Life Version WU FUlTelicirs @% Network HT
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fifga 9 g |

©. Qe qur PR el TR Patch TIRWAT Version & WART TIRIEHT, YaT ATHRT
AT FATAT WDl T Log AT A ALRIUDT ST T | FRET HAAD! TEIART HUH]
ATYHT WCHT FFa-ad GOl Log AT A= ffeieer YAIT FI&r @l JUell Isolate T

) ~

Password/API Key TRTITEHT Credential TR *Iiﬁlﬂ\‘{ dcepTed '{@Tr qrgad gLa %y qAT TH

AMEAE TS ST |

C. HR-agT WAaa: Patch/STTIE TFI= WU ATE- SHISHS! SHETHT T8 M@l SHd
ST it.section@mohp.gov.np AT W(de@e YETITET ATUL T | ATHAT [HBTFHAT PHP a1 Node.js
TN THUH! ATEIHT O e T2 Gars Jdaed qeldggd Jqid g |
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