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Technical Specnf“cahén Branch Firewall/Router

Particulars Requirements

Brand name To be specified by the bidders
Model To be specified by bidders
Certification ISO/CE

Processor Multi-core processor
Memory At least 4GB DDR3

Storage 8 GB eMMC

Interface / ports

6 x 1GbE RJ-45 ports,

2 x 1GbE SFP ports,

1 x RJ-45 console port,

1 x USB 2.0 port

LEDs for system status at a glance

Features

*Routing Information Protocol Versions 1 and 2 (RIPv1 and RIPv2)
*Generic Routing Encapsulation (GRE) with dynamic routing protocol (e.g OSPF)
»Standard 802.1d Spanning Tree Protocol

»Layer 2 Tunneling Protocol (L2TP)

*L2TP Version 3 (L2TPv3)

*Network Address Translation (NAT)

*Border Gateway Protocol (BGP

*Open Shortest Path First (OSPF)

*[Pv4 and IPv6 multicast

*Access Control Lists (ACLs)

*Dynamic Host Configuration Protocol (DHCP) server, relay, and client
*Dynamic DNS

«Virtual Route Forwarding (VRF) Lite

*DNS Proxy and DNS Spoofing

Security Feature

«Secure Sockets Layer (SSL) VPN for secure remote access
Hardware-accelerated DES, 3DES, AES 128 AES 192, and AES 256
*Public-Key-Infrastructure (PKI) support

<[Psec tunnels

»Advanced application inspection and control

Flexible packet matching

*Dynamic and static port security

«Control plane policing

*HTTPS, FTP, and Telnet Authentication Proxy

Warranty and support

Minimum | years with Parts replacement and service.

Installation and
Configuration

The contractor need to perform all necessary tasks including but not limited to
Installation, configuration and support up to warranty periods.

Accessories

All related Accessories should be supplied

Qualification

The proposed appliance OEM should be Leader/challenger in Gartner Magic
Quadrant for wired and Wireless LAN Infrastructure at least once in last 2 years.

Service Tag

Should be provided at the time of delivery.

MAF

MAF Should be in the name of bidder and address to the survey department.

Management

web-based GUI
command line CLI(SSH)

Monitoring

SysLog support
SNMP vI, v2¢.v3
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Technical Sﬁé‘@ﬁif‘ﬁﬁ\(}ns: LAN Switch

Particulars

Requirements

Model

To be mentioned by bidder

Certification

ISO/CE

Ports

Minimimu 24x Gigabit RJ45 ports + minimum 2x combo Gigabit SFP
Port

Switching Capacity

54 Gbps or higher

Forwarding performance(64
Byte packet size)

40 Mbps or higher

Management

SSH, HTTPS, SNMP

Features

Advanced defense mechanisms, including Dynamic ARP Inspection
(DAI), IP Source Guard, and Dynamic Host Configuration Protocol
(DHCP) snooping. detect and block deliberate network attacks.
Combinations of these protocols are also referred to as IPMB (IP-MAC-
port binding).

DOS (denial-of-service) attack prevention maximizes network uptime in
the presence of an attack

Protection of management sessions using Radius, TACACS+ and local
database authentication as well as secure management sessions over SSL,
SSH, and SNMPv3.

Support for advanced network security applications such as IEEE 802.1X
port security to tightly limit access to specific segments of our network.
Web based authentication provides a consistent interface to authenticate
all types of host devices and operating systems, without the complexity of
deployving IEEE 802.1X clients on each endpoint.

Time based ACLs and Port Operation restrict access to the network during
_predesignated times, such as business hours.

Warranty and Support

Minimum 1 year with parts replacement and service

Installation and Configuration

The contractor need to perform all necessary tasks including but not
limited to Installation, configuration and support up to warranty periods.

Accessories

All related accessories should be supplied

Qualification

The proposed appliance OEM should be leader in Gartner Magic Quadrant
for wired and Wireless LAN Infrastructure for last 2 years.

MAF

MAF Should be in the name of bidder and address to the survey
department.

Service Tag

Should be provided at the time of delivery.
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Technical Speciﬁ_qgttjgm’}l)esktop Computer

Particular

Requirements

Brand Name

To be specified by the bidder

Model Number

To be specified by the bidder

Processor released in year 2023 or later with minimum 6 core cpu and base

Al frequency 2.5 GHz or higher
Memory (RAM) 8 GB DDR4 or higher
Storage SSD 512 GB or more

Operating System

Genuine Windows 11 or latest

Graphic

Integrated graphics 4 GB or more (if not build in branded, installation after delivery)

Slots and ports

at least 4 USB ports, Audio infout, M.2 slot

Form Factor

Tower/mini tower

LAN Controller

Ethernet controller with RJ45, Wifi (Inbuilt or integrate after delivery)

Monitor

Same brand LED monitor of display size 21" or higher, should have input for 1
HDMI and 1 VGA ports

Accessories

USB Keyboard, Optical mouse and all standard accessories

Warranty

Minimum | Year

Service Tag

Should be provided at the time of delivery.

Technical Specification: A3 Printer

1. Multifunction Laser Printer (3 in 1)

SN Particulars Requirements
1.1 | Type Laser Printer
1.2 | Brand Name To be specified by the bidder

1.3 | Model Number To be specified by the bidder

1.4 | Type Monochrome Laser Printer

1.5 | Resolution 600x600 DPI or better

1.6 | Print Speed More than 10ppm (A3)

1.7 | Paper Size A3. A4, LGL, Executive, Envelope
1.8 | Paper Input 200 sheets or more

1.9 | Paper Output 100 sheets or more

1.10 | Interface USB 2.0 or better, LAN

1.11 | Power Requirement | 220 — 240V (+/-10%). 50 / 60Hz (+/-2Hz)
1.12 | Warranty One Year on both parts and services
1.13 | Accessories All standard accessories
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Technical Speciﬁcg{iﬁﬁ?b A4 Printer

1. Multifunction Laser Printer (3 in 1)

SN Particulars Requirements
1.1 | Type Multifunctional Laser Printer(3 in 1)
1.2 | Brand Name To be specified by the bidder
1.3 | Model Number To be specified by the bidder
1.4 | Type Monochrome Laser Printer
1.5 | Resolution 600x600 DPI or better
1.6 | Print Speed More than 20ppm (A4)
1.7 | Paper Size A4, LGL, Executive, Envelope
1.8 | Paper Input 200 sheets or more
1.9 | Paper Output 150 sheets or more
1.10 | Interface USB 2.0 or better, LAN
1.11 | Power Requirement 220 — 240V (+/-10%), 50 / 60Hz (+/-2Hz)
1.12 | Warranty One Year on both parts and services
1.13 | Accessories All standard accessories
1.14 | Facility Automatic 2-sided printing
1.15 | Function Print, Scan, Copy (Multifunction)
1.16 | Scan Resolution 500 x 500 dpi or higher
1.17 | Auto Document Feeder | 20 sheets or more
2. Color Laser Printer
SN Particulars Requirements
2.1 | Type Color Laser Printer
2.2 | Brand Name To be specified by the bidder
2.3 | Model Number To be specified by the bidder
2.4 | Type Color (CMYK) Laser Printer
2.5 | Resolution 600x600 DPI or better
2.6 | Print Speed More than 15ppm (A4) B
2.7 | Paper Size A4, LGL, Executive, Envelope
2.8 | Paper Input 200 sheets or more
2.9 | Paper Output 150 sheets or more
2.10 | Interface USB 2.0 or better
2.11 | Power Requirement 220 — 240V (+/-10%), 50 / 60Hz (+/-2Hz)
2.12 | Warranty One Year on both parts and services
2.13 | Accessories All standard accessories
2.14 | Facility Auto-Duplex
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