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S.N. | Desription Details
1. |Requirements [Functional Define the features and functions the software must
Specification  [Requirements perform
9. patient data management
R. appointment scheduling
Non-Functional | 3. teleconsultation
Requirements ; ;
¥. Business requirement document (BRD)
%. Functional and Technical requirement document
signed
Define
9. performance
R. security
3. usability
¥. compliance requirements
R. Regulatory Compliance Ensure the software meets standard relevant
regulations of the Government of Nepal.
3. Risk- Management Identify potential risks (e.g., data breaches, system
downtime) and develop mitigation strategies.
Perform a risk assessment to prioritize the risks based
on their impact and likelihood.
External Penetration Testing.
N Validation Validation Outline the scope, objectives, responsibilities, and
Planning Plan schedule of the validation activities.
Test Plan
Define the testing strategy, including types of tests
(unit, integration, system, user acceptance testing), test
cases, and test data.
U Software Testing

Unit Testing:

Verify individual components or modules of the software
for correctness.

Integration Testing:

Ensure that different modules or services interact
correctly.

System Testing:

Validate the complete and integrated software system
against the specified requirements.

3%




User Acceptance Testing (UAT):

Confirm that the software meets the needs of the end-
users and is ready for deployment.

2 Security Testing
Vulnerability Scanning: Identify potential security vulnerabilities.
Penetration Testing: Simulate cyber-attacks to test the software's defenses.
Data Encryption: Ensure that data is encrypted both in transit and at
rest.

0, Performance Testing

Load Testing: Evaluate the system's performance under expected load
conditions.

Stress Testing: Assess the system's behavior under extreme conditions.

Scalability Testing: Verify the system'’s ability to scale up or down as
needed.

o) Usability Testing Ensure that the software is user-friendly and meets the
usability requirements.

Conduct usability tests with real users and gather
feedback for improvements.

o5 Documentation Maintain comprehensive documentation, including user
manuals, system requirements, design specifications,
test plans, and validation reports.

qo, | Training and Support Provide training sessions for users to ensure they can
effectively use the system.

Establish a support mechanism for users to report
issues and receive assistance.

11 Post-Deployment Monitoring | Monitor the system post-deployment to ensure it
continues to perform as expected.

Implement a feedback loop to capture and address
any issues that arise during real-world use.

1% Continuous Improvement Regularly review and update the validation process to

incorporate new standards, technologies, and user
feedback.

Perform periodic audits to ensure ongoing compliance
with regulatory requirements.




2.9, EMR ©8 YHIOI6T 9 aedee:

Automated Testing Tools

Seleniuim, JUnit, TestNG, or Similar

Security Tools

OWASP ZAP, BURP Suite, Nessus, or Similar

Performance Testing Tools

Apache, Jmeter, LoadRunner, or Similar

<| w| v| o

Usability Testing Tools

UserTesting, Lookback, or Similar
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S.N.

Criteria or Core
Functionality

Details

Design
Principle/Architecture of
EMR should facilitate
both front end and
workflow changes as
required.

The end user interfacing EMR should be dynamic and keep on changing based
on specific use cases, changes in protocols and policies, and changes in user
preferences.

The EMR must be architected with a strong abstract clinical model and
implemented to facilitate adopting frontend applications based on multiple
factors keeping health information intact.

Health and Medical data

Health and Medical data is at the core of EMRs. EMRs should be able to
collect, retrieve and transmit these health data. This should be done based on
minimum requirements and standards provided by the MoHP. TWG
provides support to the Digital Health Steering Committee within MoHP in
providing direction in and assessment of Digital Health Initiatives across all
levels of government in Nepal.

The Technical Working Group must regulate the development of the Nepal
FHIR core project and work to develop a National Terminology and value
sets, which are to be derived from international standards like ICD,
SNOMED CT, LOINC, RxNorms, etc. The data should be able to be
represented using non-proprietary formats like JSON, TTL OWL, etc.
Hence, any data will be vendor neutral format based.

EMRs must be able to handle at least Patient demographic data, Encounters,
Observations, Care Plan and basic Clinical/Diagnostic report resources.

(OS]

Interoperability and
Substitutability

Interoperability: The EMR should be able to transmit and receive the data
from multiple related systems via APIs using the FHIR standard as defined
by MoHP.

Substitutability: The EMR should have functionality to integrate (i.e. side
load) with other applications to extend its functionality as per users needs or
be able to use third party SMART applications based on SMART-ON-FHIR
protocols.

The FHIR Native EMR with Smart-on-FHIR will be preferred to ensure
complete substitutability of the EMR system protecting patients data.

Decision support or
incorporation of Clinical
Guidelines, CPOE (
Computerized Provider
Order Entry)

The EMR should provide an approach to incorporate Decision support or
clinical guidelines either through HL7 CDS Hook with CQL or other
approach.

The ability of direct incorporation of machine readable Clinical Guidelines
will be highly encouraged.

CPOE ( Computerized Provider Order Entry ) is one of the core
functionalities of EMR. It is the process of providers entering and sending
treatment instructions — including medication, laboratory, and radiology
orders.

Patient support (Patient
Portal)

The EMR should be capable of providing patients their health information
and other supportive educational materials at least during the check-out
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process (when they leave the health facility). The EMR should able to
integrate with patient portal developed by MoHP.

The EMR vendor should have a plan to introduce electronic patient support
in the next 5 years, facilitating data access and control, educational materials,
home monitoring, and reminders for self-test and self-care. This should be
done via EMR’s communication center. which should be able to track and
embedded patient’s clinical data with consent from patient without leaving
the institutional firewall

6 Administrative processes | The EMR system should be able to process the billing and required
and reporting reporting based on Inland Revenue Department’s protocols.
The other administrative process like :
1. Scheduling
2. Time management
3. Practice monitoring etc.
Should also be incorporated. Any processes must not be limited and must be
in continued development process.

7 Must have an online Related to Capacity Building and Professional Development of the provider
Learning Academy for community (e.g. Receptionist. Nurses, Doctors, Admin Staff, etc.). These
the product and with a will be the primary End Users of the EHR system.
minimum of 3 working EMR implementation also requires Capacity Building of all concerned or
days of academic lectures | atleast to those who operate and use EMR. Such training material must be
in NHTC and be stored in a platform as videos. documents, wiki and PowerPoint slides. This
provided to the EMR allows users at various implementation sites to access the learning materials
users through individualized learning.

8 For nationwide During the early stages of EMR implementation, governing bodies should be
development, the vendor | able to invest themselves. With such experience in Nepal, Service Providers
can have experience of are in the position to share the health care model and a preventive approach
implementation in Nepal | on evidence captured during the Clinical journey.

9 The EMR Application A multi-modular application is cost effective and telemedicine must be
System should be able to | included within the EMR to incorporate patient-provider verbal counseling.
incorporate a Such integrated systems allow to capture evidence related to all patient
Telemedicine Module provider interaction during teleconsultation. The system should be able to
with a Native FHIR CDS | accept patient generated data to facilitate telemedicine. The core EHR
Hook or FHIR Store module must have a communication center, which should be able to track
approach and embed a patient’s clinical data during communication with consent from

patient without leaving the institutional firewall to facilitate telemedicine
between provider and patients as well as provider and providers, within or
beyond the care team.

10 EMR must include a Hub | In a hub and spoke healthcare model. a central HF (i.e. PHC, Province HF

and Spoke model
approach while
implementing at
Provincial or
Municipality level.

or HUB) provides support to peripheral HFs (e.g. healthcare posts or
SPOKE). In this model, data entry and care duplication based on encounter
evidence is reduced and Resources may be shared with the objective of
providing improved healthcare service delivery. To address system
reliability, actual implementation steps need to follow a hub and spoke
model. This will ensure system acceptance, capacity building, and long-term
institutional adoption. J




3.R. PACS & RN =gAqH HIIITS:

Hardware
Requirements

RAM: Sufficient RAM is crucial for efficient PACS operation. Ensure that the
hardware meets or exceeds the minimum RAM specifications.

CPU Speed: A fast processor is essential for handling image processing tasks. Opt
for a processor with adequate speed.

Disk Transfer Rates: High-speed storage drives (SSDs or fast HDDs) are
recommended to handle large image files efficiently.

Network
Bandwidth:

A robust network connection is necessary for seamless communication between
PACS components. If on location PACS then internal LAN must be robust. If PACS
is located in an external Data Center then dedicated network is necessary.

Software

Requirements:

Operating System: Choose a stable and secure operating system (e.g.. Windows,
Linux) that supports the PACS software.

PACS Software: Select a reliable PACS solution that aligns with your organization’s
needs. Ensure it complies with international standards (such as DICOM and HL7). It
should integrate well with existing or proposed EMR system.

DICOM Viewer: Ensure that appropriate system is used.

Database Management System: Set up a database (e.g.. MySQL, PostgreSQL) to
store patient data and images.

Security Software: Implement security measures to protect patient data and ensure
compliance with privacy regulations.

Backup and Disaster Recovery: Establish backup procedures and disaster recovery
plans to prevent data loss.

Network

Infrastructure:

Local Area Network (LAN): Set up a robust LAN within the healthcare facility to
connect PACS workstations. servers, and imaging devices.

Wide Area Network (WAN): If multiple facilities are involved, ensure reliable
WAN connectivity for remote access and data sharing.

Firewall and
Security:

Implement firewalls and secure network configurations to safeguard against
unauthorized access.

License and
Support

Most PACS are extremely expensive. Even open source systems have per user
licensing costs. These need to be thoroughly researched prior to purchase.

3.3, .0H. /- Rfhear T g A ey T FH

%9




S.N.| EMR Modules | Departments at Departments at Departments at | Departments at Ward
Federal HF Provincial HF Municipal HF Level HF
1 Registration Yes Yes Yes Yes
(Online and
Physical)
2 Outpatient Yes Yes Yes Yes
Department
3 In Patient Yes Yes Yes No
Department
4 Intensive Care Yes Yes No No
Unit
Laboratory Yes Yes Yes Yes/No/Mobile Unit
Radiology Yes Yes Yes/Maybe Yes/No/Mobile Unit
7 Pharmacy Yes Yes Yes Yes
8 Store Yes Yes Yes Yes
9 Telemedicine Yes: To Yes: To Yes: To Ward No
Service Provider | Provincial, Municipal/Ward
Municipal, Ward
Level HF
10 Telemedicine Yes: From TM Yes: From TM Yes: From TM Yes: From TM
Service Recipient | Center Center/Federal Center/Federal/Pr | Center/Federal/Provin
ovincial cial/Municipal
11 Health Workers Yes Yes Yes Yes
12 Birth and Death Yes Yes Yes Yes/Maybe
Registration
13 Health Insurance | Yes Yes Yes Yes
and SSF
14 Referral Yes Yes Yes Yes
15 Discharge Report | Yes Yes Yes Yes
/ Note
16 Patient Portal Yes and from Yes and from Yes and from Yes and from MoHP
MoHP MoHP MoHP
17 Blood Bank/ Yes Yes Yes Yes/ Maybe
(BTDMS)
18 Bed Module Yes Yes Yes Yes/ Maybe
19 Health Report Yes Yes Yes Yes
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Must have processor, RAM and disk adequate to handle the OS
(Operating System). software and other workload without any
noticeable delay or sluggishness, ensuring EMR runs smoothly.

All' workstations should have adequately hardware (for example
desktop, printer, barcode scannmer, signature pad, NID compatible
biometric devices etc.) to perform the desired functions. The hardware
must be recent enough (meaning it should not be an end-of-life product)
and with at least 3 years of support and maintenance available.

Should follow Structured-Cabling guidelines following ANSI/TIA-568
standards for the entire healthcare facility connecting all computing
devices, medical devices. diagnostics machines, etc., that are part of the
EMR.

Cable: If necessary. use a minim um of Cat 6 standard cable for ethernet
cabling and use fiber-optic cabling. When connecting two buildings,
fiber-optic cabling must be used. Switching: A minimum of unmanaged
switches must be used to interconnect all cabling infrastructure.

When connecting more than one such switch to a central location, such
a5 a server room, a manageable switch must be used to interconnect
them. Cabling Racks: Cabling racks should be used to place switches,
patch panels, and PDUs where 3 ropriate.

Connectivity and Speed: The connectivity should be adequate to
perform the work smoothly and operate the EMR systems without
noticeable slowness. If Internet connectivity is required for critical
function, secondary connectivity should be provided, preferably from a
separate ISP where possible,

Access to Hosted system: If there are services hosted (for example,
Patient portal, mobile app) on the servers locally and access to them is
required from the Internet. the connectivity should be able to handle it
with Static

IP. If static IP is not feasible. access to the system may also be provided
using Dynamic DNS (DDNS) mapping the public IP of the connectivity.
Firewall: A network firewall must be enabled on all servers to restrict
access to unwanted ports. Only the public system (for example, Patient
Portal, Mobile app API. etc.) should be accessible from the Internet.
Only allow users from LAN to access the administrative, financial, and
other systems accessed by staff and healthcare professionals. This kind
of firewall may be implemented on the servers themselves, or a
dedicated hardware firewal] may be used. If access to internal systems
from outside (the Internet) is needed, a dedicated firewall must secure
and filter unwanted Internet traffic to those services.

Router: If access to the outside network is required, an appropriate
router should be used to handle the load. For LAN-based EMR
applications (when both server and users’ computing devices are on the
same network), they should be able to run even without Internet
connectivity., L

Server must have processor, RAM and disk space adequate to handle
the OS (Operating System). applications and other software workload
without any noticeable delay or sluggishness. At a minimum, servers
must use SSDs with RAID-1 providing data mirroring,

Computing
Device
(Computer,
Laptop,
Smartphone
etc.

Data Entry,
Report
Generation,
etc.

LAN and
Networking
Infrastructur
e

(Cabling,
Switch,
Cabling/Net
working
Rack etc.)

For enabling
smooth
networking
between
different
computing
devices and
other devices

Internet
connectivity
to connect
health facility
to outside
and allow
access

to servers
inside

the facility to
be accessed
from the
Internet.

Internet,
Routing
and Firewall

¥ | Servers For hosting
EMR
applications,

databases etc.
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