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Current Version

(Status)

Required Action

Node.js 26.x (Current LTS)

Upgrade to 26.12.1 or later.

Node.js 24.x (LTS)

Upgrade to 24.22.1 or later.

Node.js 22.x (LTS)

Upgrade to 22.23.4 or later.

Node.js 22.x reaches EOL on April 30, 2027. It is
recommended to plan migration to Node.js 24 LTS or 26

LTS.

Node.js 25.x, 23.x, 20.x,
18.x or older (End-of-Life)

These End-of-Life versions do not receive the required

security fixes.

Upgrade to a supported, secure release line, preferably

Node.js 24 LTS or 26 LTS, after compatibility testing.
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Step 1: Check the currently installed version

Run the following commands on each server or host running Node.js:

node —--version
which —-a node

Step 2: Upgrade Node.js

Upgrade to the latest patched release in the supported Node.js LTS. Use the official download page to
obtain the appropriate installer or binary:

https://nodejs.org/en/download

For systems using Docker, update the base image to a patched Node.js image and rebuild the
application image.

If you use nvm, upgrade can be done with following commands:

nvm install --1ts


https://nodejs.org/en/download
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nvm use -1lts

Step 3: Rebuild and redeploy the application

« Rebuild application artifacts, containers, and serverless functions using the patched runtime.
o Redeploy the application and restart the affected services.
e Ensure that no old or bundled Node.js binaries remain in use.

Step 4: Verify the upgrade
Run the following commands:

node --version
node -p "process.execPath"

Confirm that the running application uses the patched Node.js runtime. Test application functionality
and review logs for errors after deployment.

Step 5: Apply additional security measures

o Review applications that decompress Brotli-encoded requests or process responses from
untrusted URLSs.

e Review DNS resolution, outbound request validation, and TLS certificate verification.

« Check for signs of exploitation and preserve relevant logs.

o If compromise is suspected, isolate the affected system as appropriate, notify the security team,
and rotate potentially exposed credentials.

Verify with npm audit or operating system package updates and confirm the patched version
against the official Node.js security releases before deployment.



https://nodejs.org/en/blog/vulnerability/october-2026-security-releases

