Annex I: VAPT — Scoping Document

Government of Nepal

T TR

Office of the Prime Minister and Council of Ministers
National Cyber Security Center, Singhadurbar, Kathmandu
AT TR TR %5, R Hredet
VAPT Request Form

JTEH gfeam qar TEr e (M dd.) a7y R

1. Organization Details CARINE] ﬁWT):

Organization Name (Fl??ﬂ_cﬁ ATH):

Contact Person Name (HH{OB Tfch el AMH):

Email (é- -'EIFT): Website Name @lﬂ'ﬁﬁ‘c’):
Mobile Number (‘ﬂzﬂgﬁ ﬁf): Telephone Number (?‘j%ﬂ'ﬁ—"f T'D
Address (éS‘II"'H):

PIS/Empidld (Fhd = /HH= 7):
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2. Testable Environment Details:

1. Application/Website to be tested: The testable URL/domain, subdomain and IP addresses used for
the application/website to be Vulnerability Identification and Security Testing (VAPT) must be a
replica of real system hosted under the Integrated Data Management Center (IDMC) (.gov.np or
.org.np). Note: In addition to real systems hosted in IDMC, test instances hosted on external hosting
for testing purposes are also allowed to be used for security testing.

(Sfew afe=r T geEr Qe (MY RE.) o rase/Haurse: SgH qieer adr
FLET AT (VAPT) THI UCAh /AoTeca®d! ANl TR T TARTA/SHA, FegHA
AT ATSY SMAEE Thldhd ST sqaedad &3 (IDMC) #=¥id (. gov.np T .org.np) HI
B TR ATEA(a% JUTATHT oA FIAT | 7e: IDMC AT B TR, THET FASemT

-

AN ATE Bifteg AT ARGUHT TUEAT Fid sEars 9 L TOEwT T ARG T&TT T
EX

2. Does the application include any custom workflow or button process that should be included
(Example: Application/Registration process, document verification, renewal process etc.)?

R. % ATIETAT GHIEY T F ATHIT HEGAE a1 G YA TUEL T (ISEH A1
ATAEA /3T YT, BT FHIUIE T, FaIeH0T 9Hhar &l )2

[ Yes
[ No
[ Not Sure

If yes please briefly describe or share supporting documents, including user manuals, technical
documentation, and, where available, video tutorials. If possible, provide hands-on support during system
setup, either physically or virtually.
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3. Please list out the path of URLs or buttons (Logout, Delete, Update/modify, administrative or
privileged actions, Payment, transaction, or financial processing functions etc. or Any API endpoints
or backend functions) that should not be clicked/restricted (Example: /logout, /delete-user,
/admin/delete/*,, /update-profile, /modify-record,/transaction/process etc).

3. FU Bl T g AR Agar e geet (e, e, ause/ A
ATET), YUITelThT HRIgEHh! Fljﬁ Joold ‘Iﬂélﬁ\(galgiﬂlt /logout, /delete-user, /admin/delete/*,,

/update-profile, /modify-record,/transaction/process 311f¢;) |

4. Please provide a list of URLs, endpoints, or application paths that are not directly accessible or visible
through the public website interface, but exist within the system (Administrative portals, Backend or
management interfaces, Hidden APIs or service endpoints not exposed in the UI, Testing, staging, or
debug paths, Direct-access URLs that require manual entry or prior knowledge).(Example: /admi
portal,/backend/login,/internal/api/v1,/test/environment,

/hidden/dashboard)

¥ FIAT URL B€ Sooid TR S Gedel ©H1 JUerse G a1 Ja0Igedl qhhl g (STE:
/admi portal,/backend/login,/internal/api/v1,/test/environment,/hidden/dashboard))
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3. Basic Detail (FTARA faawum):

1. What is the website development platform?

 ATATSC [EAHEH] TIEHH F 817

1.1 Frontend with Version

1.2 Backend with Version

2. Which database used? Mention the database version.
3. JUITRA/ QAR eTTHT 9 STETadd! AN RUHT G2 SEed GEh Joold THad

3.Is payment gateway integrated with the application? If yes, how many?
3 AT/ TR ETTAT {hTT ed Uhidhd Teabl a1 Tedl ? el WU Hid el Wohl?

3.1 Details with Version

4. How many authorization levels are there?

Y UTTeAT/UfeAh aTTHT ATfeIhTia I8 Bid EhT T2

5. Do you want Credential based or Non-Credential Based Scanning?
Y JUTTAT/QfCAb 21 JRIOTHT AT a1 90T AR d, & T T 2

If Yes, Please provide the details for every user role , credential and required level (Normal,
Reviewer, Approval, Admin, SuperAdmin etc.)
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6. Is there additional set of access credentials?

§. UEHH] JHIUEE ¥ TRUHT G ?

6.1 Encryption Standards (SSL
/TLS versions, key lengths, and
data-at-rest encryption)

6.2 MFA/SSO Config (Multi-
factor authentication, SSO, or
temporary bypass setup)

6.3 Digital Signature or Client
Certificate

7. Do you want to utilize sensor-based scanning in VAPT?
8. % TS VAPT AT Y=&T- AT EFAMS FANT T =BG ?

[ Yes

[ JAVA
[ PHP
.NET

[ Node.js

[ No

8. Tools used for audit (VAPT) if any
& Sfew afe=m qar gear e (o @) ot $9 AR,/ SIHTETHT TAT T

W Jocid IR |
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4. Additional Details:

Name Number

Server Details

Application Server

Database Server

Load Balancer

Third-party Service integrations (API Gateway /
Host/Version/URL/ Authentication Type/ Testing
Permission/Documentation)

Number and Location of Application Backup

Number and Location of Database Backup

I/We hereby agree to allow NCSC to conduct Vulnerability Assessment and Penetration Testing
(VAPT) test on the above-mentioned address/links. Further, I/we declare that

(/3T A Jfediad ST/ ATSHHAT AT qiEe GLAT Hog e A SgH 9fe=r a9
e v (@) T a3 g/ | 99 /e A s i

LThe above-mentioned address/link should host on Integrated Data Management Center (IDMC) and
contains exact replica of the system to be tested.

(Y Ifeafgd TAaT THHT T AT, AT ATl ST JUITA! /UCeAb T Tabidhd
STaT SIATATIT gl BIE WUHT T drediasd Wid Wbl 1)

LThe application and database of the above system/s have been properly backed up.
(O Ifeafad yomedt/ufcasw e T Sereas! s aT ’fflgu®! 1)
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[J9cdd HTIRATT (Network Firewall) T T g%l T¢ YT (Rate Limit) @R AIAGEE
RIS T NCSC®T ufeea® 1P (202.45.145.183) TeTEEferee W1 TW G |

Official Seal (FTATAADT FT)

Name (TH):
Designation (9<):

Date (&lﬁf):



