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Government of Nepal
AT FEHER
Ministry of Communication and Information Technology
AR T {1 F{AY Aearerd
National Cyber Security Center, Singhadurbar, Kathmandu

*’
TR AEARX YA 75, e BIEHE|

VAPT Request Form
e W= e e (Mydd.) aqie ww

1. Organization Details WTT'F’I ﬁ?l'("]):

Organization Name (Fl??ﬂ_cﬁ ATH):
Contact Person Name W =afchal ATH):
Email (‘E%—'P-IFT): Website Name (%IW'I'E’FCY):
Mobile Number @W T"f): Telephone Number (%%I'Cﬁ_'f 7'[)

Address(é‘llﬁl):

PIS/Empidid (FFd /FHH=T )

2. Testable Environment Details:

. Application/Website to be tested: The testable URL/domain, subdomain and IP addresses used for
the application/website to be Vulnerability Identification and Security Testing (VAPT) must be a
replica of real system hosted under the Integrated Data Management Center (IDMC) (.gov.np or
.org.np). Note: In addition to real systems hosted in IDMC, test instances hosted on external hosting
for testing purposes are also allowed to be used for security testing.

(Sfew afe=m e geem whee (Mg dd.) U utese qeage: ifew qig=r qer
LT TET (VAPT) T YA/ Ad1g e e il FART A AARYA/SHA, FerSHT
qAT ATEY SMAEE Tahldhd ST sqedae &g (IDMC) #=¥id (. gov.np T .org.np) HI
BIEC TRUH! ATEA(EH JUMAH! AeashT g | Ae: IDMC AT 8BS TRUET, T TSI
RN @] BiRee A ARIUHT T Hid Feells Wi GLET T T ATA FaTT TgehT
EX




Annex |: VAPT - Scoping Document

2. Does the application include any custom workflow or button process that should be included
(Example: Application/Registration process, document verification, renewal process etc.)?

3. % ATAETHI FHE U 1 ABION BEAAE o7 T 6 FHET T (ISTEL0THT Al
ATAG/FAT 64T, BT THIINHT, TAHT FH6aT M)

[ Yes
[ No
[ Not Sure

If yes please briefly describe or share supporting documents, including user manuals, technical
documentation, and, where available, video tutorials. If possible, provide hands-on support during

system setup, either physically or virtually.

3. Please list out the path of URLs or buttons (Logout, Delete, Update/modify, administrative or
privileged actions, Payment, transaction, or financial processing functions etc. or Any APl endpoints
or backend functions) that should not be clicked/restricted (Example: /logout, /delete-user,
/admin/delete/*,, /update-profile, /modify-record,/transaction/process etc).
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3. P9 fhleTsh T g ARG AT Gaggiel sege (eErse, Rie, dause, Aie®g
?ﬂlél), YUTelIhT HRgEHT "ﬂﬁ Jooid T@E(GGI%(UII /logout, /delete-user, /admin/delete/*,,

/update-profile, /modify-record,/transaction/process 3-1Tﬁ') |

4. Please provide a list of URLs, endpoints, or application paths that are not directly accessible or visible
through the public website interface, but exist within the system (Administrative portals, Backend or
management interfaces, Hidden APIs or service endpoints not exposed in the Ul, Testing, staging, or
debug paths, Direct-access URLs that require manual entry or prior knowledge).(Example: /admi
portal,/backend/login,/internal/api/v1,/test/environment,

/hidden/dashboard)
SN D

¥ FIAT URL BE Sooid TR S Gedel ©IH1 FUerse G a1 Ja0Igedl qhhl g (STE:
/admi portal,/backend/login,/internal/api/v1,/test/environment,/hidden/dashboard))

3. Basic Detail (ATEGIA ﬁ?@]):

1. What is the website development platform?
N (o o - c
1. dddiec [qaide] “ddchH P %}?

1.1 Frontend with Version
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1.2 Backend with Version

2. Which database used? Mention the database version.

3. WA/ QTR eTAT 9 STTada! WIRT MU §? STeed Gehl Jeoi@ T

3.Is payment gateway integrated with the application? If yes, how many?
3. YOIt/ Qe b ST Tl Ted Uahidhd el a1 TRehl ? Lol WY Hid 42T LWehl?

3.1 Details with Version

4. How many authorization levels are there?

¥ TUITEAT /Ut sh STHT AR T8 hid Tehl F?

5. Do you want Credential based or Non-Credential Based Scanning?
Y Tt/ Ueaah et JRIOTHT SATeTRd a1 ST e, % € 1 2

If Yes, Please provide the details for every user role and required level (Normal, Reviewer,
Approval, Admin, SuperAdmin etc.)

6. Is there additional set of access credentials?

§. U1 THITEE H TRUHT T ?

6.1 Encryption Standards (SSL
/TLS versions, key lengths, and
data-at-rest encryption)

6.2 MFA/SSO Config (Multi-
factor authentication, SSO, or
temporary bypass setup)
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6.3 Digital Signature or Client
Certificate

7. Do you want to utilize sensor-based scanning in VAPT?
5. % qUE VAPT AT H=8L-ATARA T@AS WART T AEI5 ?

[ Yes

[~ JAVA
[~ PHP
[ .NET

[ Node.js

[ No

8. Tools used for audit (VAPT) if any
& Sfew afe= qar gear wdam (o @) it $9 AR,/ SIHTETHT T T

W Jocid IR |

4. Additional Details:

Name Number

Server Details

Application Server
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Database Server

Load Balancer

Third-party Service integrations (APl Gateway /
Host/Version/URL/ Authentication Type/ Testing
Permission/Documentation)

Number and Location of Application Backup

Number and Location of Database Backup

I/We hereby agree to allow NCSC to conduct Vulnerability Assessment and Penetration Testing
(VAPT) test on the above-mentioned address/links. Further, |/we declare that

(F/ETH A Jfedad ST/ ATSHHAT AT qeeR AT H7g e M SAGH die=r adr
e v (g @) T 73 g/ar | 9w /e @ ww i)

[JThe above-mentioned address/link should host on Integrated Data Management Center (IDMC)
and contains exact replica of the system to be tested.

(O Ifeafgd Q@ THHT T AT, AGaT ATl ST JUITA! /TCeAb LT Tabidhd

STaT SUATATIT gl BIE WUHT T drEdiasd Tid Wbl 1)

[IThe application and database of the above system/s have been properly backed up.

(OHY Ifediad YUt/ Ueash e T SIeeadd! saihad *Igual g )

[J9cad HIIETT (_Network Firewall) T T §&ah! aT GHAT (Rate Limit) RT ATAEEER

RSt 79 NCSC T Ufea® 1P (202.45.145.183) TRTEETeE AT U Gl |
Official Seal (FHTATATD! ) Name (FTH):
Designation (9<):

Date (&lﬁ):




