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NOTICE

Malaysia remains one of the primary destination countries for Nepali migrant workers,
with an estimated 400,000 Nepali nationals currently residing and working in the country. The
Embassy of Nepal in Malaysia has been consistently and systematically authenticating demand
letters submitted by Malaysian employers, together with the required supporting documents.
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Recently, however, the Embassy has received reports regarding certain irregular and
unauthorised activities. In view of these concerns, the following notice is issued for the
awareness of all concerned:

e Unauthorised and Manipulated Screenshots: Individuals and groups have been
taking screenshots claiming that various companies have uploaded documents for
demand letter authentication through the online system. These screenshots, some of
which are edited, are being circulated among individuals and recruiting agencies in
Nepal. :

e Misuse and Alteration of Kementerian Dalam Negeri (KDN) Letters: A KDN letter
issued by the Ministry of Home Affairs of the Government of Malaysia authorising to
bring in of a certain number of foreign workers is being circulated with many recruiting
agencies in Nepal with a motive to deceive various parties. Additionally, edited or
tampered versions of KDN letters have been shared to mislead individuals and
institutions.

e Unauthorised Access to Employer Accounts: Documents related to demand letter
authentication, which must be uploaded solely by the authorised employer, have been
found to be submitted through the online system without the employer’s knowledge or
consent. Such incidents have occurred due to unauthorised access to employers’
usernames and passwords.

" The Embassy would like to emphasise that all risks, liabilities, and consequences arising
from such activities shall rest entirely with the individuals, institutions, or employers involved.
All concerned parties are strongly advised not to engage in such unauthorised or fraudulent
practices and to remain vigilant to prevent misuse of their documents and online credentials.

The Embassy of Nepal in Kuala Lumpur remains committed to safeguarding the rights and
welfare of Nepali nationals working in Malaysia.
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