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TR YEIHTT AT RIATH = GBI
THTAT HaT
« HITHT HETET
sff fa9IT afqrera
. =
ofeass iAol TAFTT THET Fdd RGBTl ATSH THT TS qe SIS
GERAT B e gFiRieedrs AT dedaeaH AT Teg | Black's Law Dictionary
AR, A3 ATIHT Aiferh HAq qHCL A8 ATCHIAT BT T BHaens wedf
STEIBLOT A | THAT AT ST wAioid o A1 BTl gerg dig q@rel g q,
EATB! TBTT G AT a1 o, TAHT i pid, G, e, Fav, w@fies
AT ATHRATS [FAST HTH TGS |

e, Frank Schmalleger & TEe S98 ATSHATS 98 AFHT TIAT GRAAT T A64T
W SaTEdr THT T Interpol HTHR, TEIR SAIHTT WHET A GBI AHIqATS
TS AT IH! € ARACT T F 2| Financial Action Task Force (FATF) ATER
qruf BT GBI AT Hiaae ed AT s 9hAT €11 National
Institute of Justice, USA T &K ¥ &I ¥l TH a1 Sdl dbiodsh
AR THTTA AT T GHT A TS THUL T ATSATH ARU T
TERAT B9 970 IEEUMT FU T TR Ud T, AR T AT GR9
FAGHT GEE Tl AT IRRAT ATRAT AUOERT Hed 9E Mg o GEag
AIVIEEHT T& IUTcHEA (By-product) T TIHT @1 T |

¥IH Y FuHl g1 000 H Transnational Organized Crime F¥ael Hew@=dr
AR, AT o SIS Ao Grareiebl Sid TS, TAMwaRor T a1 B
FRATEATE Godd! AN B g 99 agars G EIHT [ieg | T98, gy
EHLT W TET 91 AORfF afafeede Haws amerd e afeemr
AT FEARAT AR T AT AT HETHAT Fole T F06aT1 2 |
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I YEIH U AMS ATq B, STl GHS T ADT A TR @A Ied
MEG | TS A=A T TR @AM FROEE G 9 (reiad g

o YEEUE BRER WEEH T AT ANGHS BId SETH A8 ¥
YEIHTD] AT B FEIT BRI FR= Tl AGdiers B
FRATEH] IATHT IS HEd Tag | TGl GFIl YAIHH] AT o

fcha®d! de=r T MR 4 #gd s |

o THER YEIHIT T ACEART PHAHATHT G T ATTGHL T Fed
EIHT ATAEAE] PRAFAee® ¥ A7 ATEE HUeEH! ORid i,
TAfrs AFAHT AR U B e e T dA@EEd gloog€wd a&dl
YBRB! TS AYTIHT THAT HET a5 |

o THR YEIHW T Aagarsl FramaeHr i arere snfsia ge i e =
TR EHD] TARI AAgAE] Fadad T q AugeEae Al
RIS Shd T4 T TE AAGE  PhAsmel o diqers E
e AP deg |

o  AWHE BIIHI TATA A5 TV A TH: GHIRd EIHHI ATIGaTS
FHTTAT FRATEH IR TS T AT TEq AIqea Gerw cafheears &l
TOLHT GO TS B §7g | T WA qEq ATIREH] qeradt e
TEANT AT |

o BT TaH #AT TEART ARH T&H TH: TR TEHHT HaRe a1 @i
R qgeEE, @A T ARy TRAT WA T AR AEH YA JEeal
T | T AUNIH] HARIHAT AN qASE T @ Al Adl gRe

Jergells Weied IS |

o TGB! TEET G [BE T GEIRT TEHES Aol A=A IBTA
TMdfAaeEH! JHEAE ek T I9d TR AqbE dg X e wEd




e | AT AT HEAEE ¥ IS dieded iy T vaed facig
TAREEAE o |

o  TH YAIHT T TG ATqET BT T: TRy TEHT FHaRuD! Tt
TEQT ATAER RS T Ay A A EATs Al AAEUEE qHe

TET e | TG Agaie ¥ aeaed el e 9 |

o TFOA AR favaeadl woolw Wis FEHT qeART: WHR (EEE
TEERT FeaR0e g5ied Aqqgew! Heaeamd gouaars WEsa a9 98amT

TAET | T AT GLET T Aea HAH T Fecadll qHeT s |

T, GFI TEIHOHT AR Fad U BT A@eadmdl A1 2red, I8 ABT T
FAeqUe T GRET, A Tica T QT fabrad Hecaqul AT deas |

3. R HIHH! Ta

TR ETHT (Money Laundering) GFedl HTAA1 SHaEABED] [AHTY bel IHAH
A ATHN B T TGHT FAREHT A0 FeadBd FIEEs gl aueedl qeaHl o |
fafie qe@ees T TEIFT T AT qEAET AIRIIEed] (AR @ e
BIA SATAEE o5 Whl G| T8l bl THE HIHeEh! DI G ==
U 7

(®) W

e  Money Laundering Control Act, 2002: WRTHT a5 9, R00¥ IRg «RT
TRUHT 7 Ul G TEBTAE AR BH] TTAT GRATT DT 5 T
TS IUSAT SAUH G| 9 Ul FHIRT EIHTH] HAars caredl Tl
T AAAE & qTEEH he T T Y A@EEH SRATT dledl m | a0
@I WREET Ay FRERAE 90 afqrH e qgee T Siwes
FRERETE o i aRdia fonf Sepers g o saaeer TRusr 9 |

(@) GIH T ARNHT

e  Bank Secrecy Act, 1970:- T€ Uel T HRIGREEH! MAHAAT Tes, THTEIT
BRANAR -5 o T heed YA A TrABAGTens AFBN o sqaedr
T | TEHT AN, BT ATBUHI TEW=aT Sl THH WEAT TRGAT Gebl S
GASIIT SFaEd 9 RGHT 5 |
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Money Laundering Control Act, 1998:- a1 U faea: ¥Rl YEIH0a!
ARG FEEAT g1 AW Ul AEHT qugers w@ee ¥ fawer g
TYFHT AT A STAET WHT G T Y HUA Geld q¥ael S T |
I, FYLERETE b5 T ST Ui AU 5 |

USA Patriot Act, 2001:- & 099 & I<rR 99 AT HUH AT
ARG AZUH] TH YA (90 ®ql AgAE] Foarpamar ga &
TS UFTHT €T hivad THl T |

ERIPK
Anti-terrorist Crime and Security Act, 2001:- JId ¥ ARG ATTFATE!
PRATFAeEd] dig WU TG RIS 99 Udel  ATdgamel  Bharsarasd]
g Ul g T Yedars MaR® TeRaresl AR RUeT gl a9 U
T YEIHTMET ATFAET FRAHATHT g gagarsdls =aea0r T 329
qeag |

Proceeds of Crime Act, 2002:- I9 UHl IL¥T AU TR FHHUHT IS
T B T8 Ul 9ue TN BAUHT g [EITavl $ U €a=ar qud
THA T T W GBI WA Bl THHT AR HEAE! TH ATAC 7 |
FHYERATE b T ARAFEHT ABTHT F |

Serious Organized Crime and Police Act, 2005:- SIIGHT TET AR
FaRue®T AR TaRusl a9 U Yedde Sed A90d FAeAvEST |l s
AP BUA g1 oAw TR aeaiiwar ae ydeonT SRy, A
ST AUAT W FFA YEIb DT HETHAE T g4 ey | a9 Ul
AT R WITATSIAT A1 eFaedl 9 Tl g |

FIAT A Vel AN AqHeedl TFIR (@ T ATTgael PR g
o el Farumer @Rl AEeas HI SEEeE SOl WET g1 Tod
D AT [T BT GERAT T AT GFIRT S[ET 0T AIRTEdTs (a0 T
T Tl TE7g, TEH] TRUTHEAET AR d Augd! HaruH qedi MiReg®!

g |




Y., Ul B saae

AT T BT [FegH! THE UF G I (A aeveiy) Famem U,
R0EY YATNHT WH Gl AW UG GEI TEIHTTE AaT T TEET FeEad
AITIEEH! AR 7T 29T TEag | Bl qRIRd SATHT (Ff AQveiey ) Formedt
3013 M HETTITH WH P, T TF VDT BAaaTde q9 FHEHRT TR
EX

q. UTH SYT T HEE:
T PEIHTT (AH AQUERT) Farw U, R0&Y &1 FedE=H wiHus §
AT HRATE T TS YFIHT T FHIAATs AR T B aaqedr T
AEH G | TFAC YT HEd IL T §g (b T8l AU Aol T aicih!
YEHTAS TF T ATTFATRT PRATHEATAT B ol TS TRy &9
AILTHTT T T e |

. YT TG TELreE:
Q. GFIRY YEIHTH IRA: Vel TR (0T aiedmr [ust g ste
TREBTLA AT A1 FHIAT TS Y@ ¥ AT TGS HIITS THE TRUHTF |

. Hagael Praeenudr Rl TRl ORI 99 U ATdsaral
PRATEHATTHAT B il RIS AORTI%! AT FAT RIS g T Aaers
T GAIHT SITHT TTH! T |

3. FHUERAR 99 GFI EIH0H HREAT Geid Sakhdls Hel qodh|
AL U G| TIHT 000 Tl TINGTHAT 7 WA ARIUHT
TH HITGTATS BRATE ] IACTAT TS |

¥, % T Ay deueEes R 3% T 9 A GeuReas e
FREARET T T faiidesr e difFusr g1 a9 UHH 99 YT
BRIAREATS 751 b T A= (e MeBTIelrs gie T e MU 3 |




3. Ul UANETEE:
Q. RO&T U UWET. T FAgT VAT #F URCHA @l T FH
YETHD] AT -0 IR ATEEATS q9 T T THEHT S1UH] |

Q. R0LO IIAH! YIMET: TH TG [T ©IHT ATTaTS! FhaThad T IF9d

PRATHATIATS T HRATE! T+ STaed] TRUHT 3 |

3. 050 Y MY 050 Iq 30 d U TOATAAT I Gl
TEH (W ARISRE) Farer aar sameadiie aarawer yag aaedl Hal
UAETE AN T ST AT U Tt TaeeT a7 Ao T B
ST Seaw HUH! g | AT U] THT 5 ATAR FFIT 41 eFa=al
HET For ATIR AGUHT BT Afcbelel q¥elg HULHI HET o ARTATH HET
T T | WE TRT G BT IUGH (¥) ATER AU Foranrar e
EHT I, [Faed, SR a1 o] GF-gHl @Rt T8 U SHIHaT
AT ATHTD! ©IH ATEET T4 IF TRIGTAIH HET TR T 93 |

ot T U qEEAE BT URT G THbb] ATEAH WA TGH TS
¢ fI TG SIS TS GHAST SqA€dT T HT HelRor o1 Jgefisp] il Ar=dis
TS [T @l qeTeT WA AEURT | AT Ao ST wEvedt
YL T AT TWHT Al T8 €T HYL ThT TUSYAT A€l eafchel (Hoel B B
T FEIRT UTed TRT BIeT WAl T G T ! qeatars S AT auehl
A WA T BIIAEATADT AlbaH B HORT T age IR T qrEd
U | A ATIF aUAT AFARS Tod FRTel Afedad % ¥o giaera i
AT G| A FHISH G TGeTD] THIRHET YO ATIaaTH HY [ AHdel AT
G TGeIsh! RIS 39 SIS Ir3-gH |

AfeaFT FHIRT EIHTaEe HET I (41 AT foRTer o e
Afthel HETATATR B8 FETAdET S T AUHT A AR, A GEAg HYL T
freprafeade Mool sTaaar BmT aither a1 Sl FE o FHEe agaea T8
HET T T § |
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T FAAT G AR (A AeUeRy) AR W, R0&y U@ AORraS
FRAE Wed GFITHT TEHTT T ATTFART PRATHAAT g iy i, e
T THE HILA STHT 2l | T8 Vel Gt AT Tells Al A il €9
TEHEE T@H § T AGFAE] FHABAIHT @i el A9 T
TS AT T G| T8 U] HAadd T SegTe® Tarerdr Ot ogeh!
aRITHT HETa Ul HIAST TIA A |

Y. IET FEEE:
et YT T AT FrEEr B e e e e g R

qaE T A BE T TOIT G | A9, Hvaeht afeisr qopesd a9 Teawem]

B O, HITAT, AN X ATEAHACHS  sqaeel Wbl U157 | Jget fawe
o . c N o

AL GeaeE T Hge®d! WAEAS gHIE GEO YEE T A

O3 o o o o\ (o)
iliﬁi%i%{aﬂil dgreel il Hlciiead! dHI-Ad Hdlde @] dcdd o ALdd g |

1. Frim sremd sEea (Financial Action Task Force - FATF): il &0
AR ARt Yo @ R T amaRites ST BRi v Fa=aer |
2 Fer R a1 wfed 99 9868 A ST © A T JANET gFHEes
TATEHT TN WUHT B & 009 IRg A wREA AOREaE HEAT i
AT AT AR ST aveTwl ®IH HT S AUHT G |

R. WHe @ (Egmont Group): et facitar a1 Shge®d! gial 958, 91
SfesTAT JUEH T HUHT & T TR Ao Aee FAEE Wl 5 |
T TR fadid G ARTIYRE T ATIRIE® MAEAae el el il GednT
T |

3. R WIRT @ WWE (Asia-Pacific Group - APG) T8 TR-THIfd® &
T AT ¥ T TE G| AR FEATd [, AECRIATH FAqredd 3 |
T9 qHE U T WG SAET AN ATEed, WEgd 9edn, ¥ Rwiaee
FHTAadT T HEd TASE |

y. T wewFaee (Conventions): €% T8 Hershl qealel=al Al Ater o=,
AAFAE  THA, YEMR FaRen T wgieq quqy Haeaver geadar faie
TERREEE TRUAT F| A A i GEANT T WA ga S
Yo g |

qEaRT 9



&.
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FHIl TAIH T ATRH M eeedh] THERRT FaRe T il Wiidd T
AR, A-HATHE T TIECHE STIETH] T TRUH! G | TG FHIIA T FEARTT
AT fAi IUIEEST Hiegwae FHIRl YEIHT T ATGE MAiaioaed T e
AN GAAN SAAEAEE RSl TNUHT SR | T Feao Al & HIr T SR
AT NUH! W37, I TH GHR G:

EARGIEDERR K

.

TR qEH (A Ae-siE) Fame U, Rogy

T LA (AR A@-eRE) FHaro aH, R06 5

PR Farer U9, R0ys T a9l Fam, oy’

FLEI U, 1080

REARE HIAA Ferddl U, 300

UREARSE B Ferdl FHaamEe, 3060

FFied AUy HaR U, 1080

FHLT G qA1 AMeT (IFHT =0 T Sha) A, 00

TR e

FEHAT T AAARTGHT HIATAT

BRI IEACIURER K

T a1 FaRw A ww-ag i (e seger)

TR A FaRy AT FEraa g | (SIE T
ERIECIE)

TR AT AR AqE=ar @R

AT Y AT BT BT SHEHT T

T B/ Yed: @Rl Ay Sg3, gyied dury, WA qend, T el
W R gveed wed
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HITN STTEAH] {AgeTr:

T A (W A—UERE) HarRw U, R0&Y Bl BN cHATAH! ATERAT

TR AT HE X BT [F ¥ dease w4Ud gIoes;

ER

TR GBI faeg FEgee yea @Rl (Proceeds of crime) @ |
FYEC I R T Ta qHeT a1 Fod IL9aa Iedl qeaty
EAFART o TR0 AT EEAFAO T AT @IS FE g WUH G
YEHWD] HAT FATIH HIIAC W ! Ao e T |
FAEAE Ut GHR TG g WA A ged, ORdl 9 gvEg e
(Predicate offence) oM@ Wrtd FFI MEAUS | AHFIAAT GFI TEIHTHT
HYL TN § qFag HH! [FEAN e | a8 HE GRIRl Yaidhl
A wFeedt HITT TEEd TR T |

FELIC I TEARIHT THTA T JHTS a1 Gell ATl Geafeishl TR a1
EEAFARUT FHAT THT 3RAAUs | o grafes Jg ¥E@reT YHEAT dHE g
qFG | WEd: ATl AT GEOIRT A BRARL T, Hig GEAEHAT eI
AT | TE JHAS TR TEIHHI HELDT Actus reas g | HEIHT
IL9 (motive) TFTTA GId qHIGT T FHI Ie7 F@rs & |

FLAE U FEIRT € W ATET USET USS AT e T WA e
BAET FEAT THAT AT T TG ST | FAGHT FEIIRT IHIA G
THET T A9 T@e Fada wEdr w1 W gAIE 9 A HEH! A
(mens rea) TcadT FEAFET |

YHAITAT T YEIHHT HUL §ADT AW a¥elg HYL (Predicate offence) &
ERE IR R R G e | 6ok e 2 M i e | B L A e | R Pl 2 el
fererarar g o arifia caftser wifia weafoepT Jer S 9 T weude | A e
TIHAT TR YEHTCHT HA Teg | A1 H GEI YEIHT T J08Y HI TH
% HI HAEAT U URH G | SGHT AD G "FHAT BGT TN TG HGAT
TgT TAAB A TARA U TEH FRU WA FA G FERAE AT G
IGUHIAT WF TEAHA G YRIBT TFAE FGAT JET TATT T GO 7 arEr
77 g7/ " A AT HYLAE Wed GEA (Proceeds of crime) T feramrar afeeg s
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T EHTD] FE TMUT 75 | HIAE T GFIRMAT ToTE a1 ATCTETCTHA
A WH A e T Ahet G Al S8+ qaag | I YaIHrb!
FIL AHT AR FEAAHT TRBTT AT HET T 4 FEIH a0 T
Jh B AT GHAT A DT S | A YEIBTIH] Gl el i

@Dl TGAT Yol Afcheedh! ATA qeash! [Agamar =i 75 |

AEQ: AT ARATT AfUE g T R SEETE AT AR | HEE g A
ARET HHAE T G T g7 TG | THA AT TENEH] HEIHT AEYIF A
Feata Al SRUEeH WA T AT T Tares, RS A R T T
E FHEAE AW ol TR BET WHT <] Teag | HELAC AMSid qereien]
T, &TR0T, TN, THTS T TR T Hee AT HUHA Tag a¥ aedl qearishl
O AToRfE § R e BT Al AEedrRl e didme o e
g | MUl WeHAT el FET AT qE (EH0T TRl HiHA SEedT
@ G-

q. TR IRE G RS AT God A1 HAHAT G cARbeATE BT
FRAEEE TG GedNT T LI FHULAE Yo TRy &1 v ITel qr3ar
eSS a1 Foreame T A R §ATEE AR e wE B U ghe
BT 4T gEAT-aol T |

R, FELE Wed GEORT B W T qEET Mee oA e e A qrew
EaEY e wEEn W U, 9ia, T, R, FRER wfier a1 9 v
ITH! ATBHR RS, Gool A F8ed

3. T WG WER e ST A A e e wie arew e o
T WIS I, TN I a7 gRor 1 |

TEAT YHAHT AT FAGHAIAE AT AATAA I6 Ga qAEaR O GEd
AR R @ g7 A6 | T80 881 HAHH! AGT-AAT T HHIHRT qT
TRNCHE FEEE TR THAHT gg| FATd Jaeaml 4 qgars e
MRUH! g7 qeHTAT CIAT TEd BAga WA ATRISE gqel ARIEs J serEr
e 211wl frer ATl IEd el W grep WHUSE] REEENT TUEr aue B
TS A TALY | Geld: T8 AT defa== T el Feaa-iaarar e Jar
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T, AE URERiar gffe, BRiE aftaRar SFAE, aifd® FAHAIEe  ATHTE]
AT @ T IS IAT g e e MRy | A W Asie A wmw
IAR T ATSH, AR WIeT I, AAHFT A TUTell 37 SIECH! FRHAT O
SIRIA GHT g | IEHT Afdah SHFAR MG Aged R e+, AE axHh!
TATE TOGHT T T DI AR BTl g, ATqZATE, JEER, T, HIG,
FHTACSASEA AT AINT AG, A TGAH AP G¥Al GAH faanadr T
AEHISH oI, UAY IEHdd T hield el THNIcHE URUTE YaT T Gefhanl
7o e § TR @ sy |

ARTSTTeAeT TRy T FI Sidare Afa a1 9veg HYRAIC Alfoid qear & e
THIUE T gaqUas | GFI (EIBRT HEAT HEEE Wt gRIid! Afeded
YT g I HLHT ATIRAT Tqed Bl | el HULT GFIAfiepl FET T Fierieh!
YHAT IRATIT FHACTT GHA ATeT FFetad | ARUHT G A AT I aH
SACAUC B e B i NI P 2 e e B K[ B s s et M
YEIHH] ARG A 81| AN qed U TUq OB g e | qRIRT T (W
ARUERF) FAR A, R0&Y ®HI TWH 3 HI IIEH! () @ (F), @) T (1)
FAR(AHT FUL TN g FATIH THH HYIAAC W TR 2l A I T AR
TEH T T |

AT TRt 39 Giq I T TR 9vag A Sel & A1 TEA Beh qee |
TR AT (A ARQUERE) AR UF, R0& Y &1 T R Bl B AT
ATIRAT A g HET FAUH! a1 F9AUH] qA7 e WY a1 THUD] Fqedl qHa
ANANT TTEHT X TEL T Ak WAl g d WAl ST ST % ATER T
FIT TAH TFIg FYCAT GgT T o TABHT G TEEHT BRI A F
TR FHELAE Yo G SRIUHIAT Fiehl TF-gdl T¥I] AT el HAT
HET FlTSH T A T el O g Ao SaaedT g |

qru B HARuET B ATRAT U Sied [ @hel A HEArs T5uwl
BT HERATAD [MI-AT T LT TG §og | FocId BTl cHaedrels (AR
2al A AUUHT FYERS IR UST T Gl JUHEEHAT S T (SR
T WEHl TSy | el [ Jfeddd USdl THT RQ Bl FIedT| TEl T
UROfHT R A Ifedtad THT R BN BIAA STAEAT ARUHI qevg | R
TEHWD] FEAT g HRH] [FEIAFAN G017 AT o 9 i soaaan!
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T GG FEH! AMEAH U HIL I FH W GaRg A BA EE BEA
SAEIHT I UAHT TR I8 "TERIG BT THISH TG HOIAT HET Toaehl
TARIAT U HEEHT RO HA F GHO HYLEC Wed qeafy 3w Hmar arer
e TR ST TEdl LT YT TS T o T A6l O e e
SR | TE TRH F |

A S TET R BN YT ATARAT TFIRT [EIHTH! HYLATS (T SAISH &1
Tiebwag:

ST T ATER AT U €ad-A a2 (Standalone offence) 2T |

. BN FHIAA FAE AT GFg B I TWC AU A HEIHT TAA T
T TR FYL A

3. UEAg HOLHN YET A Aol A G EIEE qET s s g |

N

Y. AET TR TR IR CBNETH AT (Proceeds of crime) 81 S I
T |

Y. b FEAE WA TR FT GHET HA A AEH Ed@: EET g
THd <RI |

TATAD] FEHAT TE AUD] AAETATS (@R & A ASUENF ALl FHISTHT
faferer JeTReT T RIcH® YT 915 | A eTSveiEel geh! IHI GeRers dieare-
TEE, TG & GHNHT AT AqAEAT dgq TFg; | T9 qrlas AEea 9+
TESY | 9 AHGeed AMdH Joelar Feard g, 9@ queH . dfEaea™ T
ARIRAT dgd TFg | TqA AMdF Charwarieedr U6 I qFg | A AIqTH!
FHIAA T ASAIdd TAE 9 Evg | A ASTERT PR T BT MEHaeed! g
o g T YENER T AUVl Gadd T g | A9HT HRUEE AN
AYPR T Gl @A FEAGT gdEg | uH drgveigdd T AT
TdfafiEEd TRNFHEEH ATHR T LA Ga FFaeg | T8 AqIGHT T
M T qFg | AFHT AANH A G T WD HABEH T qrag | A
ARPTERF AHISE AIA T Hede®dls HHAR FAS qFg, el Srashlel € qHl
AT THRIAF IREqT <arsd 9Fg | caael, A AISeRy Had aAids aHe
A B2 QihT A QI T A AT AT 9 gell |adr & |

i5 RN



FHIR EIbLTD] ATTEAT HEEH! qeaels a9 {oearar saear i, aqer &
TeeEHl &4 Y Aeedh

1)

R)

¥)

4)

)

Ie¥T T T

ety EFOH YT Ay dAd Giqale W RUHT gFers FI ®9
o1 1> R 0 [ M o e A £ £ M [ o M 3 2 i i e e
Tady | A wafther WA Hdg gFers "R U QM em WY Al sl
AT TR 9y SiHeg |

ST T R
o [N o c o < !
JHHI cYlh ol HHY[d *!\l [CAUERIGEA alii| Yholdldg wYHT A=Y 61‘4"1|d%2| NN E

T faciy SFaEedar o TIEEAO, il gEdES qg 9, a7 a7

SORhEERT TEHE | qF WA AGH WAEE G CE geg | A 9ERAw
Ty o A1 U JEMET T 999 BRasaias qd TRUHT 8 |
AT HHET

AN T&Tel ATAERT FHIUG THHT AN TH0 Fhea THuasg | I6H gei
ARhe®HT a9, 3% Gl [9E<0, T a0 AT XHee® qHra RIRECIRRIE
epleld JHNTENE SAfchapl AAGEEs 9® g W, AT HITA HRATEH! AR
Heca Ul g |

HITH A
BT ATHR, AAAED] ATERAT [AH= TH T T o [Heiied g | i

SAfhHT TG F4Y T ASHEG g W el HeT T G IO g
g | TG &1 A7 ARhgedls U A90d T YRd 7T Taeg |

e T ST

forfiar GeaeEel AAEEET ATIRAT AW GeAarsd Mgl A FA @ o
AR FBTEIE Ay W GEAl IGAT AT @IS T ATE9qH &l
RAIE U grg | et Tl @B JAEls ASAT HET 9 |

e T e g
EuTe EIBThT WA GHSTAT Hicebal T e i &9 T a9 |
W cAfhe® SR A9y TAEREEdr G g, T8 GRS fEvarEent

TEfy 93



FH T YEERAE WcHEd T gag | A9 gRd JalBm wAEE dcd
HETAIU e T AW BIgAl T, HAISD Ao, T ol ATHTHT e F
T |

A TR AT B TSl W AGA0F FE A TE ASHEG IHAT T
2| TR R A TN GEHT WA G qEET a1 ged $evd,
FEfeiehT BT, B0l o1 TR0l Sl wrhgte! SFel (Series of acts)
A ey | ad T8 AICIA GEAE g g cARhate 9avdd B 9w
"FELAE W FHIT B A A g AEAYAH gl AcaEd cawdl ARt
AT FIA IS a1 Gorl a1 HYERATS BT AT TS AR
FEfeieh] BUTALT, BTl STeal b bl 9 |

C. TYE BT
AT AHHT FECAAE HUHT haal T FHI G ARTeAqene Foed g
FHAHT ATIRAT HUHT (e Hel I Tad dd Tedd TRUD! F:-

T T HHH FEIAdD] GEEHI:
9. IR Fad ARG

(1) Regalado Cuellar v. United States (2008) %I WEMT TFIRl SIfEah<oTa!
FGTAT A0 TET BT AN AT HHAT YA THUH] He HA AT
£ dfcd THUSHT W, T, HIq, TAHcT a1 ool TUFGT T a1 Gl
JLIAT THH AE AT TRGHT A IR gAIS | A T A
TR A SRaq O 9 HIAH AA Bled WAl saredn HuH g |t

(R) AANH FEIdEed T8 REdars AT AT HEaEeHr WE T
g5 | SITeIhT oMl United States v. Stewart (R09©) AT 3&Telde
TR EIHHT ¥ ATIIAEE @D TS5

o WA FAaediy SR el fBRiE SRER WE g,
«  HYWET Wtd FHb! @i BRIER g,
.+ CEETATS HYIEST Yo TR BT e BRI,

1 Regalado Cuellar v. United States, 553 U. S. (2008)
2 United States v. Stewart, 854 F.3d 47&2, 476 (8th Cir. 2017)
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FHoollehl  TUFANT T Fe¥ddl Ydareld  Big HRER T
TR |
R, WA GaEY A_Eqee:

(1) Vijay Madanlal v. Union of India %7 HETHT T SATEATHT GFag HUT SaL
TR U FF (EHH HYL YR FABT AN ARG Bl TD
TR FELEC WO T 8 0= e Ta g gu, dehierd
TANTEE {EIHH] THAH FHA WUHT U SE@ICAT WA Tqd-A HYL
(standalone) T EIHT HRATE! T Heg T SOl qUHT g |° a1 <
BT U ST RQ I HHAEET Ul @ g |

(R) TG FEE AT qER PEFTT T GHAT T G LB
HYL B | TFIg B! A TMUT T TGHAT a1 A Bl ABATSTAD!
AAETHT FFIRT [ATHTH] I T FHAR g7 [ag | Tq FFa-gHl
WA gar=e AGrqae P. Chidambaram v. Directorate of Enforcement

(R09%) HI HEMT Yiadied g Ieer@rid sfg=g- “Scheduled offence

is since quo non for the offence of money-laundering which would generate
the money that is being laundered.™

LA k| CE I (i B S RE AR C A

Q. WETHAR W . A G A1

(1) @R a1 AR U, R08Y B THT IG Bl BT ATEATHATAR
AEIT Whl AeaMIfas Trafdsl AT Ih aFafd e ST e
WY | FAA YAAREEH AIAC AAAT AUH! THH WA B WA A
Aol e Wl TRl B G Gerh! e Ter qEar € qe g
WUHT A W FaedT 4| A TR A gAHT AR Ao 4 e
T BT A TAEETHAT GATST qaq |

(k) FHRT EIF (Money Laundering) FaRT UF, R0&Y & IH1 5 A
WUHT HIAI HTEATAR TCHT HUHI A3d ®9AT Grara STEsBeor

3 Vijay Madanlal v. Union of India (July 2022)
4P. Chidambaram vs Directorate Of Enforcement on 5 September, 2019.
L9HIT R063 M. qsog
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()

YT G AER AR SagE AT dF FHA AR a1 didee g
THN § A TEl TEHS FHVEE | HA A T |

"FHIRT AT (ARAGTSRE) Marw UF, 208y ® I5¥d ARG
FRAE I GFIRT YR T HRAE HaRT T Wbl W ThHT
TEEAH et § | A9, YRR, AGHATE qul AqFST gel A
THTTA wEae wfoiq gvafq 9 Taeqdr O IR IREBA B
TN §T T TEIHT T THeE ACKET gal T EH TBTT Hrdare
st grafd s wEHT YA e, uaias wr Alear JW
Harurcn® saaedr (Preventive Measures) 1 YAISIIE &FIfd {10
UF AU BT| GO (AT AThAT WEIg HEX (Predicate Offence)
T Afig WA HEHT WE-9<ET (By-Product) T EIH ¥ AU
(Secondary Offence) Bl AW HEAE AHE (G5 AFAE AT
TS qDr3 YEIbT TRTHI FEL I8 UF F=aiid qeg | AT T30
qgAEE focfar #awd (Multi-Dimensional Financial Crime) 9 2T
A AU bl Gl YT AYqT AU IA Hel ATqE AT =
TG T IEHN AU T qE B A Rrew ol e i |

AR ST UTHN TR RGO BT TG AT AfAF Fwrh A
IGHT U ATAHIES SRIUAT T I AT WDl Al <@IgT 9%
FHIRY SETHTEHT AT B SHAed WA B | AEAIEH dr argar
W TEHI W WS R A G A ST MR e
TRIUHT G | gidamelel Fid S@rsT b 9 9l GFId TE BT AT
TEHT B AN W g | TR AFET qhel g aaHe gl o
T M AT F |

F 9T U AN WU W U AU uTel TSTIAHT YT gl
e Ul eEees. @ T T gar @R U @Rl WOuEsT
AUHT UFAT AIET UAaAISH 0 gog | faeelt ffwe (Fafma ) o,
3098 B THT ¥ ATER O THRA Aid J0%9/3/93 ¥ 0w T
TRAT AR ATFT SITAT T TghT HEdl Usb UEle Abl ST
SATST T WM UG T W WUBT GEA S AN W WU
THAAS g RURT BT | WE OGS W CATdel a1 e hH

9%

Eepae i



AEHA ATHAT WD IHHAB! Ad GAST 09 T Ge [UH 9
TRITHT T 0T AW FH €T O U6 Seoid WUOH ged
A o B & @HEHT 9id QARG adsT 70 gaedl gl
BT SHAEATTHISTH g |

(1) SEHT (Money Laundering) FaRw UH, R0&Y &1 TR 5 FHINH
Wﬂ@wuoﬁ@ﬁgwwmﬁammﬁgﬁﬁw
VTR ol SThaTe aHE WU THAHT WId GAST bl 3ga |
AEHAC TAAT ATHT @A ARAE ARG BE FAR Wedl e
S W WU 9 F#™ FAR Aeds A AiEidl w96
ASTAGHT FURIT TS A THUHT Jual G TRE AT Nihears g
TS bl 2M@UA | g¥ard YEIH (Money Laundering) R T,
R08Y H TH G B BN AICAATAR. AR HUH! IHAH! AId
GG FAhH! T G THA Abbl & e Nihaed U a1 wergers
T R T TEHPT GaT AT WS AT HUHT THA b bl ol
it ST foress smaen feier whTe aeT W= TR |

R. U SR g aitar il T e geai g (v arsreie) e U,
R08Y B THT 30(X) W “UH UAAIAH! HHL 1 AN I, T Wgd 9 a
I | S I AAEAATAR FFI T THHT HHTHAT TAETETHAT T TG0
TIEA FYL T IAN I, AL T a1 FEdl HEE T GEcdled s qeat
YEHWD] B T Hed HYERATS g1 qolbh! AT G g ardeeg | faarat
[T RIEreBT T Sty o= Sise T ~IWe AISaTa qm S @bl T sfel ST afed
e Tt weg wusT W gegadt JHIE arE SR et AT Wl et
HATHFAT AT AHAL RIS ATHAT ASTHHT AIAGR A, ATHI, 3T, ASH] H]'H'HT‘@J'—T
THH TS TEdE BF STl IRRUHT 2wg | S qEarl el ATE gadare
TSI T TERATHT AT AT T ARBTeT U FHisTer A7 weafey ATdvet AToi T
o Tl o weppTad T | AuER A TRETE et afkarer s afq
e TEer FFaRy TR FHL AT T AT BT GRI JTed BT a0

6 pTT Qw3 37k 2 A T vy




[Tt et Paft ATFT AT AHET T qede gediaiol T gidel Tl YL
AT BT TEANMRT YR IR 2ie |

70 Ay S huceear diean WUHET AFIAEE SRR TEETET HEL
TERA T qeaeT AETD Grag WAl (Y T Hioheg -

1.

qrag HUX (Predicate Offence) : REmaa: Tvafd SEHTEHT HT ATHH
WA FYL e A HAGHI G Icded (By-Product) HI HEL Bl CUHAT
e | wold B GRS (AT WUBT WehT e el aei Atk
FA I FEGT FEAE W TR gAIEE | T, T HACAE GG FAL
T 9 S FFI IR B FUg T AN T AHUBT HELET
e TR g1 9 g | R eI AR U, R0EY N TET X BT WIS
(F) T TG FHC (AP THa) T ATTA Ilearad HAX TFeIIIeH
Wi Jeor@ TREHT Gl UHAA ATGA WU A9 g At 33 were
HYEE el T ey | A, e gwrer Jare qehiel TeIEr g
YHEH T AbH] HI TAT Ieddd HOEedrs @l Had Ha ADI
5 A IEl UL GHAATS GFag HALH] TIAT TQHT T |

FHYEE T I (Proceeds of crime) 1 faeMar @ Tl TEIHHT FE
iR graftad Fax WU g FRfia Fe T g7 7 s ga ) e
FHHLAE FHR W AUHT FIOe8 | AT USST UGhAr W Bl | ATeqadn wid
YEHITH THAATS I ATTIIHT TN I Blel ed HUHT BRI 795
Ty FEEe diNd g B FaEET BEE TR WA e w65
T T AR YA CHIqUSTA HAE Wed @E &I qar
Adwarsl Prardaa o a T FwEan FERe T e S
EEAT T AN GETT TIHT Jeol@ MNUH! SREg | T UHAHT BRI
e Rear aeer Tr AR 3T SIS A g | a9 e
A T T ASTAAE | ABRcAS 9 AT | qqed cgwar g |
e AT ST Jedl@ WU Aed SRl TREEE A (i)
AHTIT AT Godl GRIIDH! Tl Tehid, i, T, [, w@iiied a1 & a i o
ATFR THISH, Gl AT F8ed HA, FYL T GFIR I0q I, TANT T4 a7 GROT
T UEA H TAH HED T AE BT 9T gIA |

9z

RN



AAT: GHI EHTT (AH AGeRES) A9 Fae0 THaT aml @ wavee

IS |ibweg, T B, GEANE, T WD ITABEH! FHAT FAg | TGHT A

T el THE IJTIEE Teqd G

q.  HIA G YgE T

(o]

TR YEIHT AR Tl TEd HRi-ad: T8 UAHl 361 & Hl
ATITHT, ATATHIE S G WUHT AR Hd THIUIT T THHHT, TTATS
YEHTH AR A7 | UAArg THEHH A AR T B 1H0H!

o (o o
AR ATAly T Glb e |

TSI TR FeTs: THIRT G 1H ] ARTHEETs HST Gl (3T T EH!
AT T BT TALTEE AT T AT F |

R i AR < urefefa:

(o]

forcirr SreamEet FRRE: S ¥ B weaeed w9 drgveRe Jhamwa
M @ AR T Know Your Customer™ (KYC) YRRIT ST THdA
TG TEH AN iy dedeEdE wendl Y Fowd ke gy
o e AEHH! e T AAD! MR T4 a% |

AE TEaeEdl CAbe: o9 HeAH! i greeaad T durf=a
AAEEH Hrald HaTHD MBHREERT AR e el g |

3 ERREE

o

I T ToSH! GIEHWT. THIRT YEFHT Frasarda! qie=m T
AT T Gl FAlerebl FIN Feeaqul g | /i Ag-e RSl dfaiaaed!
TrgeToIoT T 4= I forei Ao eeR T gfafae®an! TR I HEvds 3 |

TREYT STET AR T AT FEATEE =T ST WA F6AT e T
RGN TS T |

¥, e < e

(0]

TR YEIHTT T THT TOURUIHBT ST ST AN GEhT Fepree
A AGSNGH] TOURUMH T TFH] BILA TRUTHEEH] AT STl

TEfy %



HATSUE | TGET =T AN T TGS T8 AYqHT SIAT ATHY
I Bl AT AYNY T ek AAF R [T B |

Y. IR wEe:
o  FAAURT HIAN WEHH: H AGTSNG T WA IR AT 2, ST TaT
AT T Gehd AEATF G| A SUeeH 99 9w R,
YA T GIAAT A L AT A9y Foear 1 qfhg |

o FTRT Frfw deaEEH weNin AR TRET GEdwE, W
WIEAREA THH ok B (FATF), & ARGIE T G@Hhoar o+
S SRR FI=AT T Gieh~ |

% R IR REA TR
o Wl SRAT T WA Y5 T
o BB T FHI Fired T {[Gelg sRWE T T BIEi A& didd
T
o  ITEEAUT HAFAUY T Bl UHAT AGAvET T

R. e

FAATHT, FFIRT @B HEAT: AR T qFlod AUqLH! faciia AER a7l g,
S AT ATTIATS AR T T WS Ged N G g g1 i, a9
AUGAS (AT THT AN HIEA STIEAEeH! IR, dcrdl GEIEd Jad T
AT FEdN T GH-ATH] ATELAHAT AH =G HeedqUl a-edhl g | Aed: T
YEFOT A EAA W A AR B Geeesl ernEe oee
TEAFR HRAAATHT ITAEEH] Tod IR AE0F g | TLeeH! qHed Jarae
A AT AEH! FIATHT TR Wod T A(beg | TGHT AT A9l A
BT AFIABEA A TR PRANT ATa-a T AN Goreniab! fasbrE T
el gl

R0 Eepae i



FHIRT YEHTT R Jorrett St=aiid feem &igH, Fame
forFREr T SgEae g AT
Gelaqer WA«
*TTTT TETAAMGTHT
HETAAATHIET FTT AT
1. TR BT AR FFeeet B q&

afds qur el sy femeard wifddr 'ww ¥@r G AREaE yaR
B | AT HRAE A Il G sqadiie A TR T a1 A T
TEIHT T AT T ATARHI B AT HELAT HIAAT @Ad O a1 TR T
FE TEHT WA W favaeard G ¥ WHERST G aueer @ e
AR EAAT TAEET AUHT F| Financial Action Task Force < d¥df &1,
AAHHI FEA faia T qaar q e sasfiar FAio T frearar B
T e TIRH FRarhe MaRe T SERvael deadied weve a1
URATS TRET T |7 AT AYRUSHT ATERAT ATl Tq FEe-ell HITAl qoleed T Al
WA B T AT T A= o |

AT FIT HAE AT GFAIas TEIHT T qdT ATHH HRAT o
T T TS AR T ILeael Tl JEHT (F AQveiy) Farer et
U o T Wi Rosy/q0/9y IR FETEETH wAUAT w1 A At g
YEFT T AAHHE HEA o T T B AT B B
TqEr uRita TReET RO | waeeea B weid qued, YRR, AdwaE qe
T Gl A THIA FrefaTe Aioia Teafy O e T S erm g
T YEFT T AHEE TA @ §aT I T B A e At
FHTHAT JANT oG Al AR SAaedih! TS T qFifd EH0T Hamo

¢ GRS (IR T ATAHHI HIEAT G T e Fredl Aiea SR 059 | 05R -
0Ty |0TETE §
5 W EIET (AW Qe AR A, R0y, HIT fhara saawdr |t
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U HAFIITAT CARUH A= ST Fared AeAqel 9Hd Uk WEHT Wh! g |0 a9
FHIIA GFI (AT 7 ATAFH HEA @id T avaed] HEas Hab!
AT AR TS FEdT BTN TAT AIAR] A T (9701 | HALHT AT
AN FFfd QTE10T Aqg=ar &9 (Department of Money Laundering Investigation)
F1 TOA T W geE ger T A See, Feamed Fem T &
! e TEas! HI Tovd 90 S BTl Wbl 1937 | 99 BT
AEAAHA  URHATS T HHAT qfedl @elEgS R0&5/3/9% AT T IET GeEd
300/9R/9R AT TIRUH! AT IFE 9l UF Helgs 9 UAaE HiAee i
R0LR/99/93 T WA 004/99/9% A T URENSH TRAT| LAY i
TEHT T ATEF FE T AW foamw gloar FEve e e qeeedy
AT B HIUETE ATbel TAUDT T THH] BT &0 THEHR o THbb!
TI AT AURUSH qAHT IR UG HHAAR el qeash e faxia
FRAE FUEA (FATF) F1 RGN GHAAE sar @ 79 qea=dl B qar
I ATEIHAT ol FEr | © Al aeT 99 gueere arafl aiwr Fawer aur
SAEARNE GIET GEFE v A9 BEA Geied 9 U, Rozo uia W fafd
050/93/30 IRI HEATAATET AH G| HMIT HIAAT GRAT €A FHIRI
YT AATH FIAT BT TR T ATHEAEST et Fafr qor e
ol T Tveredl HEHT ATEET qAT AN, TS, HETHT gaars 9 A&rad T
A AREAD] ATHR & GEgHl Heeaql URAGH TRbl G| AMETIE  HELD
AL TR AT ATEAE Rt qA T T Wl qehierere
A Tl g wEEs Wel R v WEr B dfUer sm R sETed
FICHACIATS A @A Tt Gellerel aqaea b, afides Hem qor gee
AT B FETeId T FARE RAT GHAH A GRAe Tl g |6 WE G
Y SAed], GEd G A, Feees Fe T Memer S T
ATFR TATH! Fo7d GHT WD G | FFIRT AT T ATEHI HREAT i

¢ FFER003 HF 99 [ eoc, Il TemE AHEEHR WIq freg Sua WER qEn wE
'\3

1° faferr BRETE BT (Fatr) T RETREST F41 7 30 T 39

R Tt




T Fearer gveram e T Mo 9] o e St sgaedr T
AT i THa 99 TRuST F |

. TR YOI T TG HETH! qFae

et Y% (Money Laundering) TR T oot rdare afela e
(Dirty Money) € ¥[g oIS+ 9T | TRl TRFTHT HId qoie a1 geod
F Fia TGS BNg | HELTT B Wod GRS 99 Gidere Wed HUbl
TERET UNAGT T AT qHST UHAD] T GHIRT EHrS g | THA
AT HE T GBS FFIRT T T T A GRIRies Jaie0 T H
Mg |

qEute YA HER0T B LA Wt G 81 We e qrdel ured A
v A WS e gar €4 caedr i e v, 9, T, e,
HRAEAHA a1 A GHIfd IIRDH! AABR JHT3, Fool AT dqed, Iedl GFdfel Jred
T, JANT T AT GO T, iRl IR WId qraT a1 ged a1 HOHl der
ARFATE HTAI HRATEEE T3 a1 eIl HALAE Ued q¥ard &l
ITET TEAT WY A1 Frearr W AR AR 9 §F oRdr R F by
T A7 FEAa T T FHALAE Wod Gt &1 9ol S ar e T
R SO §AET AEdT SRR WO I, WART T 47 OO T wEare g
B GFedl HIHT TIATARAIT D! |

THIR YAFOHT FO g GHE FEW g Aad g9 | TTEF FOLTd FHAE
I U F Al Ga e | Gg e Ui i WA wei ETh HatEh!
A FHEYT TRUH] T | U BT HELEC Wod FHI Amaild a¥elg Bl
(Predicate Offence) ST Wedel a1 A&l TUHN UIed Tl AT BT TEHI TIGH
YT GHI T IEdl GHIETe S FIUal o+ qeiy a1 Affeds o a1 %+ 9
AR AH a1 I CIHT GEAa a1 TR0 HUHT GFIT o A 96 Wl
Jool@ TRUHT | qrId TEHTT AHAT Grg FHAL 8IS AT AT YT Te-

" Frf IEFT FEART UF R08Y BT I 3
27 g W)
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IAEAD] €I 96 AWE B IAA FUL AAT TG HAAE AN qFaiars,
THET YAIHT T TRAAE [y AIEDh] TIH TAqATS aredl TNTH 5 | -
qrag HYL Al HHE SEfEE qO AERIER, S A S A I
YHHT T GO0, AN AT AT AHIGUE GETRl BT ARAER, BRI
GEESIHT TREMHA ARRIER, T8 TRCE a1 a7F qegh] TREMA HRRIER,
YEER a1 H8 A AT 9 AT Ieclidd HE Tagd |1 JET HEAE A
HHATS O oFeT o FRERAT TR T T 9Iod ThH a1 Ars Placement,
Layering  Integration T HTea® a1 YRHATETE TAHIT T T FS JAW T ot
ATEGE T AN Feprael Qe A7ER FEEHT ATEAH T g7 | T g BT
Aeaifd AU AUCIREAIE Al GrArd qear) IBCHT AN Ta | TqATS A
HYLH! TIAT WA AJEAHD] @0 FGIAT &7 | FFd YEIHT FOTA . qeld
AT FepfereRT SR T WEARY o1 BT ART AR ATRRATE GG HYL A
TEFa T Preaeard s @ g | gARET g S T gat Anti -Money
Laundering Directives (6AMLD) HT ATdgdls, <L ATY AMRIGR A 3 AT
FALATS T¥ag HYL WHUHT G| IRAH] gared Farelad P. Chidambaram faeg
Directorate of Enforcement &1 HgM™T Predicate offence listed as schedule offence is
asine qua non for the offence of money laundering WS qEI W HYILRT
AN T HYL GIIT ARAAA HAD! G | THAHR] B G TS ATIRITATS
THHR DT T |

3. SAEHR HRAT ORI S aFE S (Terrorist Financing)

qrufey YTEIBLT FEAA B cARhel ATAFHIY BRAT a1 AFHI a1 ATTFHID
T a1 faeeft SagH ASTHA I AT AfF TAR FANT T AT T G HA AT
TSN TS T T Tegads B U AIETHalS eAe a1 AYcaE] Boar
TE Bk A1 AFEAers I A1 BT IqTed TS A1 ggad T, TEdl HYTH!

B e fowaf 3

1 U UFRT ATE QW OEHEe T q IR 3R EHT FEY g BT ANUET |

15 RUIT AT 1095 AT I T 030 TEFR 3 IRg AR FewRr % 92T FEs Predicate
oﬁenceﬁﬁﬁ?gl

16 (2019) 9 SCC 24
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TSI, TecHlEd, HEd oWIaH! Gednfl & TRAT AagHhid HAr o o
T HEL TDT AT STed ol G|

Y., AT GFERdl Saaedn

TR (EH TIT ATEH HUAT &Add O el BT Aqa-a adr
AR Tl wHawT B g YEET AqEeaE FERTe |/ T dsEn At
HTTA AT TG HULH] AT T [T a1 ATHATS Gl 31|
FLH! AN T A Ja T 5| IAELHT N Jedlells AT o1
TN AT GEeel BT ATEAN T SFHT TWebl 5 A a=aeieq aveel Hagh!
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TIYAS & AMUHT § | AT TORAT FAFET IOHT GAET WO GHISTHT
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HALROT T JOedl &1 |
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qF ARy | B HH D FIVERT I U ATHA BEAIT g1 AT JOTdlD!
qeA TEYA AUES BIAAE AT GrAriebl BT Gid TS o1 gord Adid
FELA T Fhid T TARTH UG T TS A9 T FEiin A g4 e
T Fenf W TR @ arters Bl T e S e g O
FHERST TN g AT T ARIGH  Tcas! [HaRo T Whrel AT TRl a4
AAHH! AN qHHT  AHAD] FAEHIAT T IRERIAT U O T@=gdl T
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TWEA T §H T AT ATMIEEH] YA FoF T AEGHIH 75 | Aaas
FD] A T YA o, AGHT THE [afee TIHT O, AORTEDT SRS G T
AT T AA GST T AT ATEHT A £ F AT A1 g AT
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AEYTH § | TGHT AN qEaT T Gehidahl Taf Aawee afuusr g+ | g
YRIHT AR qFrgdl B HHeed! 90 TUAT g UREURE  HeATgAe
RS R duUg MaruE @Rl aHET B Uaed Ud WIRISEe !
AIAMATHTAIT T FAEHBIART A 9 SHER oA UH] doed) g | a9y
N AETE G e ARAS qa Vg aael Heasl qaT, Afby, Brela T
AT TMAAHT &7 qegaed] B Teg, i Tamgasl ais TR, TsaH
MG FAAAE HHAR TS, GIEADH] AT FAARX TGS, [FHE T THEGH

RISRCATEEIRICE N

T G T AT ATTIFT FeACCdE 4 TSl WA TAHH! FITHEA T
YAl SRS ¥ TR ST SO T W, A9l ol Eedeardt wead,
AEHT, GHET ¥ UHAT AEIF Teg | A9F N -0 B GERIarH HueEe
AT FFIRT AT T T ATTFH BEA i T T Braiedls Harer T
FHITA AT T YA Ta%T [Aaciid HRATE! HATAH! IO q5 TIl o YO
FeT RIS ATARAT B4 AFHT TS AT ARy Guletie! fafead &
VOB ZA1 AT Rl qaE S EE A AT WS qaheel, JAEEl T
qRaefl FeT X i e wEad T uger afard wEiaa e 8w

qleh~e |
3. g¥f: faee T e

TSI A T AT ATAR iy GeMeasb! TR T HHals 9, GHd a3
Hibrg | EEB AeUHT T AR aAgd T BT A faciiar Femeaent
FIAATES TART IREE AE@eTF Uag | W geEe A ¥ 9EEed
Prarrar g s wemiiadr Reasr 99 qasees! THF Wecah! @Rl TIE
WHl G | W T GUEHT aed qoud UF qEd B | a9h! Hedd qeatst e
TANTCT Tah! SEvad oy Ristar w8 fammerr antar o f[fEa g o1 s
TOAT A Worl HEATS [T ATTLDT TAAT TRATIT AT 9 FAHT FFIIpT TTeldt
TANT &, FUHT SAE TGS AAY qATSH qUTSr e ARAT | wEafe e
TN ATHATE el TR FHEAD] I g7 | Sael A HEEes ATda o
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SUAEA ATAHARD] AT T T&T ol gel @9 W @™ T GHEHT Ieea
My BS T Wy | s Agdars T@ild Tag | ARG ST SsiEd HE
Tg | SOUEAHT B ASg | WME AUeR Qe §g | WA wIgadl
JeclHsh] BEHT HEeleg TIAT Y5 a1 |

TR Y AR GUeiil Hed Sevd AUIEa-d HEae @ Ao T
YEHT T T ATEHN FEA O @ T Friers Fare T @@ g oo
forciia uTelshT TGl YaET THHT WY ATqESA HESAE Ued GEI BT T
ATAE TTAHT HITAT TS G5 W@ HE I TAH! Hoa@gal @l g |
ATEHN HEA g D! Fagaelidn g3l el G@EAe A Sqaedr
ATFHIAATE TEANT T AIEHT TG T HYL HEAF g AR Wale AqgHE HEA
BRI 1 A el  Cl o O o o M S 2 | U e R IR | S
feaw T T PRERA G g ToAHT Wl WH qar (e g @
Uil UablahaoT 1 e FaiRor TRt e & | W YRl 9
FEFAIAHE AN BT FREE FEicas Releeed 96q agaeie ud uge
TN TEfp] TTIEE. GFIR TAIH HaRuEH! dwaind ied [0 T qdH
FEH BT T obd WD adg |

TSTAT EHT BT BT T GO, I= Al Hi-qd Hebraes, Feia, i, Far,
AT, BRS SATEE, FMEAl AAqH] &Aee AT YOl HEaad A TH7E
O SEER g | A8 T geead UAel ouded] TR dWead | qur
HTATAT R, TAICHT STARed ATa-a FH-ad G 991 s [ aH1-a4
YAgE T AT YO BAF=a AT DEHER Wl g | J898 ga TsaaT 359
dehl Femeeaf ol d@eew A1 woreler Aeg THHT ged 9evd 4 aEf
EH AR & 9 T w7 i fraeardt STvee Wat g-

o Tl TE=g@ FEW T,

o GFIIH! AWIMGH ITANT T T,

o A faxia FRET (Financial Intelligence) %1 saaam T,
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THRID] B BRARAS HYH! ANHHI FRBOC @I T FHL Y
AU MUca FERor I,

FHHIAT W T HHLAT FANT TRUDT TR AHT T Jead HUSHT ST Tl T,
FAAHI IR THA IO T Aodel hHA THT GFARIB] STANTHT AT
FAT3,

Y

AAFH PrarHeadl foaeiig e g9 AR T Adward! PR [HeaR
AT EYaEaear WuhT G Geiiarete RSt wuwn e st T qen
TIhH ATAET GLET UREH! AQET GFa-g geaqad oed Hreaad T |
TG WY T GHHd ATAH dich G0 a1 TEAH! GRIrd qdT BT AFHT,
HTETH T BTAETIAHT Uiee TGS ol It qar JeRana . SUee
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WA ehice wieA-aaa argad (Targeted Financial Sanction) &1 =T
F UM ATAFHY cAfh, TUE AT SR qobTel H (Heree AT wwaRy qer
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T A AT TS,
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GwAT SMaid 3WHT Faerad T AgaeaE adqr @ T = e
AT TH-T T WEHTIAT ATNT AT, THAB T THEEHT AT T
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BTASTIARDT SR AT TARIATS e T,
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RRIer sHIH & g8t (Preventive Measures (From Rec 9 to 23) T &TAA
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cqaeqr T w1 AeHar qh #al Preventive Measures d=aifd frfr T ferdrr
TMHHT T T3 THRHT GOk JeAeedh! Aaedl WHl § | T Geawd Fir
YEFOT (7 AeveiE) A U, 08y F W FA cwEEdwE Hawones
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vfaeT facfia S ThEar g o g | 79 T A yHE Seearder e

TIH GEAeeH! SEHarAT FF et & gi-

e CUEHIEH GEEY e 91 F FREAR & AR HREAR T WEhHT de=r
T,

o UEH UeHAMH WA %A T 9d SUIEe Adavad I,

o UEHH UeAMH! FHHAT THI IGAE o AHASHETHT ITed Goeedls THd
ATEIHT BIAT fer,

o SITGWH UEAT HedTgA [FeelTul T SHRGHAT AT JOdl HacwaT I,

o RS YIEIHTT qAT ATHATE PHATHATTH A T HaR aFed Araeve

T T,
o AU AP HLET T,
o NG e,

o  TUHITAT HIH T,
o [am® Femer Ruawr ameer qur Fees 9 19 |

Y., GHRT {EISUEH HEEHT AN T A

FEIf B (W AQUERE) (e U Rogy A il R0z0 193 130 A WUAT
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YeddTe g <aaed WH g | T8 fOmEe dfeer 99 9 ool agea e S
T A G | G YEET T AgH HEA i T e Haih!
THIAD! = &1 A WG Tl GRATNT HEL BT | T ARIEH! G A g
T A | A HaRursT Rl ST B @ T AR § ge 1h
AITGAT FTT Tl AITIHR] HER T A GAARE @S T, ToIb! Rl T
FIN PRAGEE Feadb] AN T HIAHT gadr T Wgaased! e T,
AITGAT I~ TATE FART TAHER T SAIRATS @ I, odid Guledtasl T O,
FITN eaRheed! TETN I, TET AREAT Sead ReEr T agaeae <
AESE | Sfeaar o T Fefee WHT T | T9G g i seeers fam
THET AT, AR U RIVER BRAREE THEHE WETH BgT e qeres
PR T i FRAT! FREA [@HE TWH YO a1 BT Aeaiid et

eIl TIdH] SHFEd Wbl g |

Y.  WUTieR hRedieT i

et ST HAR Yol ArhWr uger wifaes e wumer A qomedis
JRAATHT T BRI THBT AN FF @G0T Feedr ea & el 9

®. ﬂ?l’(@'qﬂﬁﬁ:
e guEEee  adi| T ud euthel Rgvarar ¥ S s Bee
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AAET AT AFAH TR BTy AL d T qFaigT Tl
TR TEraeqa T A3 WEAldH] JIAH] T AT HelE-Hiee a¥a= w5 |l
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AEg FOHT T GAH Gedr FEawd FEm ud we Frtead o fem
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HACTESWA WB! SIEH =(¢ gy el SFH G WD @maee T W T
FRAEAE TEfEdT B 95 | A T8 Afew fer a fBfe qoee
Tl W TCAged! UEsT T AAHWDT JUAEe AFqaved T 9 g7 |
ol M o draiide!l T AqE-aHE Hewel A SigA T
QI GeATgEel ATFT AT q9l Jeuled G FaRuih] Wiedw WNiiferd st
AT ATILHAT AREH AAFT T A ATAR A HT JITET ARG T8 |

AT ARIH AeATFTE GHIHAT SRGUHT Aol ATER Il AEH IAHTHT
JUIEE A WY U9 grg | GO Y@ HE qomed S
AT GOl &7 | SgH 9=l Threat T wvulnerability T Product <
qEFg | TR BT ggaT Threat WAl a@d T B9 oF @RI
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ol ST HYAT HAd: AT FEHAE Jod FFIIHT TLHT i
T GrIETRl qFY Fecd T B Fd T TAOAHT GRIishl qreakel T
F Eg | A9 AN i S getel e Weeg | i aes |
FEII! HRARAT Yelid D! e T ANed Ted BNIdesH! Jeard-
RET T SHRIE AT dea 9 T ot FRisT div gemee ubd T
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gt e ud uRear B dedT wuar Threat Wiag® Se= wuar Wi
vulnerability =I7 g WUHT SRGHH! AT U HH §oeg | T oelid Ter=garar
F o e | el goneliRr S v W qwd A yonelar st
AN JOIelt sraereaT T 9 A W g |

i FrRAEr FriTasr ReRer 5 9 F e araia yoret deerey
T GEAFd F AT AAHM GraHAT A BT SAeH Aearg s g9
e TR BrIA PETEAE T MHEEEHD SEHEA T gar 9 SRgHAT
AT JuTedie! [ weea Wabl A1g g4 A9 |

IR EHIAT T TN TEHh:

YO, graf &I T Ao Jedc el FOLHT IIR EhATE] Sqaed]
ol | TG G HA BR A AGIECAT FA A oARh WS g R
TsT Yiied T 9aled ==+ §aT FEAl BT AU TRl AT UG ShlErers
Afecrgd T fed a1 Hifes qreqware Sod o1 G & g T e
e T AT AAHH] AW NS GoERID] AEHaTe qET FOrer
AR BT WIS Abdi-Ad  AGHRBT TEAT GHEAA T UEy | FE
FHYT AR UIA eTFAE T ghadThl Faerdl IIRATH! Red  Aaeaea
T AT AT qudae qodsHT €4 BIUBRATEAT AN HT qedni
&7 TS Hifer® AHR GHEET W e UE 7T A9 |

T4 T g1t

TUTART SATEAT 281 iy Q@i (W) arsveig) Fame U9, R08Y i
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FARA, TEOAEF AR qodh Gl T Prieed Fams Fadee Taa a9
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AANH T [T, aR FHIhad, Ta Aee UHSUe 68T, ¥l A9ER
AT SEHAR g | T TR TR 34 93,9 1L 10 18,96, 95,98,
IR, 33,35, 3%, 30, 3%, 3§.¥0, ¥ TIAHT WUHT HATAEE AT &l HEd
TIAT AT Fapaee SFar sfamg

FHREARH A T TG Jolefiep! JEadt:

A TfcaT Bamaet fagemnr el riead! Feme 7 R0 T % W™
T FEARHT W T YiddaeT Weld g¥aaq Whl ardmg | J9
qIF GEART Hed ©IHI ATHA SqTaddd HREAR T ATST Wedh, Jaal T
FRAEAR T T qea T SAE@dE qeereg [@HE T T GHeIE HRAaRD!
gidaae T, ATh THI HEH AR TaEAAT T4, SGH Hedrgd T
SR g | weid aiaeor Harer gl et qedfiet BRAR geg aEd
T e gud e o Rl T g GEE GEE AT JoIedib
FRATT  HWHT WU Tah  GEIEeHl gy PINELE (Suspicious
transaction/threshold transaction reporting) T eFH foxid W& THE
(Financial Intelligence Unit) ¥ Wl &g | qo%h HEAREAC (oxid SHHR
THISHAT YfdaaT AUHT Eears Al 3Hsd Aedlgd T [&eauu T4 e
T BT BrAaaT T HREERHT ATE FATHHR T GoATDT S|
TIAT UOT ] T FAE Wl G | Ay TS 3hTs qAeAr A" GOl
Cardio Vascular System BT | Higel WA YRAT 994 IR A= WREede
T e T IR [ aieedr wesy g THeEi e b
v gue dedEeeae gE e T e T Aeemuswr ey B
HEAAAT T HBIHT TSI AU T A GUTRAArS Siaed T A
FATS HUHTA AT YA i SR Sapte A &l 9 aiheg |

WWWWWWQWﬁWHFWW
o e geer difud wed g | SRORST FRER B S
AT TE AT TEHN A GH TG T H AARGE AR T AT A AT
FRARAT G T F HGAT GA 7§ a1 TEbl o1 AqHT Haeeshl
FRITUET aaR ¥ Rrie PR v Bl Rremer @t O e e
T [RRTA (Reporting and Intelligence) &1 Wecaqui 4 @ |
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() arEdfad o GarT F4 FAA ARy o1 FEA TargRT Fql FEHAR
SR A | addd gvidhl Idl aredided  greT daead e
URERIAT T IUsEAl AT YOl Wecaqsl qel g | AT feci wranr
FEaH! ER F Ry T Y &1 GFEad F@URO & | adHe e
YEHT (A AQUSRS) (a0 U, R08Y < aredidd g <Ihlg Il
SOfthT Tl THT F I g AT AT FI ARy § Thd T
I AUHR HF AERET HECIE WURT SRRy | Em
FEIGH] ARAAD TAH] TRATNHT 3 FeT Hed ATENET W G

(@) R EEntied) QY gaerd JwaT afg
(1) e s T W qEHar
() Tofrar wma ot g R

ATEdfE® o AR T O WeEar T BN cqaedrars e wat wieE
=AH TH AN AGTTH G qeTel Ford S0 98 9= 21 | 7 fafdremeda
A FAIGA Bl AOAGHT T T&6H] TAN HUDHI W qqae W a3+
SRS a A TR TAGT U grg | A9 ATHRAT AredEd o afee
T HE B BRI T HHEeed] ARl Agedqul g | AH O ATGD!
FTEHT TNUHT BT Y T AU TR ARG | cadiel qedfe ST
(F «rereiE) FRarer U9 R0&Y &1 TR 3 & IUEH! () H @ Gig
()[R A HYEAE T G BT A= SIS a1 @earE T 7 Aiea
ATUR §aT g8 a1 ITET ST TS 9o AAATHT TUHT Feoi@ TUHT TEwgg o
TR Y B IJUWEEH (3) F FYAT oW TWUHT R eURhdl AdDHRD!
TR ] T AAEAT TH! Al YTl TRbT BB ARIER Ab1 el g
& g w1 famg fafeemrersr wecauui 9s WOHT T9 JOTH ATediEd SR
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Tl T Wl AR B YT HEA GO W 9T DT T BRIARE THA
F HYLHT GEETd & a1 ST e Al T arediad o T T 0 g
a3y |

AEAEE Gl FEl ARBl U= g Wb AT AT B AT
FEf! a9 Rl Goelar 98 [ €a=gar | T A1 GOelidl qerdd
29T F 9fe g Wy |

A4l dLrl i-al(’e‘& AUl Heol HHA
(HET 7. 080-CR-0055)
TG AR AP G@Her G [.F. G JIFE G GIT Feadd [RAE T,
AT 3.2, I AT AT TAST T ToAT [3.%. WE A AT G AEAT T AT FEAT
TEWN AGE T F7 UR TGS AR FHOT ANATHEAE TGA T GHB TEAT |
R g ge T 7 a0fT FE R g7 98 ARgmE T @ G/
STFA GG TITT Hoorod P81 HA ATHAE FaI7 RF T G FAAES §F ZH T
TFH 7@l daeg| A STTaaE B ST @ & T AgaT B T ATE
T A A G FH GRT TRB AR GAT AT ITE AAAE G @ R
FAFTE T FeTdl FHFAT AT FEE G T YIT AAR Y A9 W FA TST
R arr @ g g gk oo v RAT 7 @ WEgl IT TG G
GRFAG G fig@l @FHEIE Jid Qe Thd g7 388 | Ra@l §EA %
HTITRTHA AT FEL RFT JI& §7T AGT | Rt SR FTefiane. Tors 737 38¢ /

UREIRP BITAN FerFar T Aied T

TrIR qAFOH FER FARNT TR RN [Avah B T AIEA
AT g, AH] AIFAT ARAS A o g1 T A BREAR Tl b
AIHAT GHA &Y T ey | H qHI YR (7 argreiE) famn
UT RO&Y BT THT ¥ o AREANas (extra-territorial Jurisdiction) I ILepT
g | i wRaE e e 9 30 R yo w1 swEEd deawed

L ool G e AU Hood WHA YT WEA YEIHIOT ET A, 800-CR-0055, hue U8 ¥<, TAAEe
https://supremecourt.gov.np/cp/#listTabIe,Wé;«r fafd: 091981303y
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TEAN T GH-EIET qFaf-ad Teale G AT UICHAT GREIReE HI Geradr
ARHEEH! GLEAD! @0 T\ Wl g | el Agsare g=ar woee qra
T A AN T A HRATEIAE THEER SIS ST Rl
ot afe T Ererdarg T AFET Ted T O et Wi e e s
A 9] qMca MR Td TS HRFaaTH] il FHd A-adLd Ggdin T
AH-aAD] HEATU] T WebTel T Feerdl THEHR] sqoel g Sl § |

TeHITEGT WSTHT 3G BISHIS [ecil HTCTe, TAHET, FISHS] TAT
009 9-wo-0¥ 3%

IRt IREIRF BITA TEAMHT AN TFAT TRB [@A5T e GT AT e
BRI FGCHT T @ 3y | IREIRF FITA TETFA QT 2000 B TH
Y(§) FHRT "HEr gEiE [AVGE g T a7 qWT A TG ER
EA=T FH TRAT §T FGE TYA" TREIRF FITA GETTA AT TG T AR |
SRIIAT®T Crime Act, §9X& @ Criminal Code Act, 98%X HAGHT B#I ATTIITANNT
HRFTH 90 (F9) THGH 37 §T T FGAH THAT IERF FITH TETTAHT AT
HGAT 4 TGB! GaT BT A IRAT §7H T TAT TEIRA FITA FETIA TIAT T
P BT TN AGGT | IREIRE FLA TEFA Q7 2050 B THE X () THAT T,
fAdiT a1 saRE ARAETTNIT TFEAg FRAE GHGTT T FAT i TITE TRIGT
GHT 7 Wy | IR GAT RAABITNITET GUET TTTIAE FIT BT T
TRAB! FTTT THT FTTTIH EFAT AT TP A 1@UHIT Tega TEIRF
FITH TETFA FITT 77 TTHAT g ATTAMEAFT (Double Criminality ) F FaesT REHrT
BT I T 9 AR |

TS TEHT X ecmaer aeta:

TY JOTAd FAID! Fbid GRS TAEHH T Fecaq iyl g 9 A
TEHT G | GEINE T AT o I HATH FEERET HCAT Gl 5
HIET FHISH T T 21 A HecaeTqdl g9 9elel qoda] 9Tl ATl
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TATEHT T AT TSI TR A g Aol A 929 9 I T 9
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YT FHIR [ I Hoel GHT
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THE ATIR A AUBT AT Goeb el A= gl g1 A@dd g |
AT GARAYUT TATT FHA AT T |

SRR A E Al A AT ¢ e A A e AT
gidaeT RURl, FGBT BREORH! GG AFET TREHT AT AR
ATIHTAUTCT ATTHTIRT AT THISH GURT a7 &7 AND STERT WEH a1 9+a
F cARHEE WHHN R e oHawdr Uael Tl g | W B Aoy
TEd G A wEien o Geererd G U ad T, wisEr, genass
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%)

q)

AT AET el F UM UPRHT B qO G AgH T WErE
FRIAEHT Adaed T7 qod Gead] WRHaH o el a9 99 o

B THS Aed AIATH FHA @led g sqaedl Ul Tl g |

o em: TEd e U, e ar Miem A difeusr o qer Aeve
AT TGN GUITediepl fEAsbrd T O, GeIWd X ! sar Hard
AT AETE TE W O T A9 SO e SR 6 BuE e 0
ST Ul TNl | THHTANT T ool diub HAHH, IoF WIHEdT T
FEEITH eAET g OHG HEedS wEvad g o | W HEA qd

TEEHTIRT IJTYTHIAH! AT §] T cgaedl YT RS g |

AA® a0 qur Hediea: T9@ G8ael AaRE H1 &l BT qdr =i
s =AfSH g e gRiEd T 9Ny | AERTen BrEadT A g
HTH! AW TE T T ATAA 1 Hed13 g A€l T g | FirTa
SRETHT AR T T @ T HHAR AT GRNERATS BRATE W Aaed g
TG | bgHl Wbl HEATAIT AN GHT THT FHIAT FAAT T FaEdq
T BNG | A P @ qur S e WiddaaThl 6 AW
AT T T FEEdT ] T BRSO 9 aNe ©aH Hedtgd T
qEEE T I |

IRurer 9R& (AML Compliance Audit): a0 oY delgd WUHT UAel Ta%
el FMMer TIHT T JOMAHT AT g INATT aREm (AML Compliance
Audit) TRIST T AR WEH F | AR UNEAF AT THE SR
Aqula [RUHT <afth g9 g | T9 cUAEA UHh G el 90g § AT
FATEAH] THFN e IR T AGEL I3, FAATary Feprel guiaeavb!
ATIRAT  ATEAT B TS T T YOI ATIR. T el HarvcH®
FAAA ABIAh AAH TH JUTAEE AUHAH BIgal ford T AU ol

Ex

A TAAE HUge: TaF EAT IAHl AT FHledd AT @Il dled
FRIER T g4, el I3 o1 T S5l R T & B 9 G596 a1 979
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FEITT @ G T T4 a1 Iedl SAadids qrergels M
& g7 Hae Ul WA G | T THAAE Wed Ao a9 G IRIGHT
Freb! FEqUT e Afthel o, Y TR (SFEHhT) T AR Heqnegs
s raedt B et HIw wgfd wEeTas T e U B a9
FATE T GUeAiD] [AhTg qodh Gl T O sqaedl Ul Wl g |

Y. HRER U 9

F) TmdE o wWEHE SRaR: FaETe Feud g@e e Farcas
THAETHT TAT SARGHBT ATEAT T TS [ S I, bl [ e
FARAEAT T T I STAEATHT FHEHT HIATAAT BT TECAT =@l i’

ZATSIAYT WIS T S8 STHISTHE] HIETe! 1 g oIaed] THl § |

fifea Towr ¥=d TS,

U, W, gy ar FEvHel JedgaAr il RAET At i T
FRAHT o TEAS g6+ I97 A@E o B eqAtaTd T A
TAH GEAH! THAT U 1@ 1T Uh HUSTEA SIEMT T,

TCH UCH BIIAD] IRATAA W a1 Jooled T ol GedTells SHgHeb!
ATIAT SAAD! ATbTH GHTS § e,

IRATAT Ted a1 Seclod gaFl WHEAT B @ TR O FHA 8
W FS IR SREET a1 BRAw! g

FHRIER, YT a7 a9 T Al a1 T CIH T S,
ATARIA, FASATA AT ZAl (e T,
ATATATA, IAATA a1 Tl GRS I,

Jfedfga w@ WA g SReuH FEeae e wEid wa
FHISHBT AT IUH 99 T T G |

TR e A-ATAIH] AT TAGH ATTFHIABT GEAT AT HIT AFhT e TEIATE
iy Sfeafed e T wiva O A9qFT I3 G g G caaed Ul
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TH G | Sledid AwTaEt YRR W T F FHAH Arh qEd HUT AT HEA
FE YS! TSUAT B BRATE! T4 AT b WHT G |

)

)

)

R T THES T WA Bl ST gear g9y oge AR
I TEAEAS THES Ub HAS TUAT T WG T cqawe @hl g |
AEAYAH G AT T Gl B SHIGAT TISTTHT SHTecl 9T ard T
T TR AIFT ATEA ORIl AT @R AEUAT oier aaae . Al
AT g |

ATIEAT GEART THAT 7 SRAFT a1 BRAGE AT ISR HbTael AR
fERer ARuAr A Arar foRig WA AgEae AuEadl Widasd dveead
JETAqel § WA W he AT U WK BUAEEH WA A1 g4 e T
SAE Tl G | AT AT G G TG GAHT EHAT N NG |

RISAI GO F B oARh | GRS A1 ATqgE HEE B
T GFdl HTAT T WUHT SRITAT U Blel Ui edich a1 de faeg
Bl TR wfifees PISTT LA G HF1 Tod T Fo g A |
T BT e WUHT G Y1 (W areveiy) e U, 08y
o U FAISHHT ST AUEUE qIe T T TRIST I SFary HUHT eafhe ar
TITAT RIS qfed BT ThT T U aeaiiasbl e g qFg a1 &
TEEH! G T TAHN g WA AR 9Es FU gae Jaq I qiied
WUET SAfthel IEAl HEL BT AGAHl AR A qMea (ale W HE g
XU q9 g e WA g |

¥. SIHEI

F 9 TEREHT FrAr o7 BT & | O T AT Fead | W A i@ 2w A
IR | qoFH A q AT 99 Ok g Wy | g€el Eanw @ty X
QUGAHT AN A EE el AR T FMETHT AT GHd A g | & <
HFTTaeTar SRPT T8 JOICHHT Gow=dl i qoh TEAThl AfHT ATEREe T
TAFAT @hT G| T BN ATSB! ST AEIGIT Gb G A1 A A
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D A1 WARHT T BN HRA J80d AUH T [@eael 99 &ads waiamdr
fespepr T forelir sroRrer Foeorar AT REDt 9w g g

TATTHT FFIRT QAT (A AGreiy) Marer U9, R0&Y < 9% €41 a1 |l
P e avwT SFEd qaser dif SEnsl B uE g o | A
FREARAT FEFE T qaF Gedqias badE aquag By, dew, Fae=m T
FRAEHT AR qA TAEH AWH § | Tae qAA WA A9 TWET §E, G
GRS AQHH! AT TR, TRERI T AO0g Fa=2mr yH@ BEEr A
g | e femerd gedeansr sfietar genrer ad afEr T S
g | g PRI HART GUel] Ssishl qAT sqadie (qud) & T il
AAHH TIAAT FowaE FEFEaE foeee e g | S g <
FERAATHT FEH A et g gell T AR ol sqqraet fa==r 99 3 |

T gt

o U THI UREUNSE Hedlgd e

o  THEI YEIHI (AN wMeveRy) Famw U9, j08y
o F% Tur flm e U, 2063

o facig wraEEr FETaE! Rt

%3 BExin)



FHIR (AT HaRuAT SifeA Jeags T St r
AR gt e

ASBI FETS*
*FIT
P T T T-ATT

1. ISIW
YETIR, WA SeE, AT FRIAR, GraRy TEH a1 AagHi FAbarTar
ol el erasT e ol sogest idfaiaee ue wea Sealadl Wbl
Ffuper fvasr el gl T adae a9 sRfEa € uw Werg | 9 wRe
frgaeer ol qen T W9 AHeHT THHN FAE qU7 e 99 SRgeH U+ g |
Ayt AT e B SeEe wsere S e 9gg SNed TaEr it
QT T HAHH! WA FAEH] Gl FeTqd TRUHT T | qodsh! REd G e
WIRT T & A90g T EEd AUl TR Wed Wbl gArdars WA T
Financial Action Task Force-FATF H&% A-REHN MHET & A (Member
Jurisdictions) &%l FEFA TH 99 AML/CFT & Hifd q91 U T&Ed YO &l
Rreiaee T=qa WH g | IH yo Far Rmfwee el yaw R <acds
el ATFA AT Wbl FFId SATHT, ATTFHI FAHATA facig = e
AW ST ATRAIRST e, AERIER. qd1 (SR foci e
ST e, Hearss T4 f=hT e aifr s sraia 9gia sEead
T Gt TH T a0 A e 180 95ed qqdal A dar g
Rofr TebT g | WA Sied q@ T e GEBT AU AAgH HAHATTAT
foi T AR T gESd A9@ 9 209 AT g% T 9 R09& WA
ML/TF &1 SIRgH HeaTgaells MEaidl [QUal, ¥ 309§ A1 SIRIA Hedrge Hidasd
T I R09% W TEAIH HeAsT idasd (self-Assessment Report) ¥HT AR AT |
T 09 3@ T R095 T G 098 I T GEAFT H{e qeddh TUAH! ATLTCAT
AT AT FGH Fedrsd Ufadadd, 2030 TR T MUTF & SiRaHeesH!
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TAMHHTT T AT ATIRAT qosh FEAT T MIash o0+g Fweed AMLICFT &7
TR SR araifa wgd sEead W AML/CFT &1 Sl Af8d THifa aor
HAGT (R00E- 05 ) GHT TAX T N THT A€ 5 | a3 Ieh I e
FHANACS A0 ©F &7 Tl A% (Money Laundering) MaRT UH, R08Y
TIAHT HITCH] Ugeddl Ich TN THT RIS § |

. ML/TF & i@ e
AR AAHHT R T @HT HHHHANS] oA T WRERE Al

e F0T e BUFAAE O TE AE GHeete God TIH
o AUqg®T Al UCEledl Jfdeg | awdl ATOAiEd Tdeard a9 960 <
FA, TFANE, GEANE o1 80 HAHAAaee 1 MUTE %7 Al Siidaee
TUIML/TF &1 WGWE! TFaeadl qad §eql aad 9 qaw Feede aum
FAEH! AEAHA TS | 90 i yonedispt ffEa e @t MUTF &0
Threats, Vulnerabilities ¥ Consequences ¥ ML/TF #T Sifewee gl | ™ ML/TF
BT SGH e T WDl ! G Goet A MU/TF &1 @i & el T %A
T Threats ¥ Vulnerabilities T F a9 el ATUTAF Foasberaa i
JUTCA ¥ EEAECHT F FHA COFN T @H G A U Feg B AR T
B I9ET Threats eafth @ar WG wraf~ad & 99 Vulnerability aqg der
AOIIHT R BIA AAT oA TOMRAHT T HH HHAR qAT ATATERIET FFi-ad
g | SETEHT AN TS AISAHT AR FGHIGET FTUHT SATRIEH Tfaree sed
TEHT T, BLGA, A T fora, T ARy A1 dgedart MLTF 0 Jears
IR MEE W IEAT MAETee Sarer 9 i Yoeirdr 9ot @55 (Loopholes) d@r
fohaer a®e Yomefie? Vulnerability € SMISEs | Consequences STARTEHT THTEAT T
ROTHET ATIRAT SGH ¥ Wbl Ta@T graad | Consequences I e el
Threats T ¥a¥ (Level) FURIT 9 T8 To9g | SIRIAHT ATURONG TIEATHT AR
T e a9 Taee TRuEE |

Q0 TEa



(®)

WA (Risks): WA 99! threats, vulnerabilities and consequences T¥d
e fasT qafeea 1 (Function) €1 | a9l SHfQH Qearse wsb! ML/TF

BT AN T AUHT T g Fad YA SWEAT AUST Threats, Vulnerabilities T

Consequences %1 =, fareeionT a9 Hedtse &l |

Threats: 3@ T AT a1 TN a1 ASqA1e g Aarel qaTS aRkaa =1
ETAAT MU P oAfch, WHEH! THe, F€q =1 T 8 | MU/TF %0 gweear
AU (Criminals), ML/TF T TIAEEEE, AASH 996, AMHI Feanit T

AT oo TN F0 7 I § | WHE HEH IR LA FAEE AW T

T AT (Size, Volume) &1 afg== ¥ Threats & 9fg=m 2 |
Vulnerabilities: ¥2aTe TEUAN TH FF1 a1 U a1 AUV ATFAT e

el | I i B | A T | B e B | B o e 2 R | e
FaETere Vulnerability 9H=g | <91®! AML/CFT WUTTelt a1 ML/TF Fa==ora6t
JUTTEE (Control Measures) a1 <T&T fociid Yomelrr TeaT [iaa femaeesT
FRU [{a FHEANRIEE (Weaknesses) WM FF-ad [@daeqa! de=rae
Vulnerability & afg=m® g | MU/TF &1 @Rl 989 argied o gometiar
HUHT BT TAT AN 5% (Loopholes), =i Iedam@s @4 #¥aT (Products and
services) T YhNEGedl [@QdT (Features) ¥ AT q¥af-ad & |

Consequences: a1 ML/TF &0 YHI@ a1 AGET gFeliegd g | ML/TF <1 0%,
FAS, AGTA, BRI JORdl J91 GEATHT QTS AFHT AU Consequences
F AT gy 1A g dEdl A am s de a9 T ey
TH{aH! g Fareg | ST, @8I WS, SqFg, ATy, AL qAqr A=qaied
T, SA ATAER, DI BRI &AH AU qAT GARTT g g |
Consequences T QeaTSh! SHICe HEATSE T4 SGH Hearg & fB&d9m
T Threats T Vulnerability &1 HeaTse T Ygale ERTAHT 98T, AATTAT SRIUHT
T AECTHT T FATIATS Aot Mg |




3. WIHST YHRET:

ATTITT FAHATEE Ao GHarehT T = (lllegal Origin) THTST, Gel T
EIRE Clr‘\obltd 3T|_C|'§'°|'>|€| CQi?b, & qAT HIHE ﬂlﬁl PH A1 TERIT STaTsd MEUSH

R JueiiaeT SRgHET ETANT T Wl 57y | MU/TF &1 Hed SigHeeds

BESIRGIE R EU IR Ea i

%) ATAETNT SEH (Environmental Risks)

) FHEGATATTT AaT (Operational Risks)

SRS AT JaTHT SRaw (Product and Service Risks)
=AaTe [RfSd g (Channel Risk)

TEH=a SIH (Customer Risk)

8T (Jurisdictional) & AIRT® (Geographical) Sfers
) Taazefi Sife# (Delivery Risk)

) TIWTT WA (Country Risk) e |

ol
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SIRIABER. Aieae WUAe SIRIH  SqaedmaTaT S9ah SUd dFaad I |l
WU SRGHAT AT g fd (Risk Based Approach-RBA) IS W! &1 | 79
S =l W geg afd T 9t FEeAmeET U (Higher the risk, higher the control
measures) ¥ T ML/TF FaRT 6 J9&H1 dH 9HET &g | HH Sead
WUEHT ST I A G AEAH U g | i WDl IEAdEd @i T8
ML/TF &1 faciiar aqd Harue! #eds J9&asi aarsd caedl  ATaRresT
T SGAD! qE=, e T SREwST ITIH SATEAdT D] Aol 9L |

¥. ML/TF® SifgAs e a=gqr FATF Recommendation T HT! sqaeen

T AU, A T, S CAGIhE, YEEHER, HT Feil Sedl faciid Auaean
AT MU/TF T WifgH URIEAR, PRIt T HaHeTd SO Hearsd T 96y |
Il <@ @ T MUTF &1 Sifew Hedlgd a9 Sqaediqsdb] aF gl &irad § |
AML/CFT %1 W0 ML/TF T e =, fEeeror € Hearg T qfe=r Tgeht
RG] a6 qFa-gd FATF Standards, 2012 &1 Recommendation -1 HT
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Jeai@ TRUS! § | FATF Methodology, 2013 ©f J9aTs <916 AML/CFT WHTelieh!
TSI HEEE 99 T GHI g | FATF Recommendation-1 @97 Interpretive
Note to Rec-1 W1 W& ¥Ied &3 (Member Jurisdictiony @ AML/CFT &I +ifd
Fraita SIRIHHT WedTgd T SIRG#AT aMeiid 9@l (Risk Based Approach-RBA)
AT T O HU GHAUH § | S ARG @UGHT Ydd a9Tel ATHFAT S9ThT
TR PAE, ATFHN T WRTAIAST FAGATAT BoRid AID ARGHD!
e I, el T LD A T A GHD! SqIEIT T Jcd T RIS
F | REH AT T IHEHN TOH ARGHST GFelge T A@ed@ AML/CFT it
TR T II=d I Qb TEddad @ T qRead T 99 WUh ST
F THAHS T T UF Ge ANAFIRE FFe a1 Fge=h! To=r T 9 547
U TorE TRUBN G| AEAT AEABER ATAR IUYH  [HAATD] JAT AL

TRUHT AT T AGHA AT TZAD! ATAFT T AR TCH Mg, |
FATF Rec-1¥ iquie Tl [@grdeears HEIER Swi@ T dicbrey:

(F) YA ST ATAH TH ATFAN DI ML/TF T SREHH! qie=r el Hedrg
T SRIHBT e DT GEATET T a7

(@) Sifgw aea™ e Ed®T AML/CFT a4l Fiiet GH-adici® TOH a9+ I
e M =1 Goe wareE T 9

(A1) ¥=% FEAT (Reporting Entities), a#=®™r F&™@ (Regulatory Bodies), T
FEagd T &I (Law Enforcement Agencies-LEAS) TT TR Febict
FETAT  (Attorney offices) TNIIAERT TaH Ml AT HRASANA Tl
AML/CFT w¥arell &1 &7 WIRIWAT ATemed dgeat (Risk Based Approach)
AITFIT T I

(&) AML/CFT &1 &l &d gl gerdas fama (Efficient Allocation of
Resources) LT g




K.

ML/TF & SeW JeargaT Sevd

TR BT qAT ATqgHN Feasadd o e Fareer @it MUTF &6
SIRIH HedTgd T 97 HAals FATF T RAIREee T&qd T HAAr [ 7, 9 |
T WRw Sifew geasd grrdl dfcd T8 THA MUTF 1 SIeH Heargashl
WEcadls qUT3ad | St [AWIRGERT qva=g@r RUHT Interpretive Note to Rec-1 AT
TR AedTgd GFardl AEH! Acars 99 T0Fe TRUH! § | ML/TF &l &ed
AREHT FARI T AIHAT ACH! [T = qraaars [ &l g

AT HROT MG HedTgael He<d TUHT 2 | FATF Reiaet smamAr MLUTF
SRIH HeaTgaT Hed 3Ledcls S8 SHISH & I | |

(&)

Q)

YT WH GHIRT GAIHT T ATTFHN Al ot ] SRgHabT
G, AAEAT T FRIHPT T (Low to High) fe=m 8 e T4,

YT AN AE@eTH AML/CFT &I Hifd da=dt [T (Policy Decision) I
BERILNEIER!

SIfgHPT TR ATIR o TRl G SqIeqITH] AN AAdd a1
(Simplified Measure) a1 feqa/faei I9@  (Enhanced/Special Measure) T
FaeTFaT T GEdNT T,

qiga™ RUHT ML/TF &7 SIQHET SOaeamds T Aid, area JrafAfmwor
T e T e ey

ML/TF &1 FaRu®! A &9 AWGgHh FHsed! MEAHEHT T q8s
ERIER!

ML/TF 3T @R O TRUaT T3t Ao T AT SSehT TfdraierenT are
TS e T AR IUIH AR SUHET HaerraT T 9T T,
AT T GEIHPTRTT e HeaTg=aT AN q8doT Y T4 9 National
Risk Assessment T 32T & |

TEH GE o W s Mem ket fate T TS Meweea
F FFAETEAX AT 1 98 a3 |

Y
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&.

ML/TF & SeW Jearg-aT qUee:

MUTF &1 Sifew Heasd & [fEa =ore o) g (S gearga

RS HHAG ©IAT A A o fdfigeedr sigd afbeg | |9,
e qer HedTgd T A1 SRUH qEels dfSWie Ry | Td =R

o, o
FETER St VST g |

(%)

()

gfe= (Identification): 7 RUET ML/TF & e 9T Heqd Mg o
AT AEHEeH! TS T TR GG | Ith TANEHT Al 97l
ANREHT AT b€Ie ML/TF &7 Threats 991 Vulnerabilities &7 afe=am e |
TY AT SRGHBT IE=HHT AN T ARGAD! oEqd E@Eawer qar T A
2T 5 ufeen Wfewm g7 TEwdr Tt Haw SraHeedl aed dee T
T TG (TN THAT AR T6 g |

g (Analysis): a1 Sfe® afg=T=a®T @ a8 Wecaqul =T BT | J9 O
AT UL () THIH U= TRUHT Threats T Vulnerabilities @7 fafe==
FAHHT AN We T ATIRAT LT T SRGABI FH(d, AAT T TR
i M | AT TG IOTHT AT AT AT U | GH! AT &
AfEET TRUST ARG T SREHHT qeaged! T, A, GHeaar aar Furaat
EEAT e Ty | ¥ O MUTF T Threats, Vulnerabilities
Consequences A= A= TFI-Y T ARTAE SRIHB! THASHT [@HTE T+ AT
Understanding the Risks &7 SRUTI ®UHT WA dierrg | SIGH feeiwores
RMWATar W IqeTey qedis a1 oAl T AT ATERH 6 B w9 T
l

ST (Assessment): AT SEH HeATFAHT d@l qdr ARad =RT & 19
FROTAT frgeror T aver TRUsT MiGHST Grare=aHT i Siads! rafifmasr
T TaX FuRer g | TEdr WAl AML/CFT T @il smasds o=
oI e T A, HEA q&1 H1 ASTD]T THEH CIHT HIAT7adT THHT AN
AT LG | FEH HeATg 76T wTaTS (1 e O e MR g |
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Overview of ML/TF Risk Assessment Process/Stages
Fig. 1

National crime Threat Assessment |
Threats )—» Typologies Reports
 Collective knowledge of LEAs etc. |

Stage I

Identification

(Mutual Evaluation Reports
Vulnerabilitie)—» Supervisors’ Reports on Regulated
\Sectors

J/

( Nature ) ( Sources ) [ Likelihood ) (Consequences]

( Prevention or Avoidance )

Stage III
Evaluation

ML/TF 1 S qearg=e il ot & ed gei% ¥edre® (Reporting Entities)
T WHH FHEEe seq Muwae Me™ (Regulatory Bodies), BT geefersea
T®Ts (Financial Intelligence Unit), #TA HAFaad T F&™ (Law Enforcement
Agencies-LEAs), TN ddhiad HETd (Attorney Offices) S&aT 9&W Hmgeant
FEWIRIAT &+ T U% %1 |l (Working Committee) 189 T Ith |ffdae Aiea
SIRIA HeaTs (National Risk Assessment-NRA) T g |

(Priorities/ Strategies Mitigation or Reduction )

(Acceptance or Contingen- )

8. ML/TF® Wifed Jeargfam

WA HedrgaaT Al [ sraais geaees @ [{fg 9@ wgdier bew
THT HOAT 9 T EH eargThT i Gew A e v Seber e e
@WW%WW(TOOIS)ﬁWﬁW@ |S<h Tod
AT A 92T AETed (Modules) 7€ WHT G | Sth W G ST WH B
TE AU ASgd | dfg O W A (@IS0 SR HedTga T A
Il RUBI G 91 Aggd & Wl ATTSHN FAHATH! BT TR SRaH
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A3 T Aiegd % A faclia gREiEr Icaeqat |ied (Financial Inclusion
Products Risks) %I qedTgd M AN®HI Iooi@ MNUHT Tevg |9 Aedd q SRT
AlgId & WHH] @ISl RACHE TUAT ad WEd IRUHT g | ML-Threat
Assessment Module <7 T ML Threat &1 “Low” to “High” ¥¥% T 9f¥ @& (Low,
Medium-Low, Medium, Medium-High, T High) ¥ W&l X 9= T @ty
Il TWHI § AT AT ML-Vulnerability HT 9 “Low” to “High” T di=r d&#r
TRITHT TAX AR T A IJoold TWhl T |

National Risk Assessment Tools Developed by World Bank
Fig. 2

National
ML RISK

MODULE 1 MODULE 2
e N
National ML National ML
THREAT VULNERABILITY
X X & 4
i / N
: National ML OVERALL
i COMBATING SECTORAL
L ABILITY VULNERABILITY
...... A A A A
Threat to Vulnerability )
| SECTOR1 of SECTOR 1 |
( o )
Threat to Vulnerability
— | SECTOR2 of SECTOR2 &
e 2
Threat to Vulnerability
| SECTOR3 of SECTOR 3 |
( N\
Threat to Vulnerability
| SECTOR... of SECTOR ...
MODULES 3to 7




Overall Money Laundering Risk in a Jurisdiction
Fig.3

B High

o

5 |:| Medium High
-4

_

Medium

? L]

% |:| Medium Low

. Low

Overall Vulnerabilities

C. ST AML/CFT &7 @it ML/TF T Sifed Hedrga! saen

TAAHT AML/CFT T q&T SR 309 9. 209 & SHISH FqIer deal MLU/TF
SRIH HeATgap! %738 T 20 4R ATYE AT | AEH FedTg G aedl I8 BRI 91309 &
T Rl Ul | T ST Tl ArE geeaia AML/CFT TR qer sriarstn
R09%. RORY IR T HIATEITH] ARTAT | T e ierre, Bl qer FEnr
HAEATEE FHA AT | ML/TF T J9aT Sfgw9d 99 93778 (Common Understanding)
T T il e gt wriee afN Eere TRT 9 vt W R | o e
STeTet fye Sepet I TE Tt ML/ TF o7 Sd earg et f&e qgeien! S e 1d a7
R09Y% IRT R0 9% TFAHT THT AGEATTIA R 0 4 Bl HEATFHART el ALAHe® THA T
ATereR! A SARIH HedTg Tidaa (National Risk Assessment Report) T I ML/TF
T Threats T Vulnerabilities T STEHST €T (Low to High) THd Tie= TRUHT G |

NRA-2020 <1 ML/TF %7 3 S 8T Threats F+aiTd HETHIE, T Getl, A1 e aal
TN ST ol STeeE T g | A A3, G, i s, o e s
At ol Seear et siiRaw (Vulnerabilities) &7 T8 U= TRUHT ) | O ATGH
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HeATgHT T8 THEAHI T Tobebl 3 3RS | T ease ¥ caaeaaahl qraeea]
RIUFT FH FANRIEEATE MHEITER T&qd T b |

ML/TF 1 SR T THa T e cadh] AT G- ad (Meapee g Tl S 78],
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Wifate® {edtg= (Technical/ Legal Compliance):

Table no. 1
Status of compliance 2005 | 2010 Key core in 2010 2023
Compliant 0 1 0 5
Largely compliant 4 3 1 16
partially compliant 8 10 4 16
Non — compliant 33 33 11 3
Not Applicable 3 2
Total 48 49 40

IREIRe edTg-ah! Wit qearg=al Juel R00Y I qo=dl J0%3 AT 48 Wi
T g qC A U A TIRUHE 3 98T R T ASTH Iremr T R
& 927 RETEee g0 QuEHl @ dieausl 3fwg | 9aear 9 gui-ag
FIgedl 99 J0%3 W HUH! IREURF oA Jarears Observation T Gf=rHT
TGN g Gl WA S 99 G | A9 WA IR FHeE T 01 |
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TEAET SEICHT g | G RORIW TRGHN BATAITE TABIRA HATgH
AR ATET TAIHR T G |

Result of Immediate Outcome of Nepal in 2023.5
Table no. 2 Effectiveness rating

Immediate Outcome Rating 2023
Risk and Domestic Coordination Moderate
International Cooperation Moderate
Supervision Low
Preventive Measure Low
Legal Persons and Arrangement Low
Financial Intelligence Moderate
Money Laundering investigation Moderate
Confiscation Low
Terrorism financing investigation Low
Targeted Financial Sanction and Terrorism Financing Low
Targeted Financial Sanction and Proliferation Financing Low

4 Asia Pacific Group, Mutual Evaluation report on Money Laundering 2023.
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1. Background

In today's globalized world, where people, goods and information move rapidly across
borders, transnational crimes such as drug trafficking, human trafficking, terrorism,
cybercrime and money laundering have become increasingly prevalent. These crimes
often involve actors in multiple countries, making them complex to investigate and
prosecute. Mutual Legal Assistance (MLA) plays a crucial role in addressing these
challenges. MLA refers to the process by which one country requests assistance from
another country to help investigate or prosecute criminal offenses. MLA is a cornerstone
of international cooperation and helps ensure that criminals cannot easily evade justice
by crossing borders. MLA is one of such tools for international cooperation in

combating transnational crimes.

MLA in criminal matters is a process by which States seek for and provide assistance to
other States in servicing of judicial document and gathering evidence for use in criminal
cases.® MLA is rendered basically on the basis of treaties, whether bilateral or
multilateral. In the absence of such treaty, MLA is done on the basis of reciprocity as
well.

2. Legal Framework on MLA

A International Legal Framework on MLA:
I. United Nations Convention against Transnational Organized Crime
(UNTOC)

The UNTOC is the broadest instrument for international cooperation provided
that there is not a bilateral agreement between States. The object and purpose of
the UNTOC is to achieve international judicial cooperation against transnational
organized crime. The word transnational connotes something that extends or
operates beyond national boundaries. Thus, the UNTOC serves as an effective

& International cooperation to Combat Transnational Organised Crime, Module 11
(https://lwww.unodc.org/edj/en/organized-crime/module-11/key-issues/mutual-legal-assistance.html,
January20, 2025)

R Eepae i



https://www.unodc.org/e4j/en/organized-crime/module-11/key-issues/mutual-legal-assistance.html

tool in combating criminal activities such as money-laundering, illicit trafficking
and the growing links between the transnational organized crime and terrorist
crimes. Article 18 of the U NTOC allows for a wide array of cooperation and
includes the scope for MLA.’

United Nations Convention Against Corruption (UNCAC)

Another international convention which may be integral to international
cooperation is the UNCAC, which was promulgated to combat and prevent
corruption. It is capable of regulating MLA requests in the absence of a bilateral
treaty amongst States as per Article 46. 8

International Convention for the Suppression of the Financing of Terrorism
(ICSFT)

In the absence of a bilateral framework, States party to the ICSFT convention,
may rely upon Article 12(5), which mandates the provision of assistance in
criminal investigations in the absence of a bilateral framework or another
multilateral framework. °

Besides these conventions there are some other conventions as well which have
incorporated the provisions of MLA such as Convention against Illicit Traffic in
Narcotic Drugs and Psychotropic Substances, 1988,1° Convention for the
Suppression of Unlawful Acts against the Safety of Civil Aviation, 1971,
Convention for the Suppression of the Traffic in Persons and of the Exploitation
of the Prostitution of Others, 1949, 2Convention for the Suppression of
Unlawful Seizure of Aircraft, 1970 '3 Convention on the Prevention and
Punishment of Crimes against Internationally Protected Persons, Including
Diplomatic Agents, 1973 International Convention against the Taking of

10

11

12

13
14

UN Convention against Transnational Organised Crime 2000, Article 18.

UN Convention against Corruption, 2003, Article 46

International Convention for the Suppression of the Financing of Terrorism, 1999, Article 12

United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances,
1988, Article 7

Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, 1971, Article

11

Convention for the Suppression of the Traffic in Persons and of the Exploitation of the Prostitution of

Others, 1949, Article 13.
Convention for the Suppression of Unlawful Seizure of Aircraft, 1970, Article 10

Convention on the Prevention and Punishment of Crimes against Internationally Protected Persons,
Including Diplomatic Agents, 1973, Article 10
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Hostages, 1979, *®Convention against Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment, 1988 and Convention on the Safety of
United Nations and Associated Personnel, 1994in regard to MLA.

FATF Methodology

Recommendations 37 and 388 focus on enhancing Mutual Legal Assistance in
relation to money laundering, associated crimes and terrorist financing. They
suggest that countries should provide a broad range of assistance for
investigations, prosecutions and related proceedings and have a legal basis for
such cooperation, with treaties or other mechanisms in place. MLA should be
provided even in the absence of dual criminality, as long as the assistance
doesn't involve coercive actions and countries should adopt measures to enable
broad assistance. Dual criminality should be deemed satisfied if both countries
criminalize the underlying conduct, even if the offence is categorized or named
differently. Countries are encouraged to submit complete and timely requests,
ensuring they meet legal formalities and use efficient methods. Authorities
responsible for MLA should have sufficient resources and maintain high
professional standards, including confidentiality. Furthermore, countries should
have the authority to take swift action to identify, freeze, seize and confiscate
property related to money laundering, predicate offences and terrorist financing.

At the regional level in the context of Nepal, there are SAARC Regional
Convention on Suppression of Terrorism, 1987'° and SAARC Agreement on
Mutual Assistance in Criminal Matters, 2005%° related to MLA. Similarly, Nepal
has also recently signed BIMSTEC Convention on Mutual Legal Assistance in
criminal matters on 30 March 2022 which is yet to be ratified.

National Legal Frameworks on MLA
Mutual Legal Assistance Act, 2014

MLA Act makes provision on the execution of MLA between Nepal and foreign
states in matters of judicial proceedings. It provides that a bilateral treaty

15 International Convention against the Taking of Hostages, 1979, Article 11.

16 Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment, 1988,
Article 9.

17 Convention on the Safety of United Nations and Associated Personnel, 1994, Article 16.

18

https://www.fatf-gafi.org/content/dam/fatf-gafi/methodology/FATF-Assessment-Methodology

2022.pdf.coredownload.inline.pdf
19 SAARC Regional Convention on Suppression of Terrorism, 1987 Article 8.
20 SAARC Agreement on Mutual Assistance in Criminal Matters, 2005, Article 2.
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between Nepal and a foreign state is necessary in order to exchange MLA
between them, however, if a foreign state makes a request, to the Government of
Nepal for mutual legal assistance in respect of any legal proceedings and the
request is accompanied by the assurance of affording mutual legal assistance in
similar type of judicial proceedings in the future, MLA may be extended on the
basis of reciprocity.

Similarly, a judgment rendered by a foreign court in any matter not covered by a
treaty shall not be enforced. However, there shall be no hindrance in the
implementation of judgments from foreign courts in cases of money laundering,
terrorist financing, proliferation of Weapons of Mass Destruction and related
predicate offences thereof, on the basis of reciprocity as prescribed.?

The scope of MLA as defined by the Act is:?3

@ Taking, collecting or receiving document or evidence,

(b) Providing information and evidence by inspecting any relevant thing or
place,

(©) Collecting copies of records or documents relating to banking, financial,
tax or business transactions or providing of the certified copies thereof,

(d) Executing searches and seizures of objects, locating or identifying
persons,

e Facilitating the appearance of persons who can assist in a matter of
criminal nature,

) Serving summons,

(9) Freezing or confiscating movable or immovable property,

(g1)  Receiving property of Nepal confiscated in a foreign state or providing
such property to that country if the property confiscated in Nepal belongs
to a foreign state,

(h)  Enforcing judgments

The Act outlines the procedures for obtaining MLA from foreign countries,
including the process for foreign states to request MLA and for executing these

21
22

23

Mutual Legal Assistance Act, 2014, Section 3.

Id (Added by An Act to Amend Some Acts Relating to Asset Laundering (Money Laundering)
Prevention and Promotion of Business Environment, 2024.)

Id.,Section 5. (Clause (c ) is amended and clause (gl) is added by An Act to Amend Some Acts
Relating to Asset Laundering (Money Laundering) Prevention and Promotion of Business
Environment, 2024.)

Promotion of Business Environment, 2024.)
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requests in Nepal. Section 6 of the MLA Act states that the Government of
Nepal shall by notification in the Nepal Gazette, designate any authority or
official as the Central Authority of the Government of Nepal for carrying out the
acts of MLA between Nepal and a foreign state. Accordingly, a notification was
published on Nepal Gazette and the Ministry of Law, Justice and Parliamentary
Affairs was designated as the Central Authority for MLA.

Process for obtaining MLA from a foreign country

The Authority competent to conduct investigation or prosecution makes a
request to the Central Authority for acquiring evidences located in a foreign
state, which may be of assistance in the investigation or prosecution of the given
offence. Whereas, in the course of judicial proceedings, the Court issues an order
for appearance of and locating persons, service of process or judicial document,
examination of witness and service of written interrogations, obtaining
evidences and documents, freezing or confiscation of property, enforcement of
judgment.

After the central authority receives correspondence from the requesting court or
the investigation authority in accordance to the foregoing-the central authority
upon preparing a formal MLA request substantiated by evidence acquired and
other supporting documents makes request to the foreign CA directly or through
diplomatic channels. The central authority Nepal has developed a practice of
making MLA request to foreign central authority through email following the
recent amendment in the MLAA.%

Process for execution of MLA Requests from Foreign States

The foreign state when making a MLA request to Nepal either makes the request
directly to the central authority Nepal or through diplomatic channels. In
condition a request is sent directly to the central authority Nepal, central
authority Nepal is in capacity to initiate immediate execution process of the
request. However, in the latter condition the request generally takes a long time
to arrive at the central authority Nepal. This is because a number of agencies are
involved when sending request via diplomatic channel i.e. The Ministry of
Foreign Affairs or equivalent government body of the foreign state, their

24

MLAA is amended by An Act to Amend Some Acts Relating to Asset Laundering (Money
Laundering) Prevention and Promotion of Business Environment, 2024 and the request can be made
directly through central authority.
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embassy or diplomatic mission in Nepal, Ministry of Foreign Affairs and Nepal
and finally the central authority, Nepal. Upon receipt of the request by Central
Authority, Nepal it carries out necessary study, examination of requests and
discuss at the coordination committee. After discussing on the coordination
committee if it is found that the description, document and evidence received
along with the request are not sufficient to initiate action relating to MLA, the
Central Authority may write directly to central authority of foreign state or
through diplomatic channel for additional documents and description. If the
coordination committee founds that the description, document and evidence
received along with the request are sufficient it is then forwarded to central
authority to make a decision an order the investigating authority and concerned
District Government Attorney to make application to the concerned District
Court for executing MLA request.

Upon receiving the evidences, documents and other matters of MLA from the
investigating authority, Court or Concerned District Government Attorney
Office, the Central Authority provides those description relating to the requested
MLA directly to the central authority of requesting state or through the
diplomatic channel.

Mutual Legal Assistance Regulation, 2023

The Regulation has provisioned on the procedure of rendering MLA to foreign
States, methods of obtaining MLA from foreign States, formation of a
coordination committee, provision on translation of MLA related documents,
organizing capacity enhancement programmes for the concerned authorities and
central record keeping system.

Roles and Responsibilities of Central Authority Nepal
@) To receive all incoming and outgoing MLA requests and review all
requests for adequacy.

(b) To conclude bilateral treaties on MLA. Till date, Nepal has signed a
Treaty with the People's Republic of China on MLA on criminal matters
on 13 October 2019 which is yet to be concluded.

(©) To make an annual report containing the requests of MLA to and
obtained from foreign states, MLA provided by Nepal to the foreign
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(d)

(€)

(f)

states and reforms to be made in future in relation to MLA and submit it
to the Council of Ministers, the Government of Nepal.?®

To translate the documents related to MLA obtained in English language
from a foreign state and also translate the request letter and documents
related to MLA to be requested to a foreign state.?’For this purpose, the
Central Authority shall maintain a roster of translators and keep it up-to-
date.

To organize capacity enhancement or orientation programmes for the
concerned authorities related to MLA.%’

To maintain a updated and unified central database regarding the MLA
requests made to and by Nepal and the MLA thus provided.?®

iii MLA Coordination Committee

The coordination committee formed pursuant to Rule 7 of MLA Regulation
comprises of five_members, Joint secretary of Ministry of Law Justice and
Parliamentary Affairs is the Coordinator and other four member representatives
are from Ministry of Foreign Affairs, Supreme Court, Office of Attorney General
and Central_Investigation Bureau.

The functions of Coordination Committees are as follows: -

(a)

(b)

When a request for MLA with a foreign state is made according to a
court order or by an investigative officer, the committee shall study the
related documents, request any missing documents and recommend to
the central authority whether or not to provide legal assistance.

When a request for MLA is made from a foreign state, the committee
shall study and examine the related documents and if any clarification is
needed, shall correspond with the relevant foreign state through the
ministry.

21d.,Section 44 and Rule 9
ZMutual Legal Assistance Regulation, 2023, Rule 9.

27Id., Rule 10.
2d., Rule, 10.
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(© If it is determined that providing MLA to the foreign state is appropriate
or not, the committee shall recommend the central authority along with
the reasons.

(d)  The committee shall render necessary support to the central authority in
relation to the exchange of MLA

(e) The committee shall maintain and update a roster of translators and
recommend the central authority.

)] The committee shall carry out any other functions as assigned by the
central authority.
Denial of the request

The MLA Acts does not prohibit or place any unreasonable or unduly restrictive
conditions on MLA. Section 4 of the MLA Act which states that MLA is not
exchanged in both the Civil and the Criminal Cases provided that the case at
hand doesn’t comply with the threshold so set i.e. the civil case with a claimed
amount below NRs. 1,00,000 (One hundred thousand) and the Criminal Cases
with the provision of imprisonment of less than a year and a fine of less than
NRS. 50,000 (Fifty thousand), the extension of mutual legal assistance as
requested by a foreign state undermines or results in the undermining of the
public order or sovereignty of Nepal.

Similarly, Section 28 of the Act states some conditions for denying response to
the MLA requests which are as follows: -

@) If there exist the condition set forth in Section 4,
(b) If requested is not made as per the bilateral treaty,
(© If the offense concerned with the MLA request is of political nature,

(d) If the insufficient details, documents and evidence so asked by the
Central Authority are not received from the foreign country,

(e) If the request so sought is found to be related to the offence under the
Army Act,

) If the request is sought so as to investigate, adjudicate and punish the
person on the basis of his/her Caste, religion, sex, Racial Origin,
nationality or political thoughts,
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9) If the request so sought is found to be of trivial nature with respect to
investigation or the other measures are available to get the information so
asked for,

(h) Certainty /guarantee is not attained that the MLA so received will not be
used in other matters besides the one for which the MLA was sought,

(i) If providing MLA will be contrary to the public order.

Case laws

In the case of (Prithvi Bahadur Pandey et.al. v. the Kathmandu District Court et.
al.) (2016, Decision No: 9667) with regard to the mutual legal assistance request
made by Australia in the case of corruption, the Supreme Court of Nepal held
that absence of bilateral treaty between Nepal and Australia does not hinder
rendering MLA on the basis of reciprocity. And also refusing to render MLA on
the basis of bank secrecy is not appropriate and providing bank details as a part
of MLA cannot be considered a violation of confidentiality as claimed by the
petitioner.?

4. Status of MLA in Nepal

Ministry of Law, Justice and Parliamentary Affairs has a dedicated division for
MLA headed by the Joint Secretary. The MLA section maintains records of
cases such as chronological indexing, status update and implementing status.
The record of the names of the requesting and the requested states, brief details
of the case, date of receipt of the request and completed/executed case of MLA
are mentioned and updated. The central authority coordinates regularly with the
stakeholder authorities like the Office of the Attorney General, Supreme Court
and Central Investigation Bureau via coordination committee meetings and also
through an informal channel as per the need in order to properly and timely
execution of the MLA matters. The central authority has adopted following good
practices: -

Good Practices for central authorities adopted by Nepal®

. Each country should establish and designate a single Central Authority to
facilitate international cooperation in criminal matters through mutual
legal assistance and extradition.

29 Prithvi Bahadur Pandey Vs. Kathmandu District Court et. al., case: Certiorari/Mandamus, NKP 2073,
Vol. 9, DN 9667.

30 https://www.theiij.org/wp-content/uploads/2021/09/The-Il)-Good-Practices-for-Central-
Authorities_September-2018_ENG.pdf
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Ministry of Law, Justice and Parliamentary Affairs has been designated
as central authority for MLA.

A Central Authority should be adequately resourced and properly staffed
with specialized and well-trained legal experts so that it may carry out its
functions effectively.

As stated, above Ministry of Law, Justice and Parliamentary Affairs has a
dedicated division for MLA headed by the Joint Secretary.

A Central Authority should be able to communicate directly with other
Central Authorities.

An Act to amend some Acts Relating to Asset Laundering (Money Laundering)
Prevention and Promotion of Business Environment Act, 2024 has come into
effect after Presidential Assent was made on 12 April 2024.The recent amended
has made able to communicate with other Central Authorities by amending
MLAA. The direct communication between Central Authorities has helped to
discuss the status of pending requests and to seek to overcome challenges that
may arise in executing such requests. The use of diplomatic channels somehow
has delayed or prevented the effective investigations and the collection of
evidence for use in court.

A Central Authority should maintain confidentiality of mutual legal
assistance and extradition requests to protect the integrity of
investigations and prosecutions.

The above-mentioned amendment has also introduced confidentiality
provisions since premature disclosure of request can disrupt a sensitive
investigation. This provision has helped in maintain the integrity of
sensitive investigations and prosecutions

A Central Authority should be empowered to take action on or coordinate
the execution of requests from and to international counterparts for
mutual legal assistance.

Central Authority coordinates with and direct if necessary to the
competent entities government to execute requests. For e.g. Central
Authority contacts with CIAA, Nepal Police etc.

A Central Authority should serve to ensure that requests for mutual legal
assistance from domestic law enforcement and judicial authorities are
sufficient and comply with the terms of the applicable law, treaty or
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convention before such requests are transmitted.The development of
standard checklists for mutual legal assistance requests by the Central
Authority can assist in ensuring the completeness of requests prepared by
local prosecutors or other judicial officials.

Nepal has received from various countries more than a hundred MLA requests
till present. Nepal has had many experiences in dealings with the requests
received. Nepal has also made more than 70 MLA request to several countries.
From our experience, some of the challenges, or rather barriers, to effective
MLA that need to be ironed out and possible recommendations in enhancing
cooperation are as follows —

Assurance of Reciprocity

Reciprocity is one of the bases for MLA. Nepal has been rendering MLA on the
basis of reciprocity in the lack of bilateral treaties with any other state. Nepal
executes the MLA requests only if the requesting state has assured the
reciprocity in the similar cases in future. UNCAC and UNTOC have enshrined
this principle and thus according to pacta sunt servanda, states are bound to
fulfill the commitments they undertake pursuant to a multilateral treaty, as well
once it has been ratified and then enters into force.

However, Nepal has faced a problem in this regard when the requested state did
not adhere to the Convention and asked for negotiating a bilateral treaty of
MLA. Some of the country refused to render the MLA on the ground of absence
of a bilateral treaty on MLA between two states. The principle of reciprocity
creates some degree of uncertainty in practice and it’s a big challenge for the
central authority to get the MLA rendered or executed based on the reciprocity
in the absence of bilateral treaties.

Language Barriers

Nepal has been issuing outgoing MLA requests in English and also receives
incoming MLA requests in English. In some cases, countries have requested
translations of MLA requests into their official languages, which delayed the
process due to the time required for translation. Additionally, the effectiveness of
maintaining a roster of translators has been limited, as few translators have
registered with the Central Authority. This creates further challenges when a
requested state demands a translation in a language not covered by the roster,
hindering the MLA process.
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C. Increasing availability and use of practical guides regarding national
mutual legal assistance legal framework and practices (domestic manuals;
guides for foreign authorities)

Central Authorities should adopt mechanisms to allow for the dissemination of
information, regarding the law, practice and procedures for MLA and on making
requests to other States, to domestic authorities. One possible approach is to
develop a procedural manual or guide for distribution to relevant law
enforcement, prosecutorial and judicial authorities to facilitate effective
cooperation. Guidelines on domestic law and procedures relating to MLA to
foreign authorities should be made available to foreign authorities through a
variety of method such as, for example, publication on a website and direct
transmission to law enforcement partners in other States to inform foreign
authorities on the requirements that must be met to obtain assistance.

Though the central authority has made available the templates for drafting MLA
request and the checklist to be followed in its website, the investigators and the
court officials do not seem to follow them properly.

d. Resources Issues

Nepal faces growing challenges in handling the increasing volume of outgoing
and incoming Mutual Legal Assistance (MLA) requests, particularly due to
limited resources. As global crime rises, these challenges are likely to worsen.
The primary issue lies in building adequate infrastructure to support MLA,
especially concerning the Central Authority. Finding qualified translators,
Technological resources, such as case management and tracking system is also
lacking.

e. Lack of Knowledge on MLA

MLA is often confused with extradition and transfer of sentenced person (for the
purpose of continuing rest of the imprisonment in his/her country). They are not
very clear about what MLA is, what its scope is, what kind of international
obligations Nepal bear in regard to MLA, what subject matters are covered by
MLA, what are the limitations of MLA.

A writ petition31 has been filed at Supreme Court (SC) demanding a mandamus
order to stop the implementation of a treaty signed with China. Advocate Hari
Chandra Timalsena moved to high court demanding to halt the implementation

31 Harichandra Timilsena Vs. Ministry of Home Affairs and others, 2076 BS (2020 AD).
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of the Treaty between Nepal and China on Mutual Legal Assistance in Criminal
Matters’ from the date of signing contending that 122 Chinese citizens arrested
on 2076/09/07 were extradited to China based on the said Treaty. It further
contended that all required process as per the domestic law was fulfilled without
ratifying, acceding to, accepting or approving the treaty by the Parliament as per
the provision in Article 279 of the Constitution of Nepal and thus the treaty was
enforced. This case can also be examined as a result of lack of clarity on MLA.
Neither an extradition is a subject of MLA nor has the Treaty yet come into
force. This case is still subjudice on SC and the next hearing is on Falgun 11,
2081.

Similarly, Section 64 of Criminal Procedure Code, 2017 states that if a warrant
for arrest is to be issued to or a summons is to be served on a person who is
accused of an offence sub judice in any court and staying or residing in a foreign
country, the warrant for arrest or summons may be issued to or served on such
person in accordance with the law in force on mutual legal assistance. This
section makes provision for serving of arrest warrant and summons but it also
states that such act of issuing and serving the arrest warrants and summons is to
be done in accordance with the law in force on MLA. MLAA, Section 5
mentions service of process as a matter of MLA. Section 2(h) of the Act defines
process as a notice, summons or sub poena. This special Act on MLA has not
mentioned serving arrest warrant as a subject matter of MLA. Thus, the
provision of Section 64 has created a confusion among the concerned officials
particularly the court. The Central Authority receives many MLA requests for
serving arrest warrant to the absconding accused or accused present in a foreign
state.

Recommendation

. A proper case management system should be implemented to effectively
record outgoing and incoming MLA requests. This system should be
accessible to both the central authority and relevant law enforcement
agencies, enabling the monitoring of requests for international
cooperation. It would help ensure timely execution and widest possible
range of MLA.

. The central authority negotiates for additional bilateral and/or
multilateral including regional treaties on MLA. It should place in
priority to negotiate agreements with neighboring and other jurisdictions
where assistance is most likely to be sought.
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The website of the central authority should provide information on the
legal frameworks governing MLA including domestic laws, treaties and
procedural requirements. It should outline grounds for refusal, the
required form of requests, necessary documentation, accepted languages
and contact information for relevant authorities. While the website
currently contains MLA laws, templates for requests and checklists, these
are not available in English, limiting accessibility for foreign states.
These documents should be made available in English to improve
international cooperation.

Central Authority should also coordinate with a stationing liaison
magistrate or legal attaché in other jurisdictions where possible to build
relationships for executing the requests.

Training and orientation programs for law enforcement officials,
including investigators, prosecutors, court officials and other relevant
authorities, are essential at present to improve the effectiveness of MLA
processes.

Central authorities to be staffed with officers who are legally trained,
have developed institutional expertise and continuity in the area of MLA
for the speedy execution of the requests received from other Parties and
in planning and drawing up requests as they must be accurate, up to date
and widely available to those who frame or transmit mutual legal
assistance requests.
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Post APG Mutual Evaluation: Strategies for
Nepal's FATF Compliance

Binod Lamichhane*
*Joint Secretary
Office of Prime Minister and Council of Ministers

Nepal is currently facing important challenges in meeting the Financial Action Task
Force (FATF) standards and outcomes set by the Asia/Pacific Group on Money
Laundering (APG) evaluation. With 28% FATF recommendations met but only four out
of eleven Immediate Outcomes (10s) achieving moderate ratings, Nepal is at a pivotal
moment. To prevent further downgrade to the FATF’s negative list, Nepal must urgently
enhance its policies, strategies and programs to improve its anti-money laundering
(AML) and Counter-Terrorism Financing (CTF) regime. Some key areas have to be
taken into consideration in order to achieve the desired results in days to come.

1.  Strengthening Legal and Regulatory Framework

Given that Nepal has amended the Asset (Money) Laundering Prevention Act, 2008
(ALPA) to address issues related to terrorist financing, proliferation financing and
beneficial ownership, the next crucial step involves operationalizing the amendments
through the development and implementation of detailed guidelines and rules. These
will provide clear directions for enforcement agencies, regulators and private sector
entities. Here’s a structured approach to guide the next steps:

a. Drafting Guidelines and Rules: The government needs to issue specific
guidelines for law enforcement and financial institutions on:

o Targeted financial sanctions related to terrorism and proliferation financing.

e Freezing and confiscation procedures for assets linked to terrorism and
proliferation, following the United Nations Security Council Resolutions
(UNSCR 1267 and 1373) and other international frameworks.

e Guidelines on risk-based measures for financial institutions to prevent
terrorism financing, especially for sectors such as Non-Profit Organizations
(NPOs) and Money Service Businesses (MSBs) that are often exploited.

32 15t follow up report-mutual evaluation of Nepal, June 2024, available at https://www.nrb.org.np
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Beneficial Ownership: Regulations must clearly define:

e Who qualifies as a beneficial owner (typically a natural person who owns or
controls significant percentage of an entity).

o The mandatory disclosure procedures for companies, including a centralized
register of beneficial owners.

e Sanctions and penalties for non-compliance with disclosure requirements.

e  Access to beneficial ownership information, ensuring that regulatory bodies,
law enforcement and financial institutions have timely access to this data.

Streamlining Regulatory Agencies’ Powers and Coordination: Nepal’s
regulatory bodies, including the Financial Intelligence Unit (FIU), Nepal Rastra
Bank (central bank) and securities regulators, must be empowered with clear
mandates to enforce AML/CTF regulations effectively. Inter-agency cooperation
must be improved by transforming the Department of Money Laundering
Investigation (DMLI) into a centralized body responsible for overseeing
AML/CTF efforts. This body should report directly to high-level authorities (the
Prime minister or the Finance Minister) to ensure accountability and effectiveness.

Institutionalizing Risk-Based Supervision: Nepal needs to update the
supervisory framework for financial and non-financial sectors based on the new
legal amendments.

e Regulatory bodies such as Nepal Rastra Bank (central bank), Securities
Board of Nepal (SEBON) and other Regulators should draft rules that
require financial institutions to conduct Enhanced Due Diligence (EDD) for
high-risk customers and sectors.

o  Sector-specific guidelines for high-risk industries like real estate, precious
metals and NPOs must also be established to ensure compliance with
AML/CTF standards.

Enhancing Institutional Capacity

Building Expertise in AML/CTF Enforcement: The FIU, law enforcement
agencies and regulators need enhanced technical expertise to identify, investigate
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and prosecute money laundering and terrorist financing cases. Training programs
should focus on the following areas:

e Investigative techniques to trace complex money laundering schemes,
including cross-border financial transactions.

« Digital forensics and data analysis to improve evidence collection.

o Capacity-building for prosecutors and judges on AML/CTF laws and
international best practices.

Strengthening the Judiciary’s Reole: Judiciary plays a critical role in upholding
AML/CTF laws. Nepal must ensure that judges handling financial crimes are
well-trained and knowledgeable about international AML/CTF standards. Special
financial courts or fast-track systems for AML/CTF-related cases can expedite the
judicial process and demonstrate Nepal’s commitment to FATF compliance.

Risk-Based Supervision and Enhanced Compliance

Implementing a Risk-Based Approach: Nepal must adopt a risk-based approach
to AML/CTF, in line with FATF Recommendations, to prioritize resources on the
highest-risk sectors, such as:

o Financial services, including banking, money services and remittance
providers.

o Non-financial sectors such as real estate, gold trading and precious metals.

This approach should guide the regulatory bodies to focus on areas with higher
vulnerabilities and enforce stringent compliance.

Strengthening Financial Institutions’ Internal Controls: Financial institutions
(FIs) must improve their internal AML/CTF controls, focusing on Customer Due
Diligence (CDD), monitoring of suspicious transactions and reporting
mechanisms. The central bank should enforce:

e  Strict penalties for non-compliant with AML/CTF requirements.
e Mandatory training for compliance officers within financial institutions.

o Regular audits to ensure the effectiveness of internal AML/CTF programs.
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Addressing Beneficial Ownership and Transparency

Ensuring Transparency in Ownership Structures: Nepal needs to address the
deficiencies related to transparency of beneficial ownership (Recommendation
24). Policies should be implemented to:

e Mandate the disclosure of beneficial owners in all corporate entities.

o Create a central registry of beneficial owners that is accessible to law
enforcement agencies, financial institutions and regulators to prevent the
misuse of corporate structures for money laundering and terrorism
financing.

Enforcing Sanctions for Non-Compliance: Failure to comply with beneficial
ownership requirements must result in significant sanctions, including fines,
criminal penalties, or suspension of business licenses.

Improving International Cooperation

Engaging in Bilateral and Multilateral Agreements: Nepal should actively seek
bilateral cooperation with immediate neighboring countries and multilateral
cooperation with other countries, particularly in the region, to facilitate
information sharing, mutual legal assistance and asset recovery. These
partnerships will improve cross-border investigations and help trace illicit funds.

Enhancing Cooperation with Regional Bodies: Cooperation with regional
bodies like the APG and the South Asian Association for Regional Cooperation
(SAARC), BIMSTEC etc. should be strengthened to enhance technical assistance,
share best practices and receive guidance on improving Nepal's AML/CTF
framework.

Strengthening Immediate Outcomes (10s)

Improving 10 1 (Risk Understanding and Mitigation): Nepal’s moderate rating
on 10 1 suggests that the government has some understanding of its AML/CTF
risks but needs to deepen its risk assessment capabilities. Nepal should:

e« Conduct a comprehensive national risk assessment (NRA) to identify
emerging threats and vulnerabilities, including new typologies like virtual
assets.
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e Revise the NRA regularly to reflect changes in the domestic and global
financial environment.

b.  Enhancing 10 2 (International Cooperation): While Nepal received a moderate
rating for 10 2, it must bolster its international cooperation mechanisms by:

o Strengthening mutual legal assistance frameworks with key international
financial centers and FATF-compliant jurisdictions.

e Actively participating in cross-border financial intelligence exchange,
especially with countries that are key sources of remittances or financial
flows to Nepal.

c.  Strengthening 10 6 and 7 (Financial Intelligence and AML/CTF
Investigations): For 10 6 (Use of Financial Intelligence) and 10 7 (AML/CTF
Investigations), Nepal must enhance:

o FIU capabilities to analyze and disseminate financial intelligence to law
enforcement agencies promptly.

e Collaboration between FIU and law enforcement agencies to ensure
financial intelligence leads to actionable investigations and prosecutions.

o Case management systems to track progress in AML/CTF cases from the
reporting stage through investigation and prosecution.

d. Enhancing Low-Rated Immediate Outcomes: Nepal must focus on improving
the seven IOs rated as low in effectiveness:
e 10 3 (Supervision): Strengthening the effectiveness of supervision for non-
financial institutions like real estate and precious metals dealers.

« 10 4 (Preventive Measures): Requiring more stringent preventive
measures and compliance programs within financial and non-financial
sectors.

e 10 5 (Legal Persons and Arrangements): Addressing the risk posed by
legal persons through stronger regulation and transparency in beneficial
ownership.

« 10 8 (Confiscation): Developing effective asset confiscation mechanisms
for proceeds of crime.
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« 10 9 (Terrorist Financing Prosecutions): Increasing the number and
effectiveness of prosecutions related to terrorism financing.

e 1O 10 (Terrorist Financing Preventive Measures): Strengthening
preventative measures for terrorist financing, particularly through Non-
Profit Organizations (NPOSs).

e 10 11 (Proliferation Financing): Developing and enforcing regulations to
combat proliferation financing in compliance with FATF standards.

Strengthening Public-Private Partnerships

Encouraging Collaboration with the Private Sector: The private sector,
including banks, Money Service Businesses (MSBs) and Designated Non-
Financial Businesses and Professions (DNFBPs), should be actively involved in
the national AML/CTF framework. Public-private partnerships can help identify
suspicious trends and share best practices for compliance.

Creating a Forum for Dialogue: A regular forum for dialogue between the
government, regulatory bodies and the private sector should be established to
ensure a coordinated response to emerging money laundering and terrorism
financing threats.

Raising Public Awareness

National Awareness Campaigns: Public awareness campaigns are essential to
inform citizens about the risks and penalties associated with money laundering
and terrorism financing. These campaigns can include:

e Mass media campaigns to educate the public on AML/CTF issues.

o Community outreach programs targeting high-risk sectors like remittance
providers and informal financial systems.

Encouraging Public Reporting of Suspicious Activity: Creating a national
hotline or an easily accessible online portal for reporting suspicious activities
related to money laundering or terrorism financing would encourage public
participation in AML/CTF efforts.

Tt 1¥9



9.  Strategic Use of Technology

a.  Implementing Advanced Technologies for Monitoring and Detection: Nepal
can leverage technology to enhance its AML/CTF capabilities by:

e Using Artificial Intelligence (Al) and machine learning to monitor financial
transactions and detect patterns indicative of money laundering or terrorism
financing.

o Implementing block chain technologies for secure and transparent tracking of
financial flows, particularly in high-risk sectors like remittances.

b.  Digital ID Systems for Enhanced Customer Due Diligence (CDD): A robust
digital ID (the National I1D) system can streamline customer verification and CDD
processes in financial institutions, reducing the risk of fraud and ensuring
compliance with AML/CTF standards.

Conclusion

For Nepal to avoid being placed on the FATF’s negative list, a multi-pronged approach
is required. The government must focus on legal reforms, strengthening institutional
capacities, improving compliance and transparency, enhancing international cooperation
and making strategic use of technology. At the same time, the private sector, judiciary
and public must be fully engaged in these efforts. Through these measures, Nepal can
not only meet FATF standards but also demonstrate a long-term commitment to
combating financial crimes and terrorism financing as well as proliferation financing.
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Wildlife Crime Associated Money Laundering

Atmaram Satyal*
*Director,
Department of Money Laundering Investigation
1.  Background

Wildlife crime has grown into a significant and specialized area of transnational
organized crime, driven by highly demanded and facilitated by a lack of effective law
enforcement agency, low prioritization as a serious crime, weak legislation and non-
commensurate penalties. It is highly lucrative illicit trade, with wildlife products
commanding high prices on the illicit market and global proceeds estimated to amount
to between US $7-23 billion annually.

This crime links to other forms of serious crime such as fraud, corruption, money
laundering and document /fraud. If supply chain of this money flow is disrupted, main
crime is automatically controlled. As per UNODC ‘World Wildlife Crime Report” 2020,
the transnational value chain consists of Poachers, Runners/Brokers,
Intermediaries/Dealers, Exporters/Importers, Wholesale Traders and Retailers in
wildlife crime.

Illegal Wildlife Trade (IWT) is a major transnational organized crime which generates
billions of criminal proceeds each year. IWT fuels on corruption and threatens the
biodiversity. It can have a significant negative impact on public health and economy. To
move, hide and launder their proceeds, wildlife traffickers exploit weakness in the
financial and non- financial sectors, enabling further wildlife crimes and damaging
financial integrity. Despite this, jurisdictions rarely investigate the financial trail left by
this crime

Use of Methods in lllegal Wildlife Trade in the World

A Report “Money Laundering and the Illegal Wildlife Trade” in June, 2020 published
by FATF  has mentioned various methods of Money Laundering adopted by the
Wildlife Traffickers. This includes use of front- companies to co-mingle illegal and
legal Proceeds, use of shell companies to hide beneficial owners’, ‘Trade-Based Money
Laundering (TBML), Purchase of Real Estate and Luxury goods, ‘Use of Casino
Business, Money Value Transfer Systems (MVTS) / Hawala and Other Similar Service
Providers (HOSSPs) e.g. “fei chen’”, or “hundi, use of Pre-paid Cards to Launder
Proceeds from Wildlife Trafficking” and ‘use of mobile apps to move Value for Wildlife
Crimes’ etc.
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Reasons to Use Financial Intelligence to Fight the Illegal Wildlife Trade

There are three main reasons for using financial investigations and intelligence in illegal
wildlife trade cases:

- To obtain compelling evidence of the crime, such as proof of payments made to
transport illegal wildlife products;

- To charge suspects with additional offences under anti-money laundering
legislation, which can significantly boost the success of prosecution and length of
sentencing;

- To identify and confiscate criminal assets (such as money, property and vehicles
purchased using the proceeds of crime), which can go a long way to neutralizing
the high profits associated with the illegal wildlife trade.

2. Wildlife Crime Investigation and Money Laundering in Global Arena

Wildlife crime has grown into a significant and specialized area of transnational
organized crime. The FATF has focused on ML from environment crimes as a priority
area since 2019. In 2020, FATF publishes a report on money laundering risks from
illegal wildlife trade which calls on countries to review their risk exposure to this illicit
trade.(FATF, 2020) Under its two year German presidency (2020- 22), the FATF made it
a priority to further strengthen understanding of the scale and nature of laundering from
environment crime more broadly and to share good practices on disruption tools, This
work also built on FATF’s two past reports on money laundering risks from the gold
trade(FATF 2015) and diamond (FATF 2013) respectively, as well as study by an FATF
style regional body on ML and TF linked to extractive industry on West Africa (GIABA
2019).

In Dec 2019, The UN General Assembly Resolution 74/77 of 18 called on all member
states to criminalize illicit trafficking in protecting species of wild fauna and flora and
other crimes that affect the environment such as trafficking in timber, precious metals
and other mineralize involving organized criminal groups as serious offenses (i.e,
thereby criminalizing/laundering of such crimes). The need to prevent and tackle money
laundering arising from environmental crime was further reiterated in 2019 in the UN
Secretary General Roadmap for financing the 2030 agenda for Sustainable Development
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(S.D.) which calls for accelerated action in targeting combatting illicit financial flows,
money laundering and environmental degradation (UN 2019).

Wildlife crime encompasses offenses involving animals or animal products and
associated offense known to be linked to wildlife crime. Wildlife crime offenses mainly
include the following:

o Poaching

e  Use of prohibited equipment or method
e  Transport of restricted wildlife

« Violation of seasonal restrictions

o lllegal possession of wildlife
o lllegal processing of wildlife
o lllegal export

o lllegal import

o lllegal Supply and Sale

o lllegal Consumption

o  Corruption linked to wildlife crime

o Fraud linked to wildlife crime

o Associated offenses notably include the following.
o Corruption
e Fraud

3. Wildlife Crime and Money laundering in International and National Report

Foreign criminal actors, particularly high-level Chinese and Indian brokers, dominate
criminal markets such as wildlife and drug trafficking in Nepal. Chinese nationals lead
most criminal activities in Nepal, including cyber-dependent crimes, money laundering,
human trafficking and wildlife smuggling. The private sector is also a significant factor
in criminal activity and often operates in collaboration with government officials as well
as foreign elements. Many companies involved in the extraction of stone, sand and
gravel operate without proper licenses and oversight, often because of their affiliation
with politicians. Mafia-style groups in Nepal comprise traditional criminal organizations
and newer groups affiliated with political parties. These groups engage in a wide range
of criminal activities such as extortion, racketeering, drug trading, sex work and human
smuggling and are connected to the labor-migration industry and infrastructure
investments. Even though their activities have been increasing in recent years, these
groups’ influence is limited compared to other criminal groups active in the country.
(Source- Criminality in Nepal).
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UNODC and APG has published wildlife crime and money laundering in the following
version.

Wildlife trade is a highly lucrative business, with wildlife products commanding high
prices on international illicit market. Wildlife crime has known and specialized area of
transnational organized crime. Wildlife criminal cases very often start and end with the
seizure, with limited investigations into the wider criminal network beyond the poacher
or courier. Financial investigation and anti- money laundering techniques are rarely used
in the fight against wildlife crime.

As a result, there are major gaps in the understanding of the financial flows behind
wildlife crime, which means that inadequate measures are being undertaken to mitigate
the risks of wildlife crime and associated money laundering.

An article of supply and value chains and illicit financial flows from trade in ivory and
rhinoceros horn analysis demonstrates the importance of profit as an engine for wildlife
crime. It also provides countries with a tool to monitor trends to understand if progress
is being made in disrupting the illicit financial flows related to wildlife trafficking.

Similarly, Financial Action Task Force (FATF) has studied Money Laundering and
Illegal Wildlife Trade report which focus on;

v' FATF is concerned about the lack of financial focus on the illegal wildlife trade.
v’ It is essential that jurisdiction maintain their focus on illegal wildlife trade
financial flows.

FATF, as the global standard architect on Anti-Money- Laundering (AML), Countering
Proliferation Financing (CPF) is concerned about the lack of focus on financial aspects
of this crime and has conducted this study to support jurisdictions to combat related
money laundering. The FATF standards (i.e. 40 recommendations) provide a useful
framework for jurisdictions to address these threats by strengthening their national laws,
policies and cooperation at the domestic and international level.

This is the FATF’s global report on IWT. It builds on previous studies by two of the
FATF, style regional bodies (FSRBS), work by other international bodies and recent
initiatives by the private sector. This study by the FATF makes a unique contribution by
assessing the money laundering aspects of wildlife crime and by demonstrating how
jurisdictions should apply the FATF standards to combat IWT. The finding in this report
based on the inputs from around 50 jurisdictions across the FATF Global Network, as
well as expertise from the private sector and civil society.

1¥% Eepe i




This study highlights that jurisdictions should view the proceeds generated by IWT as a
global threat, rather than as a problem only for jurisdictions where wildlife illegally
harvested, transited or sold. In particular, criminals are frequently misusing the
legitimate wildlife trade, as well as other import- export type business as a front to
move and hide illegal proceeds from wildlife crimes.

APG-UNODC research report,2017 has published titled “Enhancing the Detection,
Investigation and Disruption of Illicit Financial Flows From Wildlife Crime”. It was
initiated following the Asia/Pacific on money laundering (APG) typologies and capacity
building workshop which was held in Nepal in 2015 and the break out session that
focused on financial flows from wildlife crime. From this event, it was clear that very
little was known about how the proceed from wildlife crime in the APG region moved,
who was involved, how the trafficking in wildlife was financed and what routes and
methods these money movement followed

Issues and Challenges Wildlife Crime Based Money Laundering

Many institutions are playing positive role for curbing wildlife crime and anti-money
laundering scope from global to local level. There are major issues and challenges in the
area of wildlife crime associated money laundering in the both global and national
scope.

e Although there are more than 70,000 wildlife crime cases pending in various
courts, only few cases are being investigated under Prevention of Money
Laundering Act.

o How to cooperate with local, provincial and state investigators cooperate with
federal law enforcement officers in federal structure of country.

o Early and close cooperation between relevant agencies such as police, army,
prosecutor, civilian and investigation officer.

e  Priority function of the government could not be in this domain and little effort
has been given.

o« UNODC world wildlife crime report 2020 stated that environment crime is a
higher money laundering threat of Nepal because of source and transit
jurisdiction for illegal wildlife trade.

« 2" National Risk Assessment of Nepal showed that environment crime is in
medium threat for money laundering.

e Porous border, less trained staff on money laundering training for wildlife
officers, weak coordination between law enforcement agencies within Nepal
and inadequate guidelines on wildlife crime-based money laundering and poor
equipped logistic support make poor performance in the wildlife crime arena.
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New amendment of Money Laundering Act 2064 and Money Laundering
Regulation, 2081 has to be internalized by the Department of National Park
and Wildlife Conservation and needs to investigate in the area of wildlife
crime-based money laundering has become issue.

To bring synergic result from the international and domestic institutions which
are working in wild-life conservation.

Strengthening the capacity of criminal justice system of Nepal is a major issue.
Understanding about trends, patterns, networks and financial flows of illicit
wildlife trade in Nepal is very limited.

No. financial data found in regard to illicit financial flows from Wildlife crime
in Nepal.

Mutual evaluation report from APG for Nepal shows that the threat level of
environment crime may be higher than medium threat.

There have been very few attempts to “follow the money trail” by freezing and
ultimately confiscating the proceeds of wildlife and forest crime and
identifying and criminalizing those who funds wildlife and forest offences or
profit from them(only 2 cases are filed on environment crime to this date from
DMLI).

4.  Ways to Mitigate Wildlife Crimes

Major following points to be considered from policy and operational level agencies to
curb the wildlife crime-based money laundering from the international experience as
well as national understanding.

4.1 Financial Intelligence Unit (FIU) can get involved in supporting financial into
wildlife crime through —

a.
b.

C.
d.
e.

Tracking the financial flows associated with seized and confiscated goods.
Identifying the financial flows networks and shell companies involved in
wildlife crime.

Identifying payment mechanisms and money laundering techniques.
Analyzing the flow of wildlife crime proceeds

Detecting illicit wildlife activities by analyzing suspicious transaction
reports and other financial intelligence.

4.2 Open Source Intelligence (OSINT) can help for investigation officer to identity
the criminal actor on those regimes by the following tools and techniques.

a.
b.
c.

Check puppet account
Judge temporary and permanent mail of person or institution.
Yandex recognize and translate text from an image or photo.
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4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

411

d.  FaceCheck.ID face recognition search engine helps to search for people by
photo and verify you are talking to the person they claim to be.

e.  Awho isdomain lookup allows to trace the ownership and tenure of a
domain name.

f.  True caller seeks to identify who is calling and blocking unwanted calls and
texts. Epieos search engine that allows you to perform an email or a phone
reverse lookup, find related google reviews and many other things.

Jurisdiction should institute multi-agency cooperation as a common practice for
combatting wildlife crime, involving police, customs, environmental authorities,
FIU, staffs prosecutor and other relevant agencies.

As far as appropriate and feasible, practitioners should use informal networks for
international information sharing and exchange of good practices should be
common practice.

Wildlife and forest crime needs to be addressed through a coordinate and multi-
sectoral approach.

Final mutual evaluation report for Nepal from APG should be internalized from
government and make a holistic plan for addressing critical issues and
environment crime specifically.

To prevent further environmental degradation resulting from the illegal
exploitation and trade of wildlife and other natural or polluting resources, it is
essential to “follow the money” in investigation.

Jurisdiction should enact national legislation that enables wildlife crime to be
treated as serious and organized crime according to UNOTC. Penalties (both
monetary and deprivation of liberty) should be comparable to those handed down
for other serious crime such as drug trafficking.

Jurisdiction should conduct parallel financial investigations alongside those into
transnational wildlife crimes.

formulating effective countermeasures, it is vital the locality patterns of wildlife
and forest crime and the concerns of local communities be recognized and
integrated into policy and legislation.

Jurisdictions should properly identify cases and understand their money
laundering and terrorist financing risk associated with wildlife crime and apply an
appropriate risk based approach to ensure that preventive measures are
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4.12

4.13

4.14

4.15

4.16

4.17

commensurate with the wildlife crime risks. Jurisdictions should ensure that
domestic legislation and procedure allow the use of alternative offences to pursue
wildlife crimes and enable wildlife crime to be considered a predicate offence
money laundering so that AML tools can be used.

Removing opportunities for corruption, tracing illicit financial flows and
confiscating the proceeds of crime will help to dismantle the criminal individuals
and organizations that are exploiting the planet for personal gain.

FATF Report of Money Laundering and Illegal wildlife trade recommends the

following points.

e Jurisdictions should consider the financial flows associated with IWT
proportionate to risk.

o Provide all relevant agencies with necessary mandates and tools to conduct
successful financial investigations into IWT.

e Improve coordination between authorities responsible for conducting
financial investigations to ensure authorities more regularly exchange
information and follow the financial trail.

o Cooperate with other jurisdictions, relevant organizations and the private
sector to combat IWT.

o Clear agreements or protocols are needed to define the respective
jurisdictions.

e Mutual legal assistance can support to the investigation and take action for
criminal and its associated asset located in and outside the country.

Study of FIU Nepal on the red flag and typologies of environment crime helps to
wildlife investigator for working this scope. Similarly, INTERPOL and CITES
Report, SAWEN and UNODC report can be vital document to combat wildlife
crime and money laundering area.

Using forensic account finds the link among transactions between and among the
parties involved in the wildlife crime.

The financial flows generated by environmental crime would be integrated within
large criminal network.

An article of supply and value chains and illicit financial flows from trade in ivory
and rhinoceroses’ horn has provided countries with a tool to use in financial flows
related to wildlife crime. So, countries should apply those tools in practice to
disrupt the illicit financial flows in this domain.
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4.18 FATF’s global report on Illegal Wildlife Trade (IWT) study highlights that
jurisdictions should view the proceeds generated by IWT as a global threat, rather
than as a problem only for jurisdictions where wildlife illegally harvested,
transited or sold. In particular, criminals are frequently misusing the legitimate
wildlife trade, as well as other import- export type business as a front to move and
hide illegal proceeds from wildlife crimes.

4.19 An effective crime justice responses to wildlife crime requires; political will,
adequate enforcement power for law enforcement agencies tasked with wildlife
crime, sufficient resources and expertise for law enforcement agenesis as well as
prosecution services and courts, coordination (international), cooperation between
law enforcement agencies and integrity of law enforcement officers, prosecutors
and judges. Training for Judges, prosecutor and Investigation officer on
environment crime can take success rate in the court domain.

Conclusion

FATF report on money laundering and illegal wildlife trade, APG published report-
focused on environment for Nepal, domestic report of Department of National Park and
Wildlife Conservation (DNPWC) and Department of Money Laundering Investigation
report, INTERPOL study, CITES recommendation, periodic plan of Anti-money
laundering and counter terrorism of Nepal, National Risk Assessment and APG
published report for Nepalese jurisdiction should be considered while working wildlife
crime associated money laundering plan and operations. All sector and level of
commitment from government and civil society at national, regional and global level
can only mitigate wildlife crime associated money laundering in a sustainable way. This
helps not only for protection of wildlife but also for sustainability of natural resource
system.
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Money Laundering Issues in Nepal:
Current Status and the Way Forward

Sabitra Sharma Dhungana*
*Director,
Department of Money Laundering Investigation

Abstract

Money laundering represents not only a violation of legal statutes but also an insult to
ethical society. The consequences of money laundering extend beyond individual
criminal acts; it poses significant risks to economic stability and integrity
undermining legitimate businesses and facilitating further criminal activities. Nepal's
porous borders are a significant ML risk having a strong nexus to domestic and
foreign predicate offences such as narcotics trafficking, gold and cash smuggling and
environmental crime.

APG’s Mutual Evaluation Report (2023) has outlined the key area of actions to
improve the Anti-Money Laundering (AML) issues prevalent in Nepal. The scale of
money laundering, sources of illicit money and their impacts, legal and institutional
set up and execution of international obligations etc. are the major challenges in AML
sector of Nepal. This article has outlined the various dimensions and focused efforts in
the section of way forward as a pathway to gray to green zone.

1. Introduction

Money laundering is a complex financial crime that involves the process of making
illegally obtained money appear legitimate, enacted strict. It is a way to disguise the
criminal origin of funds, cash or property. The term is commonly used to describe the
methods employed by individuals or organizations to disguise the origins of illicit
funds, typically acquired through activities such as drug trafficking, corruption, fraud or
other criminal enterprises.

The Financial Action Task Force (FATF) defines money laundering as ‘the process of
making the proceeds of crime appear legitimate’. This involves; converting or
transferring property that is known to be the proceeds of crime, concealing the illicit
origin of the property, helping someone avoid the legal consequences of their actions.

The primary objective of money laundering is to obscure the source of funds so that
they can be utilized without drawing attention from law enforcement agencies. This
illicit activity generally-money laundering (ML) laws aimed at detecting and preventing
the illicit practice. In summary, money laundering represents not only a violation of
legal statutes but also an insult to ethical society. Its implications extend beyond
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individual offenders; they resonate throughout economies and communities at large,
necessitating severe measures for its prevention and detection in three distinct stages:
placement, layering and integration.

The implication of money laundering extends beyond individual criminal acts; it poses
significant risks to economic stability and integrity undermining legitimate businesses
and facilitating further criminal activity. Consequently, governments worldwide have
enacted stringent aimed at preventing money laundering and ensuring that financial
institutions implement robust Anti-Money Laundering (AML) measures.

Hence, money laundering encompasses both its procedural elements: placement,
layering and integration and its broader implications for society at large. As our global
economy becomes increasingly interconnected, realizing this phenomenon remains
crucial for maintaining lawful financial practices and protecting economic systems from
abuse.

Money laundering poses significant challenges to the stability and integrity of financial
systems globally and Nepal is no exception. Over the years, the country has faced
various issues related to money laundering, which have implications for its economic
development and international standing. This article explores the current status of
laundering in Nepal concerning the Financial Action Task Force (FATF) and
Asia/Pacific Group on Money Laundering (APG) and paves potential strategies for
moving towards a "Green Zone" status.

2. Current Status of Money Laundering in Nepal
General Status

Nepal's geographic nestled between two economies, India and China along with its
unique socio-political landscape, makes it vulnerable to money laundering activities.
The Federal Democratic Republic of Nepal (Nepal) is a lower-middle-income
jurisdiction with a GDP of 40.91 billion USD (in 2023) and Nepal's economy is
primarily based on the agriculture and service sectors. Nepal is bordered by India to the
south, east and west and China to the north. In Nepal corruption, tax evasion and
human trafficking are the highest ML threats with the greatest potential to generate
proceeds and produce negative economic and social impacts. Nepal’s porous borders are
a significant ML and PF risk having a strong nexus to domestic and foreign predicate
offences such as narcotics trafficking, gold and cash smuggling and environmental
crime. Key vulnerable sectors include banking, cooperatives, dealers in precious metals
and stones (DPMS), casinos and remittance providers. Hundi is also prevalent in Nepal.
Nepal is not a global or regional financial center. The size and make-up of Nepal’s
economy and financial sector is less attractive to laundering of foreign proceeds, except
in relation to casinos along Nepal’s border. Nepal has not experienced any acts of
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international terrorism in the period under review. Nepal’s porous border region is a key
risk factor in the nexus to regional terrorism and Terrorist Financing (TF) or
Proliferation Financing (PF) activities. Some of the reports suggest that Nepal may be
used as a transit or performing point for regional actors to commit terrorist activities,
however, it might not be targeted towards Nepal. Nepal’s domestic insurgency/terrorism
and TF threat has significantly declined in recent years, but there are still small scale
incidents directed at the Government and/or other political targets.

Nepal’s Status with FATF and APG

Nepal's AML efforts have drawn attention both FATF and APG. In 2019, Nepal was
placed on an "increased monitoring™ list by FATF due to deficiencies in its AML
framework. The country has made commitments towards addressing these deficiencies
but continues facing challenges related specifically to enforcement measures against
high-risk sectors. The APG has conducted mutual evaluations that highlighted areas
needing improvement such as risk assessment mechanisms, Customer Due Diligence
practices; however, progress is observed with ongoing reforms aimed at compliance
with international standards. Despite some advancements in legal frameworks like
enacting the Anti-Money Laundering Act, the pace which these changes translate into
effective practice remains slow.

On the other hand, APG has outlined the following Key findings of AML/CFT measures
placed in Nepal as at the date of the on-site visit 5 to 16 December 2022. We can take
these finding as our strengths to comply the priority actions.

a) Nepal completed its second National Risk Assessment (NRA) in 2020, and,
overall, competent authorities and the private sector have a varied and developing
understanding of ML risks and a limited understanding of TF risk. The National
Coordination Committee (NCC) is overseeing Nepal’s national AML/CFT policies
and implementation, which are focused on strengthening Nepal’s AML/CFT
legislative frameworks and institutions, building the capacity of relevant
competent authorities and operational activities targeting Nepal’s highest threats
and vulnerabilities. However, high level commitment, greater resources,
operational-level prioritization and cooperation is needed for Nepal to effectively
combat its ML and TF risks.

b)  The Financial Intelligence Unit (FIU) is housed within the Nepal Rastra Bank
(NRB) with good resources, strong operational independence, policies and
procedures for all its functions and memorandum of understandings (MOUS) with
relevant agencies. The FIU is making significant efforts to enhance all FIU
functions through the ongoing implementation of goAML, but Financial
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d)

f)

9)

Institutions® (FIs) STR reporting needs improvement and there is no reporting
from Designated Non-financial Businesses and Professions (DNFBPs). Key LEAs
are making reasonable use of financial intelligence.

The Department of Money Laundering Investigation (DMLI) is the sole ML
investigative agency. While referrals to DMLI are not fully consistent with
Nepal’s risk profile, it has investigated 58 ML cases with 45 prosecution cases and
32 natural persons convicted of ML. The vast majority of these convictions are
self-laundering related to banking offences, which are rated high-risk in the 2020
NRA and are predicate crimes of focus in the National Strategy and Action Plan.
However, Nepal has few ML investigations, prosecutions and convictions for
other high-risk predicate crimes.

Nepal is pursuing some high-level confiscation-related policy objectives.
However, this is yet to translate into institutional-level policies and procedures by
Law Enforcement Agencies (LEAS), or confiscation results in line with Nepal’s
risks as the value of recovered confiscation orders is low. Nepal has ten successful
non-conviction based confiscation cases related to ML.

While Nepal has two TF cases, Nepal has a limited ability to identify potential TF
in line with its risks mainly due to non-integration of TF into Nepal’s broader
counter-terrorism strategies, lack of operational-level cooperation and non-
recognition of the financing of domestic political activities having the elements of
terrorism as TF.

Nepal’s legal framework to implement Targeted Financial Sanctions (TFS) has
moderate shortcomings in regards to TF and major shortcomings with regard to
PF. Fls displayed a varying understanding of their TFS obligations with
commercial banks, large development banks, large non-bank remitters and other
larger Fls conducting automated screening. Other FIs and all DNFBPs are not
conducting adequate TFS screening. No funds have been frozen pursuant to
UNSCRs.

Nepal has a multi-supervisor model for both Fls and DNFBPs. For commercial
banks, the NRB implemented a new framework for risk-based AML/CFT
supervision in 2021 with some sanctions imposed based on recent AML/CFT
supervision activities. For all other FI AML/CFT supervisors, understanding of
risks and implementation of risk-based supervision is in its early stages. DNFBP
AML/CFT supervision has not commenced. In line with this, commercial banks
and some larger FIs understand their AML/CFT obligations and are applying
CDD and record keeping requirements, but there are challenges associated with
Beneficial Ownership (BO) and Politically Exposed Persons (PEPS).
Implementation of all AML/CFT preventative measures in all smaller Fls is less
advanced. DNFBPs implementation of preventive measures is negligible.
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h)

3.

Nepal has major shortcomings in its implementation of Recommendation 24 and
25. BO information is not available from Nepal’s registrars. Where LEAs may be
seeking BO information from commercial banks (and other Fls if it is collected),
it is unlikely to be accurate or up-to-date.

Nepal provides Mutual Legal Assistance (MLA) in response to incoming requests
with approx. 32% of requests executed in a somewhat timely manner. Nepal
averages approx. 12 outgoing MLA requests per year. In line with Nepal’s risk and
context, Nepal and India have a five-level border security cooperation and
coordination mechanism, which is actively used to coordinate and exchange
information on border-related criminal activities.

Issues of Money Laundering in Nepal

Money laundering is a significant issue in Nepal, posing challenges to the nation's
financial integrity, economic stability and governance. Some key aspects of the issue are
mentioned below:

1.

Scale of Money Laundering

Nepal is vulnerable to money laundering due to its cash-driven economy, porous
borders with India and China and weak institutional frameworks. Sectors like real
estate, gold trade and informal money transfer systems (e.g, Hundi) are often
exploited for laundering illicit funds.

Sources of Illicit Money
o Smuggling: Nepal's porous borders facilitate smuggling of goods, gold and
drugs, contributing to unaccounted wealth.
e Corruption: Misuse of public funds and bribes are major sources of
laundered money.
e Human Trafficking: Proceeds from trafficking often enter Nepal's informal
financial system.
o Tax Evasion: Businesses and individuals frequently underreport income to
evade taxes, funneling unreported money into laundering schemes.
Impacts

e Economic Instability: Money laundering distorts fair competition, disrupts
market equilibrium and discourages legitimate businesses.

e Loss of Revenue: The government loses significant revenue due to tax
evasion and illicit money flows.

e Increased Corruption: Illicit money strengthens the nexus between
criminals and corrupt officials.
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« International Concerns: Nepal risks being seen as a haven for illicit
financial activities, which could harm foreign investment and international
relations.

4.  Legal and Institutional Framework

Nepal has enacted Anti-Money Laundering (AML) laws, including:

e Asset Laundering Prevention Act, 2008: Mandates reporting of suspicious
transactions and enforces penalties for money laundering activities.
e Anti-Money Laundering Department: Oversees compliance and
enforcement.
o Financial Intelligence Unit (FIU): Operates under Nepal Rastra Bank to
monitor suspicious financial activities.
5.  Challenges

e Weak Enforcement: Lack of proper implementation of AML laws and
limited resources for enforcement agencies.

o Limited Awareness: Public and financial institutions often lack awareness
of AML regulations.

o Informal Economy: A large informal sector makes tracking financial flows
difficult.

e Border Control Issues: Inefficient border management allows unchecked
smuggling and cash flow.

o Judicial Bottlenecks: Prosecution and conviction rates for money
laundering cases remain low due to weak evidence gathering and legal
loopholes.

6. International Pressure

Nepal is under scrutiny from international organizations like the Financial Action
Task Force (FATF) and Asia/Pacific Group on Money Laundering (APG). These
bodies push for compliance with global AML standards. As a member of various
international treaties aimed at controlling the PF related actions such as the Treaty
on_the Non-Proliferation of Nuclear Weapons (NPT), Nepal holds a
responsibility not only towards its own citizens but also towards global security
frameworks.
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7.

4.

Major Factors of Contribution

The main factors contributing to this issue include are as following:

e Weak Regulatory Framework: Although there have been efforts to
strengthen regulations around Anti-Money Laundering (AML), enforcement
remains inconsistent due to a lack of resources and training among law
enforcement agencies.

e  Corruption: Corruption within both public institutions and sectors creates
avenues for illicit financial flows.

o Informal Economy: A significant portion of the Nepali economy operates
informally, making it challenging to track financial transactions effectively.

o Limited Awareness: There is generally low awareness among citizens about
money risks, which can perpetuate illegal practices.

o Cross-Border Transactions: High volumes of remittances from abroad can
complicate monitoring processes, making it easier for illicit funds to be
laundered through legitimate channels.

Way Forward: Strategies Towards Achieving ‘Green Zone Status’

APG has recommended some priority actions for the crucial achievements in AML
ICFT process. Some achievements have also been going forward under the priority
actions. These are mentioned under each areas respectively:

1.

Nepal should pass the Amendments to Some Laws relating to AML and Business
Promotion Bill. When passed, Nepal should expedite implementation and
significantly enhance the capacity of impacted competent authorities to undertake
their new and/or modified AML/CFT functions e.g. Cooperative Act, 2074, Assets
(Money) Laundering Prevention Act, 2064 and Assets (Money) Laundering
Prevention Regulation, 2081. Recently some Nepal Acts Related to Improving
Economic and Business Environment and Enhancing Investments (2025) is
amended and Land Act 1964, the Forest Act 2019 and the National Park Act 1973
are halted right now, to be amended.

Nepal should enhance public and private sectors’ understanding of Nepal’s ML/TF
risks by updating its TF risk assessment, assessing the ML/TF risks associated
with legal persons and arrangements and by conducting more focused ML risk
assessments on corruption, tax evasion, human trafficking, narcotics offences,
environmental crime and border-related crimes e.g. MOU with different 25
agencies.

LEAs and Investigative Authorities and the Office of the Attorney General (OAG)
should prioritize the investigation and prosecution of ML associated with all high-
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10.

risk predicate crimes at a level consistent with Nepal’s overall ML risk e.g.
additional LEAs are introduced under the amendments of ALPA, 2064

NRB’s new AML/CFT Supervision Division should be appropriately resourced to
deliver supervision across all NRB supervised FI sectors. Supervision should be
risk-based and prioritized for commercial banks and other higher risk FIs
supervised by NRB.

Nepal should significantly enhance risk-based AML/CFT supervision of
cooperatives, casinos, DPMS and real estate agents.

Nepal should implement TFS for TF without delay and ensure TFS
implementation by Fls and DNFBPs.

The FIU’s goAML division should be given additional human and financial
resources to expedite full adoption and operation of goAML. The goAML section
of Nepal is the Financial Information Unit's (FIU) use of goAML software to
report suspicious transactions, e.g. In Nepal The FIU is an independent body that
receives, analyzes and shares information about suspected money laundering and
terrorist financing. goAML is fully implemented in A, B & C class Banks and
Financial Institutions (BFIs). FIU-Nepal has planned to integrate other major
Reporting Entities (RES) such as insurance companies, securities companies,
remittance companies etc.

Nepal should significantly enhance implementation of all preventative measures
(and address TC gaps) by conducting a range of activities (including sanctioning
where appropriate) to ensure all FIs and DNFBPs enhance their application of
risk-based CDD and enhanced or specific measures (focused first on PEPs and
BOs), apply mitigating measures commensurate with their risks, enhance FIU and
regulatory reporting and apply internal controls.

The Department for Management of Proceeds of Crime (DMPC) should receive
significantly greater human and institutional resources to undertake its function
and receive cooperation and coordination from all competent authorities to
enhance Nepal’s ability to effectively deprive criminals from their ill-gotten gains.
Nepal should streamline its MLA response coordination mechanisms; and
establish policies, procedures and SOPs that support LEAs and Investigative
Authorities to prioritize the use of MLA and other forms of international
cooperation in ML/TF and high risk predicate crime cases.

In addition to above actions, for the alteration of increased monitoring back into a
satisfactory level or compliant status within global frameworks such as that established
by FATF/APG requires focused efforts across various dimensions:

1.

Ening Legal Frameworks:
o  Continue refining existing laws related to AML/CFT (Counter Financing
Terrorism) while ensuring alignment with standards.
« Enhance penalties for non-compliance or violations associated with money
laundering cases significantly deter potential offenders.
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2.

3.

Capacity Building & Training

Invest substantially in training programs aimed at law enforcement officials
regarding AML regulations so they can effectively investigate suspected
cases.

Encourage continuous professional education for stakeholders including
banks & financial on compliance requirements.

Strengthening Financial Institutions:

Modernize financial systems to reduce reliance on cash and encourage
transparency.

Addressing money laundering in Nepal requires robust policy measures,
strengthened institutions and collaboration at national and international
levels.

Banks and financial institutions should implement robust internal
compliance mechanisms to detect and report suspicious activities. This
includes enhanced Customer Due Diligence (CDD) measures, transaction
monitoring systems and regular audits.

Make use of technology such as Artificial Intelligence and machine learning
to identify patterns indicative of money laundering more efficiently.

Increasing Public Awareness

Conduct nationwide awareness campaigns aimed at educating citizens about
the risks associated with laundering and the importance of reporting
suspicious activities.

Communicate with civil society organizations to promote community
engagement in reporting financial crimes.

International Collaboration:

Engage more actively with international partners for knowledge sharing,
training opportunities and technical assistance in AML/CFT practices.
Foster relationships with neighboring countries like India and China to
enhance cross-border cooperation aimed at combating money laundering.

Risk Assessment & Monitoring:

Implement a comprehensive national risk assessment process that identifies
specific vulnerabilities within Nepal’s economy related to money
laundering.

Regularly update risk assessments based on emerging trends or shifts in
illicit financial flows.

Collection & Analysis of AML/ CFT Data

Develop a centralized database for tracking AML efforts across various
sectors which can help streamline information sharing among law
enforcement agencies, regulatory bodies and financial institutions.
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8.  Enhance Political Will & Governance Reforms:

o Demonstrating strong political will by prioritizing anti-corruption
initiatives; ensuring accountability within public offices can bolster efforts
against money laundering.

o Establish independent oversight mechanisms that hold government officials
accountable for any malpractices related to AML.

Conclusion

The journey towards reducing money laundering issues in Nepal is multi-layered but
not in a stage of overcome. By enhancing legal frameworks, building capacity within
institutions, raising public awareness, fostering international collaboration as well as
leveraging technology effectively; Nepal can improve its standing concerning
FATF/APG evaluations and eventually aspire towards achieving "Green Zone" status.
Continued commitment from all stakeholders; government bodies, civil society
organizations and the private sector, is crucial for creating an environment conducive to
integrity. A collective approach will play a vital role not only for safeguarding economic
stability but also for the overall development trail of this beautiful Himalayan nation.
Changing Nepal’s global reputation positively while ensuring long-term prosperity
among growing complexities associated with money launder threats will require out-
and-out resolution and collaborative action moving forward.
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AML CFT Supervision Regime in Nepal Rastra Bank
Abhiyan Upadhyay*
*Deputy Director
Money Laundering Prevention Supervision Division

Anti-money Laundering (AML) and Countering the Financing of Terrorism (CFT) are
emerging concepts in Nepal and have been seen with great interest in the financial
sector of Nepal for the past few years. AML/CFT regime in a country is guided by
various factors. An appropriate supervisory mechanism is one of the major building
block for an effective and enforceable AML/CFT regime. Accordingly, Nepal Rastra
Bank (NRB), a central bank that regulates and supervises different kinds of entities, has
been engaged in regulation and supervision with specific regard to Money
Laundering/Terrorist Financing.

Overview for ML/TF Supervision in NRB

To understand ML/TF supervision regime in NRB, one has to delve into the
organizational structure and various entities supervised or regulated through various
departments. The following table helps us to understand various prudential regulatory
and supervisory departments under NRB and various reporting entities under those
departments.

Requlator Prudential
S.N. g y Supervisory Reporting Entities
Department
Department
1 Banks and Financial Bank Supervision A Class Commercial
Institutions Department (BSD) Banks
Regulation Infrastructure
Department (BFIRD) Development Bank
2 Banks and Financial Financial B Class Development
Institutions Institutions Banks
Regulation Supervision C Class Finance
Department (BFIRD) | Department (FISD) Companies
3 Banks and Financial Microfinance 1. D Class Microfinance
Institutions Institutions Institutions
Regulation Supervision
Department (BFIRD) | Department (MISD)
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4 Banks and Financial Non-Bank Financial | 1.  Hire Purchase Loan
Institutions Institutions Providing Companies
Regulation Supervision 2. Cooperative Bank
Department (BFIRD) | Department

: (NBFISD) S HIDFL -

5 Foreign Exchange 1.  Remittance Companies
Management (Foreign Currency)
Department (FEMD) 2. Money Changers

6 Payment Systems Payment Systems 1.  Payment System
Department (PSD) Department (PSD) Operators (PSOs)

2. Payment Service
Providers (PSPs)

In order to perform, AML/CFT specific supervision of all the above reporting entities,
Money Laundering Prevention Unit was established within Bank Supervision
Department on March 2020, in the dawn of Nepal's Mutual Evaluation Process. The unit
was expanded to work as separate division within Bank Supervision Department since
Mid-January 2023 and since Mid-July 2024, the division, namely Money Laundering
Prevention Supervision Division has been functioning independently.

In addition to the above NRB licensed or regulated entities, NRB has been entrusted as
a regulatory body of Employees Provident Fund (EPF), Citizens Investment Trust (CIT)
and Postal Savings Bank (PSB) (currently all the units of PSB have been merged with
Rastriya Banijya Bank) on AML/CFT issues vide decision of Council of Ministers on
2075 Kartik 25. Such delegation of power has been made under Section 7na of the Asset
Laundering Prevention Act, 2064.

Also, NRB is the regulatory body of A Class Commercial Banks, B Class Development
Banks, C Class Finance Companies, D Class Microfinance Institutions, Infrastructure
Development Bank, Remittance companies, Money changers, Payment Service
Providers, Payment System Operators, Cooperative Bank and Hire purchase loan
providing companies through provisions under Nepal Rastra Bank Act (2058), Banks
and Financial Institutions Act (2073), Foreign Exchange Regulation Act (2019) and
Payment and Settlement Act (2075).

Further, Annexure 2 of the National Strategy and Action Plan on prevention of fiscal
investment on money laundering and terrorist financing (2076-81), an important
document that sets specific strategies and action plan to develop a robust AML/CFT
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framework in Nepal, specifically mentions NRB as the regulator of following entities
under AML/CFT regime:

1. A B, Cand D Class Financial Institutions
Remittance Companies

Money Changers

Payment Service Providers (PSPs)
Employees Provident Fund

Citizens Investment Trust

Public Debt and Securities

© N o g &~ w D

Other institutions licensed by NRB

Some of the entities mentioned in the previous table that are not explicitly mentioned in
the Annexure are implicitly covered under 'other institutions licensed by NRB'.

Applicable laws and regulations on ML/TF Supervision (Technical Compliance)

Asset (Money) Laundering Prevention Act, 2064(2008) and Asset (Money) Laundering
Prevention Rule (2081) are pivotal documents to shape ML/TF prevention regime in
Nepal. Section 7na. of the Asset (Money) Laundering Prevention Act, 2064 (2008)
contains provisions on determining regulators and supervisors for reporting entities and
Section 7pa of the same act mentions roles, responsibilities and rights of regulatory
bodies. Chapter 3 of the Asset (Money) Laundering Prevention Rule (2081) further
emphasizes on roles, responsibilities and rights of regulatory bodies.

For an effective AML/CFT regime, NRB has issued various directives that are
enforceable by law. BFIRD has issued numerous sectoral directives to various regulated
entities as follows:

o Directives to A, B and C Class financial institutions on AML/CFT issues in
directive number 19.

o Directive to D Class Microfinance Institutions on AML/CFT issues in directive
number 18.

o Directive to Infrastructure Development Banks on AML/CFT issues in
directive number 17.
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e Directive to EPF and CIT on AML/CFT issues.

o Directive to Hire purchase loan providing companies on AML/CFT issues.

FEMD has dedicated directive number 27 to money changers and remittance companies
so as to effectively comply with AML/CFT measures. PSD has also issued directive
number 14 to PSPs and PSOs (other than Banks and Financial Institutions) to comply
with AML/CFT measures.

These directives are instrumental to shape ML/TF prevention regime in reporting
entities that are regulated by NRB. However, without adequate supervision of reporting
entities these regulations are ineffective and inefficient to obtain goals of prevention of
ML/TF. So, for conducting supervision of A, B, C, D class financial institutions and
infrastructure development banks, '‘Manual for Supervision and Inspection of Banks and
Financial Institutions on Anti Money Laundering and Countering the Financing of
Terrorism, 2020' has been prepared and approved to guide supervisors of those entities
to adopt appropriate supervisory tools. Inspection and Supervision Bylaws (2074),
Foreign Exchange Transaction Licensing and Inspection Bylaws (2077), Money
changer Licensing and Inspection Bylaws (2077) and Payment System Inspection and
Supervision Bylaws (2078) are some of the important documents necessary for
documenting and streamlining efforts on ML/TF supervision regime in NRB.

Further, 'AML/CFT Risk based supervision manual for PSPs and PSO 2080 to
supervise PSPs and PSOs and 'A Manual for AML/CFT supervision of Remittance
Companies 2024' are recent supervisory manuals to guide supervisors in conducting
specific supervision of relevant reporting entities. All supervisory manuals have offsite
and onsite supervisory frameworks.

Evaluating and assessing the effectiveness of supervision (Effectiveness)

Financial Action Task Force (FATF), an inter-governmental body whose objectives
include setting standards to combat money laundering, the financing of terrorism and
the financing of proliferation of weapons of mass destruction and supporting the
implementation of these standards, has issued 40 recommendations in 2012 and
methodology for assessing compliance in 2013. These documents help assess the overall
AML/CFT regime of a country. Specifically, to improve supervisory practices of
financial institutions, FATF has issued two recommendations: Recommendation 26
(Regulation and Supervision of Financial Institutions) and Recommendation 27 (Power
of supervisors). Similarly, to assess supervisory practices of regulatory authorities,
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FATF has a measurement approach mentioned in Immediate Outcome number 3 where
supervisors should appropriately supervise, monitor and regulate financial institutions
for compliance with AML/CFT requirements commensurate with their risks.

Further, Basel Committee on Banking Supervision (BCBS) has issued ‘Core principles
for effective banking supervision to standardize and guide central bankers on effective
banking supervision practices. Principle 8 prescribes the supervisory approach to be
adopted and principle 9 emphasizes the supervisory techniques and tools. A more
relevant principle with regard to AML/CFT is principle 29 which elaborates on the
abuse of financial services, which comes alongside ML/TF risks.

These two guiding documents- FATF recommendations and core principles issued by
BCBS- are instrumental to evaluate the efficiency of ML/TF supervision, identify the
focus areas and adopt necessary changes in supervisory mechanism.

It is important to note that Nepal's recent Mutual Evaluation rating concluded Low level
of effectiveness in Immediate Outcome 3, which indicated that the Immediate Outcome
is not achieved or achieved to a negligible extent and fundamental improvements are
needed.

With respect to NRB, the report has provided following Recommended Actions in order
to strengthen AML/CFT supervisory regime:

e NRB’s new AML/CFT Supervision Division should be appropriately resourced
to deliver supervision across all NRB supervised FI sectors. NRB should
continue to embed and refine its risk-based supervision framework for
commercial banks. This framework should also be leveraged to develop risk-
based supervision across all NRB supervised sectors, with the frequency and
intensity of offsite and onsite supervision determined on the basis of risk.

o Nepal should address legal/technical deficiencies relating to market entry and
fit and proper requirements and actively prevent criminals and their associates
from ownership or management of Financial Institutions. This should prioritise
higher risk sectors such as commercial and development banks.

e All supervisors should apply proportionate and dissuasive sanctions for
AML/CFT noncompliance. Casinos should also be sanctioned for engaging in
illegal foreign currency or Money Value Transfer Service (MVTS) transactions
in violation of the FERA.




e For the MVTS sector, Nepal should continue to promote and incentivise
remittance through formal channels, while identifying and applying
proportionate and dissuasive sanctions to illegal MVTS providers/hundi.

e Sector and cross-sector vulnerability analysis should be undertaken to increase
understanding of risks including with cash transactions, foreign currency
transactions, legal persons and arrangements, hundi, casinos, real estate,
precious metals or stones and cross-border activities.

Way forward

In line with the recommended action, NRB has been continuously striving for a robust
supervisory system through the newly established division. Also, requirements of fit and
proper tests are being comprehensively reviewed to align with the international
standards. Application of sanctions for non-compliance is being prioritized. Even with
the limited resources, the activities being taken by the NRB are instrumental and leads
the financial sector to pave way for other supervisors.
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Digital Payment Systems: A New Avenue for

Money Laundering?

- Dr. Newal Chaudhary*
Advocate at Supreme Court of Nepal,
Assistant Professor at Nepal Law Campus, Kathmandu.

Abstract:

The rise of digital payment systems has revolutionized financial transactions globally,
providing unprecedented convenience and speed. However, this technological
advancement has also opened new channels for illicit activities, including money
laundering. This article explores the intersection of digital payment systems and
money laundering, examining how these platforms, which are typically designed for
convenience and inclusivity, can be exploited by criminal organizations to launder
illicit funds. Through an in-depth analysis of current trends, challenges and
regulatory frameworks, this piece highlights the vulnerabilities within digital payment
infrastructures and discusses strategies to strengthen their resilience against financial
crimes. The article draws on global case studies, reviewing regulatory responses and
proposing future measures to combat the misuse of these systems for money
laundering.

1. Introduction:

Over the past decade, the financial landscape has experienced an unprecedented
transformation, a change driven almost entirely by the rapid proliferation of digital
payment systems. What began as a few pioneering technologies designed to offer an
alternative to traditional banking services has now blossomed into a global financial
ecosystem, reshaping the very nature of transactions in a variety of sectors. The digital
revolution in finance, spearheaded by the development of mobile banking applications,
e-wallets, cryptocurrencies and peer-to-peer (P2P) payment platforms, has
fundamentally redefined how both individuals and businesses engage in financial
transactions, bringing with it a myriad of benefits that were previously unimaginable in
the traditional financial framework. Digital payment systems, once viewed as a
convenience or niche alternative, have swiftly moved into the mainstream?. Today,
millions of people worldwide rely on these systems to manage their finances. Whether
its transferring funds across borders within seconds, paying for goods and services at

! pathak, A. (2024). Digital Payment In Nepal: An Overview And Recommendations. Rupandehi Campus
Journal, 4(1), 25-34. https://doi.org/10.3126/rcj.v4i1.62916
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the click of a button, or investing in cryptocurrencies that bypass traditional banking
altogether, digital payments have reshaped the global financial ecosystem. For many,
these systems represent a leap toward greater financial inclusion, providing access to
banking for the unbanked and under banked populations in developing regions. One of
the most notable aspects of digital payment systems is the degree of anonymity they can
offer. While traditional banking institutions are bound by strict Know Your Customer
(KYC)? and Anti-Money Laundering (AML) regulations®, which require them to
verify the identities of their customers and monitor transactions for suspicious activity,
many digital platforms operate with fewer regulatory constraints. Cryptocurrencies, in
particular, have gained notoriety for their potential to be used in illegal activities.
Bitcoin, for example, while publicly celebrated for its transparency (with all
transactions recorded on a decentralized ledger), is also frequently used in combination
with "mixers" or "tumblers"—tools that anonymize Bitcoin transactions by pooling
multiple users' funds and redistributing them—to obscure the origin of illicit funds.
Moreover, privacy-centric cryptocurrencies like Monero* and Zcash® offer an even
higher degree of anonymity, making it virtually impossible for authorities to trace
transactions. Additionally, the speed with which digital payments can be executed
presents a further challenge. In the past, money laundering required a complex series of
transactions, often over extended periods of time, to move illicit funds through the
financial system. However, digital payment platforms enable criminals to move vast
sums of money across multiple jurisdictions almost instantaneously, making it difficult
for regulators to detect suspicious activity before the funds disappear. This is
particularly problematic in a world where financial oversight is often confined to
national borders, whereas digital payment platforms operate in a borderless
environment, allowing criminals to exploit inconsistencies in regulatory frameworks
across different countries. Peer-to-peer (P2P) payment platforms represent another
critical point of vulnerability in the fight against money laundering. This article aims to
explore the intersection of digital payment systems and money laundering in greater
detail. Examining the types of digital payment platforms that are most susceptible to
exploitation, the tactics utilized by criminals and the ongoing regulatory efforts to

2 Know Your Customer (KYC) refers to a set of guidelines and processes used by financial institutions to
verify the identity of their clients.

3 Anti-Money Laundering (AML) regulations are a set of laws, policies, and procedures aimed at
preventing criminals from disguising illegally obtained funds as legitimate income.

4 Launched in 2014, Monero is a decentralized cryptocurrency that emphasizes privacy and untraceability.
It is built on the CryptoNote protocol, which allows for anonymous transactions.

5 Zcash was launched in 2016 as a fork of Bitcoin, offering optional privacy features through advanced
cryptographic techniques. It aims to provide users with the option to transact privately.
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mitigate these activities, this article strive to provide a comprehensive analysis of the
inherent risks and opportunities in the digitization of financial transactions.

2. Understanding Digital Payment Systems:

In the modern financial landscape, digital payment systems have emerged as one of the
most transformative and widely adopted technologies®. These systems represent a
diverse collection of platforms and technologies designed to enable seamless, electronic
financial transactions. At their core, digital payment systems eliminate the need for
physical cash, allowing individuals, businesses and even governments to send and
receive money electronically with unparalleled speed and efficiency. The spectrum of
digital payment platforms is broad, ranging from widely used mobile payment
applications to emerging decentralized cryptocurrency exchanges, peer-to-peer lending
platforms and traditional electronic banking services. Despite their differences, these
systems are united by one defining characteristic: the ability to move money swiftly,
often bypassing the numerous intermediaries traditionally involved in financial
transactions. Among the most prominent digital payment systems are mobile payment
apps such as Venmo’, Paytm® and Google Pay®. These platforms have revolutionized
how people engage in everyday transactions, allowing users to make purchases, split
bills, or send money to family and friends with just a few taps on their smartphones.
Venmo, for example, has become a staple in the lives of millions, particularly among
younger users, offering an easy and social way to transfer funds. Paytm, an Indian
financial powerhouse, has similarly expanded digital payments across India, providing
millions of users with the ability to pay for goods and services without needing to carry
cash. Google Pay operates globally, integrating with users' bank accounts to facilitate
secure and instant payments. The massive user base of these platforms reflects their
popularity and ease of use and the numbers continue to grow as more consumers shift
away from traditional banking methods. Beyond mobile payment apps, the rise of
cryptocurrencies has further expanded the digital payment ecosystem. Platforms such as
Coinbase %and Binance !serve as exchanges where users can buy, sell and trade

6 pathak Supra Note 2

"Venmo is a mobile payment service owned by PayPal, primarily used in the United States. It allows
users to send money to friends and family through a mobile app.

8 paytm is an Indian digital payment platform that offers a wide range of financial services, including
mobile wallet capabilities, bill payments, and e-commerce services.

® Google Pay is a digital wallet platform developed by Google that allows users to make payments using
their smartphones or computers.

10 Founded in 2012 and based in the United States, Coinbase is known for its user-friendly interface and
strong regulatory compliance. It primarily targets beginners and casual investors.
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cryptocurrencies like Bitcoin, Ethereum and a host of other digital currencies.
Cryptocurrencies are digital or virtual currencies underpinned by cryptographic
systems*2. Cryptocurrencies, which are decentralized and often pseudonymous, present
a unique form of digital payment that differs significantly from traditional fiat
currencies. Their decentralized nature means that they operate independently of central
banks and governments, making them appealing to users seeking alternatives to
conventional financial systems. Cryptocurrency exchanges, like Coinbase and Binance,
act as intermediaries, providing users with the ability to convert their traditional
currency into cryptocurrency and vice versa.

Traditional electronic banking services have evolved through digital transformation,
now offering features similar to newer digital payment platforms. Most major banks
provide online banking, allowing customers to transfer funds, pay bills and manage
accounts via computers or mobile devices. While these services have existed for some
time, they have adapted to meet the increasing demand for digital convenience. The
primary difference between traditional banking and newer digital platforms lies in scale
and speed. Traditional banks are subject to strict regulations and oversight, making them
safer but slower due to more intermediaries. In contrast, digital payment systems
operate with fewer bureaucratic layers, enabling near-instantaneous transactions. At the
heart of the appeal of digital payment systems is their convenience. One of the most
significant advantages these platforms offer is the ease of use, which has contributed to
their widespread adoption among consumers and businesses alike. Transactions that
used to require a trip to the bank, a wire transfer, or even a simple check can now be
completed in seconds. The ability to initiate and complete a payment from a mobile
phone or computer, without any physical interaction, has proven to be a game-changer.
Whether it’s paying for groceries, splitting a dinner bill, purchasing goods from an
international seller, or even settling utility bills, digital payment systems allow users to
move money with ease, anywhere and at any time. Another key feature is the speed with
which transactions can be executed. Cross-border payments, once notoriously slow and
expensive through traditional banking systems, can now be completed within seconds or
minutes. This is a major advantage for businesses engaged in international trade, where
speed is critical and even for individuals who need to send remittances to family

11 Established in 2017 and originally based in China, Binance has grown to become one of the largest
exchanges by trading volume. It offers a wide range of cryptocurrencies and advanced trading features,
appealing to experienced traders.

2Investopedia. (n.d.). Cryptocurrency Explained With Pros and Cons for Investment.
https://www.investopedia.com/terms/c/cryptocurrency.asp
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members abroad. Platforms like PayPal‘3and Transfer Wise (now Wise)!* have become
synonymous with fast international transfers, often at a fraction of the cost of traditional
wire transfers. The elimination of lengthy wait times and complicated processes has
further cemented digital payments as the preferred method for many users around the
globe. As digital payment systems gain popularity, they also present significant risks.
The anonymity and speed that attract legitimate users are the same features that
criminals exploit for money laundering. These systems allow for the rapid and discreet
movement of illicit funds across borders, bypassing traditional banking safeguards. For
example, mobile payment apps often require minimal identification to create an
account, making it easy for users to remain anonymous. Cryptocurrencies offer even
greater levels of anonymity, with some platforms permitting transactions without any
personal information. This is further complicated by decentralized exchanges
(DEXs)®, which facilitate trades without a central authority, hindering regulatory
oversight. Criminals also utilize digital payment platforms for “smurfing®,” a tactic
where large sums of illicit money are broken into smaller transactions to avoid
detection. While smurfing has long been a method in money laundering, digital payment
systems facilitate its execution. By transferring small amounts across multiple accounts,
criminals effectively obscure the origins of their funds, complicating law enforcement's
ability to trace these transactions.

3. How Money Laundering Occurs in Digital Payment Systems?

Money laundering is financial crime, with the aim of making illegal money into legal
nature'’. Money laundering, a critical financial crime, has adapted over time to exploit
the evolving nature of payment systems. The fundamental goal of money laundering is

13 Established in 1998, PayPal is a widely recognized digital payment platform that allows users to send
and receive money globally. It is known for its convenience and ease of use, making it a go-to choice for
online shopping and personal transactions.

4 Founded in 2011, Wise specializes in international money transfers with a focus on transparency and
cost-effectiveness. It uses the mid-market exchange rate without hidden fees, appealing to users looking
for affordable solutions for cross-border transactions.

15 Decentralized exchanges (DEXs) are platforms that facilitate peer-to-peer cryptocurrency trading
without the need for intermediaries, allowing users to maintain control over their assets. Here’s a
comprehensive overview of DEXSs, how they operate, and their key features.
https://www.walbi.com/articles/what-is-a-decentralized-exchange-dex-and-how-does-it-work

16 Smurfing is a term primarily associated with money laundering, where large sums of illicit funds are
broken down into smaller amounts to evade detection by financial authorities
https://usesmileid.com/blog/smurfing-in-money-laundering

7 Dhungel, L. N. (2019). Money Laundering Laws and Practice in Nepal. Nepal Law Review, 28(1-2),
128-139. https://doi.org/10.3126/nlr.v28i1-2.57525
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to make illicitly obtained funds appear legitimate by passing them through a series of
transactions that obscure their origin. Traditionally, this process unfolded in three key
stages: placement, layering and integration. In the placement phase, illicit money is
introduced into the legitimate financial system, often by depositing it into bank
accounts, purchasing financial instruments, or investing in assets. Next, in the layering
phase, the money is moved through various accounts, countries, or assets to obscure its
origins. This stage is the most complex and critical part of the laundering process
because the funds must be transferred through different channels without raising
suspicion. Finally, in the integration phase, the "cleaned” money is reintroduced into the
economy, often through investments, businesses, or high-end purchases, making it
difficult to distinguish from legitimately earned income. While these three stages
remain the core structure of money laundering, the emergence of digital payment
systems has significantly altered the landscape, making the layering process easier and
more sophisticated for criminals. These platforms have offered new tools that money
launderers can exploit, particularly because they often provide the anonymity, speed and
global reach necessary to make laundering operations less detectable.

a.  Anonymity and Pseudonymity in Digital Payment Systems:

One of the most significant advantages that digital payment systems provide to
criminals is the level of anonymity or Pseudonymity® they afford. Unlike
traditional banking, which typically requires extensive identity verification
through Know Your Customer (KYC) protocols when opening an account, many
digital platforms have minimal barriers to entry. For example, numerous mobile
payment apps and digital wallets necessitate only basic information—often self-
reported by the user—to create an account. In some jurisdictions, these platforms
may not require any KYC verification, enabling individuals to transact with a
considerable degree of anonymity. This environment creates opportunities for
money launderers to establish multiple accounts using fictitious or stolen
identities, allowing them to move funds without revealing their true identities.
Cryptocurrencies further amplify this issue, particularly privacy-focused ones like
Monero and Zcash, as well as certain configurations of Bitcoin. While Bitcoin
operates on a public blockchain where all transactions are recorded, the use of
mixers or tumblers can obscure the source of funds. These tools pool together

18 pseudonymity refers to the practice of using a pseudonym, which is a fictitious name or identity, to
conceal one's true identity. https://brainly.com/question/32207489
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multiple transactions and redistribute them in such a way that tracing the original
sources becomes exceedingly difficult.

Smurfing and Structuring in Digital Payments

Another tactic widely used by money launderers within digital payment systems is
a method called smurfing or structuring. This involves breaking down large sums
of illicit money into smaller, less suspicious amounts to avoid detection by
financial institutions and regulatory authorities. In traditional money laundering
schemes, banks and financial institutions are required to report large transactions
over a certain threshold (e.g., $10,000 in the United States) to authorities.
However, digital payment platforms often have more lenient reporting
requirements or may not have reporting mechanisms in place at all, allowing
criminals to exploit this gap. Money launderers can use digital wallets, prepaid
cards, or cryptocurrency accounts to deposit small amounts of money that fly
under the radar of transaction monitoring systems. These smaller amounts are then
transferred across multiple accounts or platforms, making it difficult to connect
the dots. Because digital payment systems allow for instantaneous transfers,
criminals can move money quickly between jurisdictions, further complicating
efforts by regulators to track and freeze assets. This global and instantaneous
nature of digital payment systems is one of the key reasons why smurfing has
become an increasingly popular technique among money launderers. In the past,
money laundering required time-consuming efforts to move funds across borders,
involving multiple intermediaries such as banks, offshore accounts and shell
companies. With digital payment systems, criminals can achieve the same results
in a fraction of the time, often without ever having to interact with a traditional
financial institution.

Exploiting Peer-to-Peer (P2P) Platforms

The rise of peer-to-peer (P2P) payment platforms, such as Venmo, Cash App and
Zelle'®, has introduced another dimension to the money laundering problem.
These platforms allow users to send money directly to one another without the
need for a central financial institution to mediate the transaction. While
convenient and widely used for legitimate purposes, P2P platforms also offer a
fertile ground for illicit activities due to their minimal oversight and often limited

19 Zelle is a popular peer-to-peer (P2P) payment service that allows users to send and receive money
quickly and easily through their bank accounts. https://www.zellepay.com/
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verification processes. In a typical laundering scheme using a P2P platform, a
criminal might create multiple accounts using fictitious identities or recruit
accomplices (known as money mules) to move illicit funds. By conducting
numerous small transactions across these accounts, they can layer the illicit
money, moving it in and out of different platforms until the original source of the
funds is obscured. These platforms are particularly vulnerable because they often
lack the sophisticated anti-money laundering (AML) protocols that traditional
banks use, such as transaction monitoring systems and real-time reporting.
Moreover, P2P platforms often operate on a global scale, allowing criminals to
exploit the differences in regulatory frameworks across different countries. For
instance, while a P2P platform in one country may have stringent KYC and AML
requirements, another platform in a different jurisdiction may have lax or non-
existent requirements. Criminals can exploit these inconsistencies by moving
money between platforms in different countries, further complicating law
enforcement efforts to trace the flow of illicit funds.

Cryptocurrencies and Decentralized Finance (DeFi)

The explosion of cryptocurrencies and the emergence of decentralized finance
(DeFi) platforms represent one of the most significant challenges for regulators in
the fight against money laundering. Cryptocurrencies like Bitcoin, Ethereum and
Litecoin operate on decentralized networks, meaning there is no central authority
or intermediary overseeing transactions. This decentralization offers tremendous
benefits, such as increased financial inclusion and autonomy for users, but it also
opens the door to illicit activities. Cryptocurrency exchanges, particularly those
that operate outside of heavily regulated markets, are a popular avenue for money
launderers. By converting illicit funds into cryptocurrency, criminals can move
money across borders without the need for banks or payment processors. Some
exchanges even offer "non-custodial™ services, meaning they do not hold or
manage users' funds, further reducing the level of oversight. Additionally, the rise
of privacy coins and decentralized exchanges (DEXs), where users can trade
cryptocurrencies directly with one another without intermediaries, has further
complicated efforts to combat money laundering. These platforms are designed to
be anonymous, making it nearly impossible for regulators to trace the flow of
funds. The use of cryptocurrencies in money laundering schemes often involves a
multi-step process. Criminals may first convert illicit funds into a popular
cryptocurrency like Bitcoin. From there, they might transfer the Bitcoin to a
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mixing service or tumbler, which anonymize the funds by pooling together
multiple transactions. The mixed cryptocurrency is then withdrawn and traded for
a privacy-focused coin like Monero, making the funds even harder to trace.
Finally, the criminal can convert the privacy coin back into fiat currency through
another exchange, completing the laundering process.

e. Challenges for Law Enforcement and Regulators

The speed and complexity of money laundering in digital payment systems
present significant challenges for law enforcement agencies and regulators. In the
traditional banking system, large transactions and suspicious activities can be
flagged, investigated and intercepted. However, the global nature of digital
payments means that funds can be transferred across multiple jurisdictions in a
matter of minutes, leaving authorities with little time to act. Moreover, regulatory
gaps between countries make it easier for criminals to exploit weaknesses in the
system. While some countries have implemented strict KYC and AML
requirements for digital payment platforms and cryptocurrency exchanges, others
have been slower to adopt these measures. This creates a fragmented regulatory
environment, where criminals can route illicit funds through jurisdictions with
weaker regulations. Another key challenge is the decentralized and borderless
nature of cryptocurrencies. Unlike traditional bank accounts, which can be frozen
or seized by authorities, cryptocurrencies are stored in digital wallets that can be
accessed from anywhere in the world. This makes it difficult for law enforcement
to track and recover funds once they have been moved into the cryptocurrency
ecosystem.

4.  The Role of Cryptocurrencies in Money Laundering:

Cryptocurrencies have rapidly emerged as a key element in discussions surrounding
money laundering within digital payment systems. Bitcoin, the pioneering and most
widely recognized cryptocurrency, initially gained attention for its potential to
revolutionize financial access, particularly for the unbanked. However, the very
attributes that make cryptocurrencies appealing to legitimate users—such as
Pseudonymity and decentralization—have also made them attractive to criminals
seeking to launder illicit funds. Although Bitcoin transactions are recorded on a public
blockchain, providing some level of transparency, the identities of the individuals or
entities behind these transactions are often obscured. This anonymity, or Pseudonymity,
creates significant challenges for law enforcement and financial regulators attempting to
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trace the movement of illicit funds. Criminals exploit these features by moving funds
through multiple cryptocurrency exchanges or converting them into privacy-focused
coins like Monero and Zcash. These privacy-centric cryptocurrencies use advanced
techniques to obfuscate transaction details, making it nearly impossible to trace the flow
of money back to its original source. Money launderers also take advantage of
"mixing" services or tumblers within the cryptocurrency space. These services pool
together funds from multiple users, mix them and then redistribute the amounts in a way
that conceals their origins. As a result, even when law enforcement agencies monitor the
blockchain, it becomes extremely difficult to link specific transactions to illegal
activities. The use of mixers adds an extra layer of complexity to the layering stage of
money laundering, further distancing illicit funds from their criminal origins. Beyond
privacy coins and mixers, even regulated cryptocurrency exchanges have become
vulnerable to exploitation by money launderers. Criminals use sophisticated techniques
to move funds between multiple digital wallets and exchanges, often crossing
jurisdictional boundaries where regulatory oversight varies. This layering of funds
through decentralized networks and exchanges makes it increasingly difficult for
regulators to identify suspicious activity and disrupt laundering operations before they
can be completed. While cryptocurrencies offer significant advantages for legitimate
financial activities, they also provide powerful tools for criminals to launder money. The
anonymity, speed and global accessibility of cryptocurrency transactions, combined
with sophisticated tactics such as mixing and cross-platform transfers, have made
cryptocurrencies a central focus in the fight against money laundering.

5.  Regulatory Frameworks and Challenges:

The rise of digital payment systems has prompted governments and regulatory bodies
worldwide to reevaluate their approaches to AML. Many jurisdictions have introduced
specific regulations for digital payment platforms, requiring them to implement Know
Your Customer (KYC) protocols and report suspicious activities to the relevant
authorities. However, these efforts have met with varying degrees of success. One of
the biggest challenges in regulating digital payments is the global nature of these
platforms. Criminals often exploit regulatory arbitrage, moving their funds through
countries with weaker AML regulations before transferring them to jurisdictions with
stricter controls. This cross-border nature makes it difficult for any single government to
combat money laundering on its own. The Financial Action Task Force (FATF), an
international body that sets global standards for combating money laundering and
terrorist financing, has sought to address these challenges by issuing guidance
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specifically aimed at digital payment platforms and cryptocurrency exchanges?. FATF's
"travel rule,” for example, requires digital payment platforms to collect and share
identifying information about the parties involved in transactions, similar to the
requirements placed on traditional financial institutions?. Despite these efforts, gaps
remain. Many digital payment platforms, particularly those operating in emerging
markets, still do not comply fully with international AML standards. Moreover, as
digital payment technologies continue to evolve, regulators often find themselves
playing catch-up, trying to address new vulnerabilities as they emerge.

6. Conclusion:

The rapid growth of digital payment systems has undeniably revolutionized the global
financial landscape, bringing unprecedented levels of convenience, efficiency and
access. These systems have empowered millions of people worldwide, especially in
underserved regions, by providing them with the tools to participate in the formal
financial system. From mobile payment apps to cryptocurrencies, digital payment
platforms have democratized financial services, enabling users to transfer money across
borders, conduct transactions instantly and bypass traditional banking intermediaries.
However, this progress has come with significant challenges, particularly in the realm of
anti-money laundering (AML) efforts. While digital payments offer numerous
advantages for legitimate users, they have also opened new pathways for criminals
seeking to hide and launder illicit funds. The anonymity or Pseudonymity offered by
many digital payment platforms, combined with their speed and global accessibility,
has made them particularly attractive to money launderers. These platforms have made
it easier for criminals to conduct complex financial transactions that obscure the origins
of illicit funds, often across multiple jurisdictions. This has created a significant hurdle
for regulators and law enforcement agencies, who struggle to keep pace with the
technological advancements in digital finance. The decentralized and global nature of
digital payment systems, especially cryptocurrencies, introduces significant challenges.
Cryptocurrencies such as Bitcoin and Monero, along with decentralized finance (DeFi)
platforms, frequently operate in unregulated environments, allowing users to transfer
funds independently of traditional financial institutions. This expansion of digital
payments creates new obstacles for anti-money laundering (AML) efforts. Nevertheless,
by implementing regulatory reforms, investing in technology and fostering international

20 Financial Action Task Force (FATF). (n.d.). FATF: The Financial Action Task Force. https://www.fatf-
gafi.org/en/home.html
2The Crypto Travel Rule Made Easy with Sumsub. https://sumsub.com/blog/what-is-the-fatf-travel-rule/

Qg Eepae i



https://www.fatf-gafi.org/en/home.html
https://www.fatf-gafi.org/en/home.html
https://sumsub.com/blog/what-is-the-fatf-travel-rule/

cooperation, we can address these risks effectively. While the future of digital payments
holds great promise, it is crucial to prevent their exploitation for criminal purposes,
thereby enhancing the integrity of the global financial system and protecting against

misuse.
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Abstract:

Nepal's economic landscape is characterized by its informal financial systems,
including unregulated remittances and cash-based transactions, which present
significant challenges to the country's anti-money laundering (AML) efforts. This
article explores the intersection of these informal financial systems with AML
regulations, analyzing gaps in current laws and the risks posed by unchecked
financial activities. Through a detailed examination of Nepal’s AML framework, it
offers recommendations for strengthening enforcement, integrating emerging
technologies and increasing international cooperation to combat money laundering
effectively.

Keywords: Money laundering, informal financial systems, remittances, Nepal AML,
cash-based economy, regulatory framework

l. Introduction:

Money laundering has evolved into one of the most sophisticated financial crimes
globally, threatening economic stability and enabling criminal enterprises to flourish. It
allows illicit funds to be integrated into the legitimate financial system, making it a
major concern for governments and international institutions alike. For instance, in
countries like Mexico, money laundering is intricately tied to the drug trade, where
criminal organizations use complex laundering methods to disguise the origins of their
profits. Similarly, in Cyprus, the banking sector has been scrutinized for being a haven
for money laundering linked to international tax evasion schemes. In Nepal, the
presence of a large informal financial system, fueled by unregulated remittances and
cash-based transactions, complicates the battle against money laundering. This situation
is not unique to Nepal; many developing countries, such as India and Bangladesh, also
face challenges in regulating informal financial networks like hawala or hundi, which
facilitate unmonitored cash flows outside formal banking systems. In India, the
government’s efforts to tackle informal cash transactions were notably exemplified by
the demonetization of high-value currency notes in 2016, which was partly aimed at
curbing black money and money laundering.
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Despite the establishment of laws and regulations aligning with international standards,
such as Nepal's Anti-Money Laundering Act 2008, enforcement remains a challenge due
to the informal nature of much of Nepal's economy. A similar issue exists in Pakistan,
where informal financial systems, like hawala and weak law enforcement have
hampered the effectiveness of its anti-money laundering framework despite having laws
in place that comply with international standards set by the Financial Action Task Force
(FATF). This article aims to shed light on these unique challenges within Nepal’s
financial sector, delving into the informal systems that undermine AML efforts and
exploring strategies for enhancing legal frameworks and enforcement mechanisms.
Drawing on lessons from countries like the Philippines, which faced significant AML
scrutiny and ultimately strengthened its legislation after being greylisted by FATF,
Nepal can learn from these global examples. Additionally, the role of international
cooperation, such as the collaboration between the U.S. and the European Union on
AML practices, will be explored as a critical avenue for bolstering Nepal's own efforts
in this area.

Il.  The Informal Financial Sector in Nepal:

Nepal’s reliance on informal financial practices, particularly in rural areas, stems from a
lack of access to formal banking institutions. This mirrors the situation in many
developing countries where geographic isolation and limited infrastructure restrict
access to formal banking, forcing populations to rely on unregulated financial networks.
For example, in sub-Saharan Africa, informal savings and loans systems, known as
chamas or susu, operate outside government oversight, posing challenges for anti-
money laundering (AML) enforcement. These systems, like Nepal’s informal financial
networks, operate in a parallel economy that is difficult to monitor. Additionally, the
inflow of remittances, which accounts for nearly 25% of Nepal’s GDP, frequently
bypasses formal banking channels, often through informal money transfer systems like
hundi. Similarly, countries like India and Pakistan face challenges with hawala, another
informal system for transferring money, which remains deeply embedded in their
respective economies. In Afghanistan, the use of hawala is even more prevalent than the
formal banking system, complicating the government’s ability to track and regulate
money transfers. These unregulated transfers create significant opportunities for money
laundering, as they operate outside of governmental oversight and AML controls,
making it difficult to detect illicit transactions.
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AML Laws and Their Gaps:

While Nepal has made strides in its AML legislation, the gap between law and practice
persists. This issue is not exclusive to Nepal. Countries such as Bangladesh and
Myanmar have similarly struggled with implementing AML regulations effectively. For
example, despite enacting strong laws to combat money laundering, Bangladesh has
faced difficulties due to the widespread use of informal financial networks and
insufficient enforcement. The Financial Information Unit (FIU) and the Department of
Money Laundering Investigation (DMLI) in Nepal are at the forefront of tackling this
issue, yet they face significant obstacles. A lack of resources, skilled personnel and
technological infrastructure hinders the effective tracking of suspicious transactions,
especially those that originate in the informal economy. This challenge is also evident in
countries like Kenya, where mobile money transfer systems, such as M-Pesa, have
introduced new vulnerabilities to the financial system, requiring the government to
adopt more advanced technological solutions for AML purposes. Moreover, countries
like Cambodia have struggled with similar resource and infrastructure gaps, leading to
their inclusion on the Financial Action Task Force (FATF) grey list, signaling a need for
significant improvements in AML enforcement. In Cambodia, as in Nepal, weak
institutional capacity has allowed the informal economy to flourish unchecked,
exacerbating the risks of money laundering. To address these issues, international
examples suggest that Nepal could benefit from increased technological investment and
capacity-building within its enforcement agencies. Countries like the Philippines, which
previously faced FATF greylisting, managed to reform their AML enforcement through
significant investment in training and infrastructure, enabling them to more effectively
track illicit financial flows.

1. Technological Integration in AML Enforcement:

One of the most promising developments in AML enforcement worldwide is the
integration of Artificial Intelligence (Al) and machine learning (ML) tools for real-time
transaction monitoring. Countries like the United States, the United Kingdom and
Singapore have already made significant strides in deploying Al-powered systems for
financial crime detection. In the U.S., institutions like JPMorgan Chase and HSBC use
Al algorithms to sift through vast amounts of transaction data to identify suspicious
patterns indicative of money laundering, reducing the number of false positives and
enhancing efficiency in compliance efforts. This has allowed authorities to focus more
on high-risk transactions rather than being bogged down by routine reviews.
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In Nepal, however, technological adoption in AML remains slow, with many financial
institutions relying on traditional, manual methods of tracking suspicious activity.
Implementing Al-driven solutions could revolutionize the country’s AML efforts,
enabling authorities to detect patterns of money laundering within informal networks
more effectively. A prime example of Al’s potential can be seen in Estonia, where the
government has integrated Al into its e-Residency program. The system uses Al to
monitor and flag suspicious financial activity in real time, protecting the integrity of the
country’s financial system.

Another example is India’s Financial Intelligence Unit, which has increasingly turned to
Al and ML for better detection of complex money laundering operations, especially
those involving high-frequency, cross-border transactions. Nepal, similarly, could
benefit from adopting these technologies to address challenges posed by the widespread
use of informal financial channels like hundi.

Such integration, however, requires robust cybersecurity measures. In 2016,
Bangladesh’s central bank suffered a massive cyberattack, resulting in the theft of $81
million. This highlighted the need for stronger cybersecurity protocols alongside Al
implementation in AML efforts. Without these safeguards, Al tools could themselves
become targets for cybercriminals seeking to exploit system vulnerabilities.

In addition to cybersecurity, successful technological integration also requires
collaboration with international AML watchdogs like the Financial Action Task Force
(FATF). The FATF has been at the forefront of promoting the use of new technologies in
AML/CFT (Countering the Financing of Terrorism) frameworks. For instance, the FATF
encourages member countries to adopt digital solutions such as blockchain technology,
which offers greater transparency and traceability in financial transactions. The
Netherlands, for example, has explored using blockchain for secure and transparent
reporting of suspicious activities.

For Nepal, partnering with international organizations like FATF and leveraging global
expertise in Al and AML technology would not only help detect and prevent financial
crimes but also elevate its standing in global financial compliance. Countries like the
UAE have turned to global cooperation and cutting-edge technology to significantly
enhance their AML efforts, recently earning praise for improved AML compliance after
being greylisted by the FATF.
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IV. Strengthening International Cooperation:

Nepal’s position as a developing economy with strong remittance ties to countries with
more advanced AML frameworks offers an opportunity for bilateral and multilateral
cooperation. Strengthening partnerships with these countries can significantly enhance
Nepal's capacity to monitor cross-border money laundering activities and address
vulnerabilities within its financial system. International cooperation has proven
effective in other regions facing similar challenges. For example, the Egmont Group of
Financial Intelligence Units (FIUs), which includes 167 member countries, promotes
the exchange of financial intelligence to combat money laundering and terrorist
financing on a global scale. Through membership in such organizations, countries like
Nepal can gain access to crucial information and technical assistance, which can
improve the detection of suspicious cross-border transactions. A key example is the
cooperation between the U.S. and Mexico, where the U.S. Treasury Department works
closely with Mexican authorities to monitor money laundering linked to drug cartels.
This type of partnership has been instrumental in identifying illicit financial flows
across borders. Nepal, with its high volume of remittances, particularly from countries
like India, Qatar and Malaysia, can learn from India’s cooperation with the Gulf
Cooperation Council (GCC) on monitoring illegal remittance channels such as hawala.
These collaborations involve sharing intelligence and coordinating regulatory responses
to mitigate the risks posed by informal financial networks. Nepal could similarly engage
with its major remittance-sending countries to track the flow of funds and ensure that
money laundering does not occur under the guise of legitimate remittances.

Bilateral agreements are another effective mechanism for strengthening AML
enforcement. For instance, Australia and China signed a landmark agreement to share
financial intelligence on money laundering, which has helped both nations detect and
freeze assets linked to criminal organizations. Nepal could pursue similar bilateral
agreements with nations that are primary sources of remittances, as well as those with
advanced AML frameworks such as the UK, the U.S. and the European Union.
Moreover, multilateral organizations like the Financial Action Task Force (FATF) and
the Asia/Pacific Group on Money Laundering (APG) provide platforms for regional
cooperation and the sharing of best practices. Nepal’s ongoing efforts to comply with
FATF recommendations, coupled with active participation in the APG, can help address
structural weaknesses in its AML framework. For example, countries like the
Philippines have benefited greatly from FATF technical support and recommendations,
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leading to improved AML compliance and better monitoring of financial crime linked to
remittance flows from abroad.

Additionally, Nepal can collaborate with international organizations, such as the World
Bank and International Monetary Fund (IMF), which have played pivotal roles in
helping developing nations strengthen their AML capacities. The IMF has helped
countries like Kenya develop a more robust regulatory environment for combating
money laundering by providing both financial and technical assistance. Similarly, Nepal
could seek assistance to enhance its technological infrastructure and institutional
capacity. By deepening its international partnerships and enhancing cooperation with
other nations, Nepal can better tackle the cross-border nature of money laundering.
Increased collaboration with global and regional financial intelligence units, as well as
multilateral bodies, will not only fortify Nepal’s defenses against money laundering but
also improve its global standing in the fight against financial crimes.

V. Recommendations for Policy Reform:

To effectively combat money laundering, Nepal needs to focus on several critical areas
to strengthen its AML framework and close existing gaps. Drawing from global
experiences, these reforms can help Nepal address its specific challenges.

Formalization of Informal Financial Systems:

One of the primary obstacles to combating money laundering in Nepal is its reliance on
informal financial systems, such as hundi. Introducing incentives for businesses and
individuals to transition into the formal economy could significantly reduce the scope
for illicit financial activities. For example, India’s demonetization effort in 2016 sought
to formalize the economy by removing high-denomination currency, thereby
encouraging people to use formal banking channels. Additionally, countries like Mexico
have used tax incentives to encourage informal businesses to register with the
government, thus bringing more financial activities under formal regulation. Nepal
could explore similar initiatives, including tax breaks for businesses that adopt digital
payment systems, or providing micro-financing through formal institutions to reduce
reliance on cash-based transactions.

Capacity Building:

Enhancing the capabilities of Nepal's Financial Information Unit (FIU) and Department
of Money Laundering Investigation (DMLI) through advanced training, recruitment of
skilled professionals and resource allocation is crucial. Countries like South Africa and
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Malaysia have made significant strides by investing in specialized AML training for law
enforcement and regulatory bodies, resulting in more effective investigations and
prosecutions of financial crimes. Nepal can benefit from international technical
assistance, much like Kenya, which collaborated with the IMF to improve the technical
skills of its financial regulators. Specialized training programs on forensic accounting
and financial crime detection would bolster the FIU and DMLI’s ability to track and
prosecute money laundering cases more effectively.

Technological Upgradation:

Investing in Al-driven AML tools will improve real-time tracking and analysis of
financial transactions. In this regard, countries like Singapore have become pioneers by
adopting Al-based surveillance systems that can analyze large volumes of transaction
data to detect suspicious patterns. The European Union has also integrated Al
technologies in its AML efforts, enabling real-time data sharing between member states
to combat cross-border financial crimes. Nepal should consider partnering with
technology firms and international organizations to acquire and implement Al tools
tailored to its financial environment. Such systems can help Nepal’s regulators track
informal networks, such as hundi and identify laundering activities before they escalate.

Regulation of Remittances:

Stricter monitoring of remittance flows through the formalization of money transfer
operators (MTOs) and digital financial services can mitigate money laundering risks.
The Philippines, which relies heavily on remittances, has instituted stricter regulations
on MTOs, ensuring that all remittances pass through formal banking channels. This has
reduced the use of informal transfer systems and enhanced AML compliance. Similarly,
Nigeria introduced mobile banking platforms with rigorous Know Your Customer
(KYC) requirements, reducing reliance on informal remittance systems. Nepal can
adopt similar strategies by incentivizing the use of digital financial services for
remittance transfers, while tightening regulations to ensure that informal money
transfers like hundi are minimized.

Public Awareness Campaigns:

Informing the public about the risks and penalties associated with informal financial
systems can foster a culture of compliance. Australia has run successful public
awareness campaigns to educate citizens about the dangers of money laundering and the
importance of using formal financial systems. In India, the government has conducted
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campaigns focused on the risks associated with hawala transactions and the legal
consequences of engaging in such activities. Nepal could launch nationwide campaigns,
especially targeting rural areas, to inform people about the benefits of using formal
financial channels and the legal repercussions of participating in unregulated money
transfer systems. Public education can serve as a powerful tool to shift behavior toward
compliance with AML regulations.

V1. Conclusion:

Nepal's fight against money laundering is intricately tied to the structure of its economy,
where informal financial systems dominate. This challenge is not unique to Nepal, as
many developing countries face similar difficulties. For instance, economies like
Bangladesh and Pakistan also struggle with regulating informal financial networks such
as hawala and their experiences offer valuable lessons for Nepal. The persistence of
such systems underscores the need for structural reforms and effective AML
frameworks. Closing regulatory gaps is crucial. By looking at countries like Mexico
and India, which have taken significant steps to formalize their informal economies,
Nepal can learn how to introduce policies that incentivize the use of formal banking
channels. Additionally, embracing technological advancements will be pivotal in
modernizing Nepal’s AML efforts. Countries such as Singapore and the Netherlands
have demonstrated the power of Al and machine learning in detecting money laundering
patterns and managing real-time financial transactions. These examples provide a
blueprint for Nepal to follow as it seeks to integrate advanced technologies into its own
AML framework. Fostering international cooperation will be another key element. In
today’s interconnected financial world, money laundering is a global issue, requiring
multilateral solutions. Nepal can enhance its AML efforts by collaborating with
international organizations like the Financial Action Task Force (FATF) and entering
bilateral agreements with remittance-sending countries, similar to the cooperation
between the U.S. and Mexico on financial intelligence. These partnerships will
strengthen Nepal’s ability to track cross-border money laundering activities and align
with international AML standards. By addressing these challenges head-on—closing
regulatory loopholes, adopting technological innovations and enhancing international
collaboration—Nepal can protect its financial system from exploitation and contribute
to the global effort to combat financial crime. As it strengthens its AML framework,
Nepal will not only safeguard its own economic stability but also reinforce its position
as a responsible member of the global financial community.
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Inside the Dark Web: Uncovering the Shadowy Financial
Networks of Money Laundering in Internet World
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l. Introduction:

The advent of the internet has revolutionized nearly every aspect of modern life,
including the way financial transactions are conducted. While this digital transformation
has brought numerous benefits, it has also given rise to new forms of criminal activity.
Among these, the emergence of dark web economies #'and their symbiotic relationship
with money laundering practices have become a significant concern for law
enforcement agencies, financial institutions and policymakers worldwide. The dark
web, a part of the internet that is intentionally hidden and requires specific software or
configurations to access, has become a haven for illicit activities'?2. Unlike the surface
web Zthat most internet users interact with daily, the dark web offers a level of
anonymity that attracts individuals and organizations engaged in illegal operations. This
anonymity, coupled with the use of cryptocurrencies'?*, has created a perfect storm for
the proliferation of hidden financial networks that operate beyond the reach of
traditional regulatory mechanisms. This article aims to provide a comprehensive
exploration of dark web economies and their intricate connection to money laundering
practices. Examining the technologies, methodologies and economic structures that
underpin these hidden financial networks, we seek to shed light on a complex and often
misunderstood aspect of the digital underground. Our investigation will cover a wide
range of topics, from the types of goods and services traded on dark web marketplaces

121 The dark web economy is a complex and lucrative underground market that thrives on anonymity and
unregulated transactions. It encompasses various illicit activities, including the sale of drugs, weapons,
stolen data, and hacking services.

122 https://www.proofpoint.com/us/threat-reference/dark-web

123 The surface web refers to the portion of the internet that is readily accessible and indexed by standard
search engines like Google, Bing, and Yahoo. This segment constitutes about 4% of the entire internet,
making it the most commonly used and familiar part for everyday users. It includes a wide array of
content such as websites, blogs, news articles, social media platforms, and online services that can be
easily found through typical search queries.

124 Cryptocurrencies are digital or virtual currencies that utilize cryptography for security, making them
difficult to counterfeit or double-spend.
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to the sophisticated money laundering techniques employed to integrate illicit funds into
the legitimate financial system.

I1. The Dark Web: An Overview:

To understand the economies that thrive on the dark web, it is essential first to grasp the
nature of this hidden part of the internet. The dark web is a subset of the deep web,
which refers to any part of the World Wide Web that is not indexed by standard search
engines. While the deep web includes many legitimate and benign areas, such as
private databases and academic resources, the dark web is specifically designed for
anonymity. Access to the dark web typically requires specialized software, with the
Tor (The Onion Router) *?° browser being the most commonly used tool. Tor uses a
series of encrypted relays to route internet traffic, making it extremely difficult to trace
the origin or destination of data packets. This anonymity has made the dark web
attractive for various purposes, both legitimate (such as protecting privacy and
circumventing censorship) and illicit. The architecture of the dark web creates a digital
landscape where users can operate with a high degree of anonymity. This feature has
made it an ideal platform for hosting marketplaces that deal in illegal goods and
services. These marketplaces, often referred to as “darknet markets'?®" or
"cryptomarkets®?’," form the backbone of dark web economies.

I11. Dark Web Marketplaces: The New Black Markets:

Dark web marketplaces operate similarly to legitimate e-commerce platforms, with a
few crucial differences. These online bazaars offer a wide array of illegal products and
services, ranging from drugs and weapons to stolen data and hacking tools. The most
infamous of these was the Silk Road*?®, which operated from 2011 to 2013 before being

125 Tor, short for The Onion Router, is a free and open-source software designed to enable anonymous
communication over the internet. It accomplishes this by routing users' internet traffic through a series of
volunteer-operated relays, effectively obscuring their IP addresses and online activities.

126 Darknet markets are online platforms that operate on the dark web, primarily facilitating the sale of
illicit goods and services. These markets utilize cryptocurrencies for transactions to ensure anonymity and
security for both buyers and sellers.

127 Cryptomarkets are online platforms that facilitate the buying and selling of goods and services,
primarily focusing on illicit items such as drugs, stolen data, and counterfeit products. These markets
operate on the dark web, often using cryptocurrencies to ensure anonymity and security for users.

128 Sjlk Road was a groundbreaking darknet marketplace that emerged in 2011, allowing users to buy and
sell a wide range of goods and services, primarily illicit items, while maintaining anonymity. Founded by
Ross Ulbricht under the pseudonym "Dread Pirate Roberts,” Silk Road operated on the Tor network,
which obscured user identities and facilitated secure transactions using cryptocurrencies, mainly Bitcoin.
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shut down by the FBI*?°, However, the closure of Silk Road did little to stem the tide of
dark web commerce, as numerous successors quickly emerged to fill the void. These
marketplaces employ various techniques to ensure anonymity and security for both
buyers and sellers. In addition to accessing the sites through Tor, transactions are
typically conducted using cryptocurrencies, most commonly Bitcoin®*°, Many markets
also implement escrow services to build trust between parties and reduce the risk of
fraud. The types of goods and services available on dark web marketplaces are diverse
and constantly evolving. Some of the most common categories include:

o Drugs: Awide variety of illegal narcotics, prescription medications and drug
precursors are readily available on the dark web. These range from cannabis
and cocaine to more potent synthetic drugs®®:.

o Stolen Data: Personal information, credit card details and login credentials for
various services are frequently traded. This data is often obtained through
hacking or data breaches and can be used for identity theft or financial fraud®,

o Counterfeit Goods: Fake currency, forged documents (such as passports and
driver's licenses) and counterfeit luxury items are popular commodities®3.

o Weapons: Firearms, ammunition and other weapons are sold on some
marketplaces, although many dark web markets prohibit these listings due to
the high risk they pose®**.

o Hacking Tools and Services: Malware, exploit kits and hacking-as-a-service
offerings cater to cybercriminals of varying skill levels'®.

o lllegal Services: These can include contract killing, human trafficking and
other nefarious activities, although the authenticity of many of these services is
often questionable®®®.

129 https://www.foi.gov/history/artifacts/ross-william-ulbrichts-laptop

130 Bitcoin is the first and most widely recognized cryptocurrency, designed to facilitate peer-to-peer
transactions without the need for a central authority. It was introduced in 2009 by an anonymous entity
known as Satoshi Nakamoto, who outlined its underlying technology in a white paper titled "Bitcoin: A
Peer-to-Peer Electronic Cash System."

181 https://www.inch.org/inch/en/news/press-releases/2024/the-role-of-the-internet-in-drug-trafficking-
and-drug-use-is-highlighted-in-the-international-narcotics-control-board-annual-report.html

132 https://www.investopedia.com/terms/i/identitytheft.asp

133 https://shuftipro.com/blog/top-10-forged-id-documents-on-the-dark-web-in-2023/
134https://www.aic.gov.au/sites/default/files/2021-
03/ti622_illicit_firearms_and_other_weapons_on_darknet_markets.pdf

135 https://preyproject.com/blog/dark-web-cyber-threats

136 https://www.unodc.org/unodc/en/human-trafficking/fags.html
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The economic model of these marketplaces is built on trust and reputation. Vendors
build profiles with customer reviews and ratings, similar to legitimate e-commerce
platforms. This system helps buyers make informed decisions and incentivizes sellers to
provide quality products and services to maintain their standing in the community.

IV. Cryptocurrencies: The Lifeblood of Dark Web Economies:

The rise of cryptocurrencies has been instrumental in the growth and sustainability of
dark web economies. Bitcoin, introduced in 2009, was the first decentralized digital
currency and quickly became the preferred method of payment on dark web
marketplaces. The pseudo-anonymous nature of Bitcoin transactions, combined with
the ability to transfer funds globally without the need for traditional financial
institutions, made it an ideal fit for illicit online commerce. While Bitcoin remains a
popular choice, other cryptocurrencies have gained traction in dark web economies.
Privacy-focused coins like Monero and Zcash offer enhanced anonymity features that
make tracing transactions even more challenging. These currencies use advanced
cryptographic technigues such as ring signatures, stealth addresses and zero-knowledge
proofs to obscure transaction details. The use of cryptocurrencies in dark web
transactions presents several advantages for participants:

e Anonymity: While not completely anonymous, cryptocurrencies offer a higher
degree of privacy compared to traditional financial systems®®’.

o Global Reach: Cryptocurrency transactions can be conducted across borders
without the need for intermediaries or currency conversion*®,

e Speed: Transactions can be completed quickly, often within minutes,
regardless of the physical location of the parties involved®.

o Irreversibility: Once confirmed, cryptocurrency transactions cannot be
reversed, reducing the risk of chargebacks or payment disputes°.

However, the reliance on cryptocurrencies also introduces vulnerabilities and
challenges:

« Volatility: The value of cryptocurrencies can fluctuate wildly, introducing
financial risk for both buyers and sellers'4.

187 https://www.chainalysis.com/blog/privacy-coins-anonymity-enhanced-cryptocurrencies/
138 https://www.investopedia.com/terms/c/cryptocurrency.asp

139 1hid

140 1bid
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o Technical Barriers: Using cryptocurrencies securely requires a certain level of
technical knowledge, which can be a barrier for some users*2,

e Traceability: Despite their pseudo-anonymous nature, many cryptocurrencies
leave a public trail of transactions that can potentially be analyzed to identify

patterns and link identities'*,

The interplay between cryptocurrencies and dark web economies has led to the
development of specialized services designed to further obscure the flow of funds.
These include mixing services (also known as tumblers**4) and atomic swaps, which
aim to break the link between the source and destination of cryptocurrency transactions.

V. Money Laundering in the Digital Age:

Money laundering, the process of making illegally obtained funds appear legitimate,
has been a persistent challenge for law enforcement agencies and financial institutions.
The emergence of dark web economies and cryptocurrencies has introduced new
complexities to this age-old criminal practice. In the context of dark web economies,
these stages have been adapted and, in some cases, streamlined. The use of
cryptocurrencies often combines the placement and layering stages, as the pseudo-
anonymous nature of these digital assets provides an initial layer of obfuscation.

Several techniques are commonly employed to launder money derived from dark web
activities:

e Cryptocurrency Mixing: This involves using services that pool together
cryptocurrency from multiple sources and then redistribute it, making it
difficult to trace the original source of the funds®°.

o Chain Hopping: Criminals convert one cryptocurrency to another, often
multiple times, to create a complex trail that's challenging to follow4°,

141 Ibid

142 |bid

143https://www.researchgate.net/publication/335349955_Deanonymization_and_Linkability_of Cryptocu
rrency_Transactions_Based_on_Network Analysis

144 The term "tumblers" in the context of cryptocurrencies refers to services that enhance privacy by
obfuscating transaction histories. These services mix or "“tumble™ coins from various users to make it
difficult to trace the origin of funds, thereby improving anonymity for users who wish to obscure
their financial activities.

145 https://d-central.tech/bitcoin-mixers-explained-balancing-anonymity-and-transparency/

148https://www.mishcon.com/news/chain-hopping-money-laundering-services-a-hot-target-for-
enforcement
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o Peer-to-Peer (P2P) Exchanges: These platforms allow users to trade
cryptocurrencies directly with each other, often with less stringent Know Your
Customer (KYC) requirements than traditional exchanges®’.

e Online Gambling: Cryptocurrency casinos and betting platforms can be used
to convert illicit funds into seemingly legitimate gambling winnings*®.

e Prepaid Cards: Some criminals convert cryptocurrency into prepaid debit
cards, which can then be used for everyday purchases or to withdraw cash from
ATMs,

o Real Estate and High-Value Goods: Purchasing property or luxury items with
cryptocurrency can be a way to convert digital assets into tangible, valuable
possessions®,

o Shell Companies: Creating or using existing shell companies to receive and
transfer funds can add layers of complexity to financial trails!®!,

The integration stage often involves converting cryptocurrencies back into fiat currency
through various means, including over-the-counter trades, cryptocurrency ATMSs, or
complicit exchanges with lax compliance standards.

VI. Law Enforcement Challenges and Responses

The hidden nature of dark web economies and the sophisticated money laundering
techniques employed by criminal’s present significant challenges for law enforcement
agencies. Traditional investigative methods are often inadequate in this digital
landscape, necessitating new approaches and technologies.

Some of the key challenges faced by law enforcement include:

e Anonymity: The use of anonymizing networks like Tor and privacy-focused
cryptocurrencies makes it difficult to identify the individuals behind illegal
activities.

147 https://www.investopedia.com/terms/p/ptop.asp

148 https://complyadvantage.com/insights/online-gambling-money-laundering/

149 https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/prepaid-cards-
dark-underbelly-hides-potential-financial-sector-pain-58131927

150 https://www.investopedia.com/non-fungible-tokens-nft-5115211

151 https://www.idnow.io/glossary/layering-in-money-laundering/
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Jurisdiction: Dark web operations often span multiple countries, complicating
investigations and prosecutions due to varying legal frameworks and the need
for international cooperation.

Technological Sophistication: Criminals operating on the dark web are often
highly tech-savvy, employing advanced encryption and operational security
measures.

Rapid Evolution: Dark web marketplaces and money laundering techniques
evolve quickly in response to law enforcement efforts, creating a constant cat-
and-mouse game.

Resource Constraints: Investigating cyber-enabled crimes requires
specialized skills and tools, which can strain the resources of law enforcement
agencies.

Despite these challenges, law enforcement agencies have achieved some notable
successes in combating dark web economies and associated money laundering
activities. These efforts often involve a combination of traditional investigative
techniques and cutting-edge technological solutions.

Some of the strategies and tools employed by law enforcement include:

Blockchain Analysis: Advanced software tools are used to analyze
cryptocurrency transactions, identifying patterns and linking pseudonymous
addresses to real-world identities®2,

Undercover Operations: Law enforcement agents infiltrate dark web forums
and marketplaces to gather intelligence and build cases against key players.

Cooperation with Cryptocurrency Exchanges: Many legitimate exchanges
now work closely with law enforcement, implementing robust KYC
procedures and reporting suspicious activities.

International Collaboration: Agencies like Europol and Interpol facilitate
cooperation between countries to tackle cross-border cybercrime.

Seizure of Servers: Physical seizure of servers hosting dark web marketplaces
can provide valuable evidence and disrupt operations.

152

https://www.researchgate.net/publication/380767108_Blockchain_transaction_analysis_a_comprehensive
_review_of applications_tasks_and_methods
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e Machine Learning and Al: These technologies are increasingly used to
process large volumes of data and identify suspicious patterns in financial
transactions.

e Legal and Regulatory Measures: Governments are implementing new laws
and regulations to address the challenges posed by cryptocurrencies and dark
web activities.

Notable law enforcement operations have included the takedown of major dark web
marketplaces like AlphaBay and Hansa in 2017%>® and more recently, the disruption of
Hydra Market in 2022. These operations not only shut down significant illicit
marketplaces but also yielded valuable intelligence that led to numerous arrests and the
seizure of substantial assets™>.

VII. The Future of Dark Web Economies and Money Laundering

As technology continues to advance and regulatory landscapes evolve, the future of
dark web economies and associated money laundering activities is likely to be
characterized by increased sophistication and adaptation. Several trends and
developments are expected to shape this landscape in the coming years such as:

. Decentralized Finance (DeFi): The growth of DeFi platforms, which operate
without centralized intermediaries, may create new opportunities for money
laundering. These platforms often prioritize privacy and can be more
challenging to regulate than traditional financial institutions.

. Privacy-Enhancing Technologies: Advancements in technologies like zero-
knowledge proofs and homomorphic encryption could make financial
transactions even more private and difficult to trace.

. Quantum Computing: The advent of practical quantum computing could
potentially break current encryption standards, necessitating the development of
guantum-resistant cryptography for both legitimate and illicit purposes.

. Artificial Intelligence and Machine Learning: These technologies will play an
increasingly important role in both perpetrating and detecting financial crimes,
leading to an Al arms race between criminals and law enforcement. Regulatory
Developments: As governments and international bodies become more aware of
the challenges posed by dark web economies, we can expect more

153https://www.europol.europa.eu/media-press/newsroom/news/massive-blow-to-criminal-dark-web-
activities-after-globally-coordinated-operation
154 https://onlinelibrary.wiley.com/doi/10.1111/1745-9133.12647
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comprehensive and stringent regulations targeting cryptocurrencies and online
marketplaces. Increased Mainstream Adoption of Cryptocurrencies: As digital
currencies become more widely accepted, the line between legitimate and illicit
use may blur, creating new challenges for regulators and law enforcement.
Evolution of Dark Web Marketplaces: Future marketplaces may become more
decentralized and resilient, making them harder to shut down through traditional
means.

. Cross-Chain Transactions: The ability to conduct transactions across different
blockchain networks may further complicate efforts to trace the flow of illicit
funds. Integration with 1oT and Smart Contracts: The Internet of Things (l1oT)
1%5and smart contract technologies could be exploited to create more complex
and automated money laundering schemes.  Biometric Spoofing™®®: As
biometric authentication becomes more common in financial transactions, we
may see an increase in sophisticated spoofing techniques to bypass these
security measures.

VII1. Conclusion:

Dark web economies and their associated money laundering activities represent a
complex and evolving challenge at the intersection of technology, finance and criminal
behavior. The anonymous nature of the dark web, combined with the pseudonymous
characteristics of cryptocurrencies, has created an environment where illegal activities
can flourish beyond the reach of traditional law enforcement and regulatory
mechanisms. The impact of these hidden financial networks extends far beyond the
digital realm, affecting legitimate economies, undermining financial institutions and
posing significant challenges to global security and governance. As criminals continue
to exploit technological advancements to conceal their activities, law enforcement
agencies, financial institutions and cybersecurity professionals must constantly innovate
and adapt their strategies. The fight against dark web economies and money laundering
requires a multifaceted approach that combines technological solutions, international
cooperation, regulatory frameworks and ethical considerations. It necessitates a delicate
balance between preserving individual privacy rights and ensuring the integrity of
global financial systems. In conclusion, while the dark web and cryptocurrencies have

155 The Internet of Things (loT) refers to the network of interconnected devices that communicate and
exchange data over the internet, enabling automation and enhanced efficiency across various sectors.
This technology encompasses a wide range of applications, from smart homes to industrial
automation, significantly impacting daily life and business operations.

1% Biometric Spoofing refers to the deceptive practice of presenting fake biometric samples—such as
fingerprints, facial scans, or iris patterns—to bypass security systems that rely on biometric
identification. This type of attack is classified as a "presentation attack™ and poses significant
challenges to the integrity of biometric authentication methods.

Rz Eepae i




undoubtedly facilitated new forms of criminal activity, they have also spurred
innovation in financial technologies and privacy protection. The key moving forward
will be to harness these technological advancements for the benefit of society while
minimizing their potential for misuse. This will require ongoing research, international
cooperation and a commitment to balancing security concerns with individual rights and
freedoms.
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Abstract

The financial sector's rapid digitization and globalization have brought about
significant benefits, but they have also increased vulnerabilities to money laundering
(AML) and terrorist financing (CFT). In this context, the application of Artificial
Intelligence (Al) is gaining momentum as a key tool for addressing the growing
complexities in AML/CFT compliance. Al technologies like machine learning (ML),
natural language processing (NLP) and advanced analytics are revolutionizing the
way financial institutions detect, prevent and report suspicious activities. This article
explores how Al can be integrated into AML/CFT systems to enhance their
effectiveness, reduce operational costs and ensure regulatory compliance.
Furthermore, the article delves into the challenges, including ethical concerns, data
privacy and algorithmic bias, that arise when implementing Al in this sector. Special
attention is given to the case of Nepal, where emerging regulations, technological
readiness and the financial sector's reliance on traditional methods present unique
opportunities and challenges for Al integration. This comprehensive analysis offers
insights into how Al can transform AML/CFT frameworks globally and in Nepal,
contributing to a more secure and transparent financial system.

Keywords: Artificial Intelligence, AML, CFT, Machine Learning, Financial
Institutions, Compliance, Regulatory Technology, Nepal, Money Laundering,
Terrorist Financing, Ethics in Al, Data Privacy, Algorithmic Bias

l. Introduction:

In the past few decades, the global financial system has experienced unprecedented
growth, driven by the widespread integration of advanced technologies. These
innovations have significantly enhanced the speed, efficiency and convenience of
financial transactions, fostering economic globalization and increasing access to
financial services®™’. Digital banking platforms, mobile money systems, blockchain

157 Wided Dafri, Reema Al-Qaruty, Challenges and opportunities to enhance digital financial
transformation in crisis management, Social Sciences & Humanities Open, Volume 8, Issue
1,2023,100662,ISSN 2590-2911,
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technology and cross-border payment systems have reshaped the financial landscape,
allowing individuals and businesses to transfer money instantly across the globe®®®.
However, this rapid evolution has also made the financial system more vulnerable to
risks, particularly in the areas of money laundering (AML) and terrorist financing
(CFT). As financial transactions become more complex and borderless, the challenges
of detecting and preventing illicit financial activities have grown exponentially. Money
laundering—the process of disguising illegal funds to make them appear legitimate—
has evolved into sophisticated schemes that are difficult to trace. Money laundering is
the process of “cleaning” the profits of criminal activity, such as drug trafficking or
human smuggling. The end goal is to mask illegal profits as having come from
legitimate sources. When left unchecked, “money laundering has potentially devastating
economic, security and social consequences®®®. Terrorist financing, the practice of using
legitimate financial channels to fund illegal activities, poses similar challenges.
Likewise it the act of providing financial support to terrorists or terrorist organizations
to enable them to carry out terrorist acts or to benefit any terrorist or terrorist
organization®®. Financial institutions, as critical gatekeepers of the financial system,
have a legal and ethical responsibility to implement robust AML/CFT frameworks that
prevent these activities and ensure that financial systems are not exploited for criminal
purposes. However, traditional AML/CFT methods have proven increasingly inadequate
in managing the vast scale and complexity of modern financial transactions.

The limitations of rule-based systems, which rely on predefined criteria to flag
suspicious activities, have become apparent. These systems often generate a high
volume of false positives—alerts for transactions that appear suspicious but are
ultimately benign—Ileading to inefficiencies and increased compliance costs.
Additionally, such systems are unable to adapt quickly to the evolving techniques used
by money launderers and terrorist financiers, who continuously exploit new
technologies and loopholes in regulatory frameworks. As a result, financial institutions
are increasingly looking to Artificial Intelligence (Al) as a powerful solution to
modernize and enhance their AML/CFT efforts. Al’s potential in the fight against
financial crime is vast. Leveraging advanced technologies such as machine learning,
natural language processing and big data analytics, Al offers unprecedented capabilities
in detecting suspicious behavior, predicting patterns of financial crime and automating

https://doi.org/10.1016/j.ssah0.2023.100662. (https://www.sciencedirect.com/science/article/pii/S25902
9112300267X)
1%8 TechAhead. (2023). How digital payments and currencies are changing the global financial landscape.
TechAhead. https://www.techaheadcorp.com/blog/how-digital-payments-and-currencies-are-changing-
the-global-financial-landscape/
159 Alessa. (n.d.). 3 stages of money laundering. Alessa. https://alessa.com/blog/3-stages-of-money-
laundering
160 Bank Negara Malaysia. (n.d.). What is terrorism financing? Anti-Money Laundering and Counter
Financing of Terrorism. https://amlcft.onm.gov.my/what-is-terrorism-financing
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the compliance process®!. Al systems can process vast amounts of transactional data in

real time, identify complex patterns of anomalous behavior that may elude human
analysts and continuously learn and improve as they are exposed to new data'®?, These
systems are not only more accurate than traditional methods but also more efficient,
enabling financial institutions to streamline their compliance processes and allocate
resources more effectively. In the context of AML/CFT, Al-driven technologies can help
financial institutions move beyond reactive approaches—where suspicious transactions
are flagged only after they occur and adopt more proactive strategies. Al can enable
real-time transaction monitoring, dynamic risk assessment and predictive analytics,
allowing institutions to detect and prevent illicit activities before they escalate®. This
shift is crucial in today’s fast-paced financial environment, where time is of the essence
in preventing funds from being laundered or used to finance terrorism.

This article explores the integration of Al into AML/CFT systems, providing a
comprehensive analysis of its potential benefits and the challenges associated with its
implementation. It examines how Al can revolutionize compliance efforts by enhancing
detection capabilities, reducing operational costs and improving the overall efficiency of
monitoring systems. Additionally, the article delves into the ethical, regulatory and
technological challenges that financial institutions face when adopting Al, particularly
in emerging markets like Nepal. Nepal’s financial sector, while relatively small, is
exposed to risks associated with informal financial networks, cross-border transactions
and limited regulatory oversight. The country presents a unique case for understanding
both the opportunities and the obstacles of Al integration in AML/CFT frameworks.
Through this detailed analysis, the article aims to offer insights into how Al can be
harnessed to address the global challenge of financial crime while considering the
specific context of Nepal. As the financial landscape continues to evolve, Al holds the
potential to become a cornerstone of AML/CFT efforts worldwide, ensuring that
financial systems remain secure, transparent and resilient in the face of growing threats.

Il.  Evolution of AML/CFT Monitoring Systems:

Effective anti-money laundering and combating the financing of terrorism (AML/CFT)
policies and measures are key to the integrity and stability of the international financial
system and member countries’ economies. Money laundering (ML) and related
underlying crimes (the so-called “predicate offenses” or “predicate crimes”), as well as
Terrorist Financing (TF) and the financing of the proliferation of weapons of mass

161 The use of Al in arresting financial crime. Observer Research Foundation.
https://www.orfonline.org/research/the-use-of-ai-in-arresting-financial-crime

162 Al anomaly detection: What it is and how it works. TechMagic. https://www.techmagic.co/blog/ai-
anomaly-detection/

163 Stay ahead of AML risks with real-time transaction monitoring. Flagright.
https://www.flagright.com/post/stay-ahead-of-aml-risks-with-real-time-transaction-monitoring
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destruction (WMD) or Proliferation Financing (PF) %“are crimes with economic
effects—they can threaten the integrity and stability of a country’s financial sector and a
country’s external stability more generally’®®. They can result in destabilizing “hot
money” resulting from inflows and outflows, as well as in banking crises, ineffective
revenue collection, broader governance weaknesses, reputational risks for international
financial centers and loss of correspondent banking relationships (CBRs). In an
increasingly interconnected world, the harm done by these crimes is global, affecting
the integrity and stability of the international financial system. AML/CFT policies and
measures are designed to prevent and combat these crimes and are essential to protect
the integrity and stability of financial markets and the global financial system®. The
journey of Anti-Money Laundering (AML) and Counter-Terrorist Financing (CFT)
monitoring systems has undergone profound transformations since their inception,
driven by the growing complexity of global financial systems and the continuous efforts
to combat financial crimes®®’. Initially, AML/CFT frameworks were manual and highly
labor-intensive, relying on human oversight to monitor and analyze financial
transactions. Compliance programs were staffed by large teams of compliance officers
who meticulously scrutinized transaction records, customer details and flagged
suspicious activities. These compliance officers were responsible for identifying red
flags such as unusual transaction patterns or activities inconsistent with a customer’s
profile, then preparing reports for regulatory authorities. While these manual processes
were somewhat effective in earlier financial environments, their ability to handle the
increased scale of modern financial transactions was limited. The rapid expansion of the
global economy, cross-border trade and the rise of digital financial services such as
online banking platforms and cryptocurrencies vastly increased the volume, complexity
and speed of transactions. Financial institutions were soon overwhelmed by the sheer
number of daily transactions, making it nearly impossible for manual monitoring
systems to keep pace with the emerging threats posed by sophisticated money
laundering schemes and terrorist financing networks.

To address these growing challenges, the introduction of rule-based systems marked a
significant milestone in the evolution of AML/CFT frameworks. These systems
represented the first technological step toward automating the monitoring process.
implementing predefined rules and risk criteria, such as large transaction amounts or

184 proliferation financing (PF) refers to the provision of funds or financial services that support the
development, acquisition, or use of weapons of mass destruction (WMD), including nuclear, chemical,
and biological weapons. This financing poses significant global security threats, as it enables state and
non-state actors to circumvent legal restrictions and acquire materials necessary for their illicit activities.
165 Fourth Round Mutual Evaluation Report. https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/India-
MER-2024.pdf.coredownload.inline.pdf

166 Anti-money laundering and combating the financing of terrorism.
https://www.imf.org/en/Topics/Financial-Integrity/amlcft

167 Institute of Chartered Accountants of Nepal. (2023). Report on AML/CFT compliance.
https://en.ican.org.np/_browsable/file/qab/Report_september_2023.pdf
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activities involving high-risk jurisdictions, financial institutions could programmatically
flag transactions that appeared suspicious. This shift allowed institutions to streamline
compliance processes, reducing the burden on human analysts and improving efficiency
in the early detection of illicit activities. However, despite their advantages, rule-based
systems also revealed major limitations. One of the key drawbacks of rule-based
systems'®® is their reliance on static criteria. While these systems can automatically flag
activities that meet specific risk parameters, they lack the flexibility to adapt to evolving
patterns of financial crime. For example, sophisticated money launderers and terrorist
financiers often modify their methods to circumvent detection, finding loopholes in
regulatory frameworks and exploiting new technologies!®®. Rule-based systems are
inherently reactive, flagging transactions only after they meet predetermined thresholds
and are thus unable to keep pace with the dynamic nature of financial crime.
Furthermore, these systems are prone to generating a high number of false positives—
alerts for transactions that appear suspicious but ultimately prove benign. This results in
inefficiencies, as financial institutions must allocate significant resources to investigate
a large volume of false alarms, increasing operational costs and diverting attention from
truly high-risk activities. As financial institutions continued to grapple with these
challenges, the need for more advanced and adaptable systems became clear. The
limitations of rule-based systems underscored the importance of developing
technologies capable of learning from past data, detecting emerging threats and
reducing the frequency of false positives. This is where Artificial Intelligence (Al)
began to emerge as a revolutionary force in the field of AML/CFT compliance. AI’s
ability to analyze vast amounts of data in real time, learn from patterns and adapt to new
information promised to address the inefficiencies of earlier systems while significantly
enhancing the accuracy and effectiveness of AML/CFT monitoring. The next phase in
the evolution of AML/CFT systems involved the integration of machine learning
algorithms and big data analytics, which could detect more complex patterns of
suspicious behavior. These technologies allowed for the identification of previously
unknown risks by analyzing broader datasets that included not only transaction records
but also customer behaviors, geographic trends and network connections. Al-driven
systems were also capable of learning from historical data, improving over time as they
were exposed to more information. This adaptive capability represented a major leap
forward from the static nature of rule-based systems.

Additionally, the rise of cryptocurrencies and other digital assets posed new challenges
for AML/CFT compliance, as these assets often operate in decentralized networks that

168 A rule-based system is a system that applies human-made rules to store, sort and manipulate data.
169 Trade-based money laundering: Trends and developments. FATF. https://www.fatf-
gafi.org/content/dam/fatf-gafi/reports/Trade-Based-Money-Laundering-Trends-and-Developments.pdf
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are more difficult to monitor and regulate!’®. Traditional systems struggled to keep pace
with these innovations, further highlighting the need for more advanced Al-driven
monitoring tools that could track digital assets across different platforms, wallets and
jurisdictions. The evolution of AML/CFT monitoring systems, from manual processes
to Al-powered technologies, reflects the broader digital transformation of the financial
sector. While the initial rule-based systems provided a foundation for automated
monitoring, their limitations in adapting to emerging risks and managing false positives
necessitated the development of more sophisticated solutions. Al now represents the
cutting edge of AML/CFT compliance, offering financial institutions the ability to
detect suspicious activities with greater accuracy and efficiency, while simultaneously
reducing the operational costs associated with manual investigations.

This evolution also points to a broader trend: the need for continuous innovation in the
fight against financial crime. As new technologies, like cryptocurrencies and
decentralized finance (DeFi), continue to reshape the financial landscape, AML/CFT
systems must evolve in parallel. AI’s adaptive capabilities, combined with its potential
for real-time monitoring and predictive analytics, position it as the most promising tool
for navigating this evolving landscape. Financial institutions, regulators and technology
providers must work together to ensure that Al is integrated into compliance
frameworks in a way that maximizes its potential while addressing the ethical and
regulatory challenges it presents. For countries like Nepal, the adoption of advanced
AML/CFT systems is not only a necessity to meet international regulatory standards
but also an opportunity to strengthen the integrity and security of their financial
sectors. Embracing Al-driven solutions, Nepalese financial institutions can better
manage the risks associated with informal financial systems, cross-border transactions
and the growing use of digital currencies, ensuring they remain resilient in the face of
increasingly sophisticated financial crimes.

I11. The Role of Al in Enhancing AML/CFT Systems:

Al, particularly machine learning (ML), represents the next frontier in AML/CFT
monitoring. Unlike rule-based systems, Al algorithms have the ability to learn from
data, identify patterns and adjust to emerging risks. In the context of AML/CFT, Al can
be used to analyze vast amounts of transactional data, customer information and

1"0Dark side of decentralised finance: a call for enhanced AML regulation based on use cases of illicit
activities," published in the Journal of Financial Regulation and Compliance
https://www.emerald.com/insight/content/doi/10.1108/JFRC-04-2023-0065/full/html
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external sources to detect anomalous behavior indicative of money laundering or
terrorist financing.

a.

Improved Detection Capabilities: Al-driven systems can analyze a broader set of
data points, including historical transaction data, customer profiles and external
datasets like news articles or social media activity. Machine learning algorithms
can detect complex patterns of behavior that may indicate illicit activities, such as
layering in money laundering, where funds are moved through multiple accounts
to obscure their origin. Identifying subtle correlations and patterns, Al reduces the
likelihood of false positives and improves the accuracy of suspicious activity
detection®.

Real-Time Monitoring and Reporting: Traditional AML/CFT systems often
suffer from delayed detection, as they rely on periodic batch processing of data.
Al, however, allows for real-time monitoring of transactions, enabling financial
institutions to identify suspicious activities as they occur. This capability is
particularly valuable in the case of terrorist financing, where quick action is
needed to prevent funds from being used for illicit purposest’2.

Risk-Based Approach: Al can also help financial institutions adopt a more risk-
based approach to AML/CFT compliance. analyzing data in real time and
adjusting thresholds dynamically, Al systems can prioritize higher-risk
transactions and customers, thereby allocating resources more effectively. This is
especially useful in resource-constrained environments like Nepal, where financial
institutions may lack the manpower or expertise to manage large-scale AML/CFT
operations!’,

Predictive Analytics: Predictive analytics, a subset of Al, is increasingly being
used to anticipate future risks and suspicious behavior. Analyzing historical data,
Al models can predict which customers or transactions are likely to be involved in

1Bharadiya, Jasmin. (2023). Machine Learning and Al in Business Intelligence: Trends and
Opportunities. International Journal of Computer (1JC). 123-134.
https://www.researchgate.net/publication/371902170_Machine_Learning_and_Al_in_Business_Intelligen
ce_Trends_and_Opportunities

172 The use of Al in arresting financial crime (ORF Issue Brief No. 726). Observer Research Foundation.
https://www.orfonline.org/research/the-use-of-ai-in-arresting-financial-crime
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money laundering or terrorist financing, allowing institutions to proactively
monitor those entities and mitigate risks before they escalate’.

Automation of Compliance Processes: Al can also automate many of the manual
processes involved in AML/CFT compliance, such as Know Your Customer
(KYC) procedures, transaction monitoring and the filing of Suspicious Activity
Reports (SARs)!’®. Automation not only reduces operational costs but also
enhances the speed and accuracy of compliance tasks’®.

IV. Challenges of Al Integration in AML/CFT Systems:

While Al offers numerous benefits for AML/CFT monitoring, its implementation is not
without challenges. Financial institutions must navigate a range of technical, regulatory
and ethical issues when integrating Al into their compliance programs.

a.

Data Privacy and Security: One of the most significant concerns with Al
integration is the potential for breaches of data privacy. Al systems require access
to vast amounts of data, including sensitive customer information, to function
effectively. In jurisdictions like Nepal, where data protection laws are still
evolving, the risk of data misuse or breaches is heightened. Financial institutions
must ensure that they have robust data protection measures in place to prevent
unauthorized access and comply with global data privacy standards.

Algorithmic Bias and Fairness: Al systems are only as good as the data they are
trained on. If the data used to train Al models is biased or incomplete, the
algorithms may produce skewed results that disproportionately target certain
groups or individuals. In the context of AML/CFT, this could lead to unfair
profiling of customers based on their race, nationality, or socioeconomic status. To
mitigate this risk, financial institutions must ensure that their Al systems are
trained on diverse and representative datasets.

174 Asghar, Jamila & Abbas, Ghulam. (2024). Al and Predictive Analytics: A New Era of Fraud Detection
and AML in Financial Services. 10.13140/RG.2.2.12379.99367 .
https://www.researchgate.net/publication/383780193_Al_and_Predictive_Analytics_A_New_Era_of Fra
ud_Detection_and_AML_in_Financial_Services/citation/download

175 Suspicious Activity Reports (SARs) are critical tools used by financial institutions and other regulated
entities to report potentially illegal activities to law enforcement. These reports play a significant role in
combating money laundering, terrorist financing, and other financial crimes.

176 K'Y C automation refers to the process of streamlining and automating Know Your Customer (KYC)
procedures in financial institutions. This approach enhances efficiency, accuracy, and compliance with
regulatory requirements while reducing operational costs https://www.getfocal.ai/blog/kyc-automation
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c.  Regulatory Compliance: Al systems operate in a highly regulated environment
and financial institutions must ensure that their Al-driven AML/CFT programs
comply with local and international regulations. In Nepal, the regulatory
framework for Al in financial services is still in its infancy, which creates
uncertainty for financial institutions looking to implement Al-based solutions.
Institutions must work closely with regulators to develop Al systems that meet
compliance requirements while also leveraging the technology’s full potential.

d. Ethical Considerations: The use of Al in financial systems raises several ethical
concerns, including the potential for Al-driven systems to make decisions without
human oversight. In AML/CFT monitoring, this could result in customers being
unfairly flagged or their accounts being frozen based on algorithmic decisions.
Financial institutions must ensure that there is a balance between Al automation
and human intervention to maintain fairness and accountability in the compliance
process.

e. Cost of Implementation: Implementing Al systems requires significant
investment in technology, infrastructure and talent. For financial institutions in
developing countries like Nepal, the high cost of Al implementation may be
prohibitive. However, the long-term benefits of Al in reducing operational costs
and improving compliance efficiency may outweigh the initial investment.

V. Nepal’s AML/CFT Landscape: Opportunities and Challenges:

Nepal, like many developing countries, faces unique challenges in the fight against
money laundering and terrorist financing. The country’s financial system is relatively
small, but it is vulnerable to illicit activities due to its proximity to countries with higher
AML/CFT risks, as well as the growing use of informal financial networks. While
Nepal has made progress in strengthening its AML/CFT framework in recent years,
there is still a heavy reliance on manual processes and rule-based systems, which are
often inefficient and prone to error. The integration of Al into Nepal’s AML/CFT
systems presents both opportunities and challenges. On the one hand, Al offers the
potential to significantly enhance the country’s ability to detect and prevent illicit
financial activities. leveraging Al-driven technologies, Nepalese financial institutions
can improve the accuracy of their transaction monitoring, reduce false positives and
ensure faster reporting of suspicious activities to regulators. However, there are several
challenges to consider. First, the lack of regulatory clarity around Al in financial
services may hinder adoption. Nepal’s regulators need to establish clear guidelines on
the use of Al in AML/CFT compliance, including data privacy, algorithmic
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accountability and the role of human oversight. Second, the financial sector’s limited
access to advanced technology and expertise may delay the implementation of Al-driven
systems. Financial institutions in Nepal will need to invest in training and development
to build the necessary technical capabilities to integrate Al into their compliance
frameworks. Despite these challenges, the potential benefits of Al integration in
Nepal’s AML/CFT systems are significant. With the right regulatory support and
technological investments, Al can help Nepal strengthen its financial system's resilience
against illicit activities, enhance transparency and improve compliance with global
AML/CFT standards.

V1. Conclusion:

The integration of Artificial Intelligence into AML/CFT monitoring systems represents
a revolutionary step forward for financial institutions, enabling them to better combat
money laundering and terrorist financing through enhanced detection capabilities and
automation. AI’s ability to analyze vast datasets in real time, predict suspicious
activities and reduce false positives has transformed compliance processes, making
them more efficient and effective. Financial institutions can significantly benefit from
adopting Al-driven systems to manage the increasing complexity and volume of
financial transactions in today's digital world. However, this technological
transformation is not without challenges. Ethical considerations such as algorithmic
bias, data privacy and the need for transparency must be at the forefront of any Al
deployment. Financial institutions must ensure that their Al systems are trained on
diverse and representative datasets and that human oversight remains integral to
decision-making processes to prevent unjust profiling and ensure accountability. The
regulatory landscape must also evolve to keep pace with these advancements, providing
clear guidelines on the use of Al in compliance and protecting against potential misuse.
In the context of Nepal, the integration of Al into AML/CFT systems offers a unique
opportunity to strengthen the country’s financial infrastructure and align with global
standards. While challenges such as regulatory gaps, cost barriers and limited
technological expertise exist, the potential benefits—such as improving detection
efficiency, reducing compliance burdens and increasing transparency—make Al a
promising solution for the country’s AML/CFT efforts. fostering collaboration between
financial institutions, regulators and technology providers, Nepal can embrace the future
of Al-driven compliance, ensuring a more secure and resilient financial system. In
conclusion, the integration of Al in AML/CFT systems is not merely a technological
upgrade but a transformative shift that will redefine compliance standards globally. As
financial institutions and regulators navigate the ethical and regulatory challenges of Al,
they must also remain focused on its potential to enhance the security and transparency
of the global financial system. For countries like Nepal, leveraging Al offers an
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unprecedented opportunity to improve compliance, strengthen oversight and contribute
to the global fight against illicit financial activities.
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A. INTRODUCTION

We must have noticed that global business and trade has changed significantly in recent
days and with such change, it bought advancement of AML/CFT risks to more complex
and advanced nature. With the evolution in global trade, digitization and changing
landscapes, Money Laundering and the Financing of Terrorism are much difficult,
complex and highly advanced to fight against. Parties involved in Money Laundering
and Financing Terrorism are changing their measures to commit crimes by using new
methods to commit crime. On contrary, Government and Regulatory agencies are facing
enormous challenges to prevent them from doing so. These factors make the task of
regulators, financial institutions and law enforcement agencies very challenging in
preventing AML/CFT Risks amidst rising technology, globalization and complex
financial systems. In order to cope with the emerging challenges of AML/CFT risks,
there is a strong need for authorities to be agile, well-informed and proactive on
approach toward detection and prevention of such financial crimes.

Like many other countries, Nepal's challenge to prevent and mitigate AML/CFT risk
keeps evolving. With evolution of global AML risks, there is a need that country like
Nepal must take proactive measures to adapt with its regulatory frameworks by
strengthening its enforcement and build capacity in both the public and private sectors.

In this article we try to look into some of the key emerging global risks in AML and
CFT by focusing on new developments that are reshaping the financial crime landscape.
Similarly, we will look into how institutions and regulators are facing challenges to
minimize these financial risks and what country like Nepal should focus on, in order to
prevent and mitigate the emerging AML/CFT risks.

B. EMERGING AML/CFT RISK AREAS

Let’s look into some new and emerging risks related to AML/CFT risks that have
emerged globally. Below is the highlight of some of the key risk areas related to
AML/CFT along with the challenges being faced and some major ways to outcome such
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challenges. Also, the present situation and context of Nepal with regard to such risk area
has been explained in brief alongside.

1. Risk Area-1: Digital Currencies:

Digital Currencies, have emerged as the new frontier in the Money Laundering process.
Digital currency normally includes those currencies which does not have physical
presence. We can consider these currencies are virtual currencies. The arrival of digital
currencies like Bitcoin and others has brought new significant AML/CFT risks with it. It
has created the risks like traceability of crypto funds and its source. Besides that, since
most cryptocurrency transactions are unregulated, that is what makes it popular with
criminals for money laundering, terrorist financing and other illicit activities.

The Financial Action Task Force (FATF) has also provided an update indicating that the
criminal use of digital assets and has published several reports related to virtual assets.
The cryptocurrency tracing company Chainalysis in its annual report estimated that illicit
activities represent 0.34% of all cryptocurrency activities, or USD 10 billion in
transaction volume in 2020. This shows that virtual currency, such as crypto, has been a
newer and growing area of concern for financial crime over the past few years.

1.1 Key Challenges with Regards to Digital Currencies AML/CFT Risk:

. Cryptocurrencies can be utilized by the owners to conduct transactions
without necessarily revealing their identity, making illicit acts harder to track
and monitor by financial institutions and regulators.

. Transactions can be conducted without the need for intermediaries such as
banks and financial institutions, where review is lacking and further
complicates efforts to monitor illicit activity by regulators.

. Most countries still lack comprehensive regulation for digital currencies and
cryptocurrency, which renders the mechanisms for enforcement not so clear.

. Also due to cross-border nature of cryptocurrencies transactions, one of the
critical challenges can be cross-country cooperation and international
coordination.

1.2 Some ways to address Digital Currencies AML/CFT risk:

. Countries and international organizations must develop complete regulatory
frameworks through which they can hold accountable cryptocurrency
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exchanges or virtual currencies issuer or service providers for compliance
with AML/CFT.

. Implement strict KYC procedures pertaining to digital currencies and
monitor the element of suspicious activity in transactions.

. Reporting of Suspicious Transactions to the relevant Authorities and
Freezing Assets Linked to Illegal Activity.

. Implement and follow the guidelines issued by FATF for regulation related
to cryptocurrencies for global unified response.

1.3 Incontext of Nepal : Digital Currency AML/CFT Risks

In the context of Nepal, crypto transactions are illegal and are therefore banned. It
has been declared by Nepal Rastra Bank that any form of virtual currency is
unlawful in Nepal. However, Nepal can identify virtual currency crimes and
financial fraud by adopting best practices from other nations with clear-cut laws
and regulations, including the use of Al and machine learning in monitoring
digital transactions and spotting suspicious activities. Given the borderless nature
of digital currencies, Nepal should hold regular consultations with international
organizations such as FATF and the Financial Crimes Enforcement Network to
review and monitor the trends and to formulate as well as to align Nepal's
regulations in line with international standards.

2. Risk Area-2: Trade-Based Money Laundering (TBML)

Trade-Based Money Laundering (TBML) is another key tool which money launderer
use to commit money laundering crime. TBML normally involves manipulation of
international trade to move illicit money across various countries. It is considered as one
of the complex methods of laundering the money that involves financial crimes like over
or under invoicing, misrepresentation of goods and the use of fake documents to cover
up the illicit origin offunds. Under TBML, various criminals try to mis-use the
complexity of global trade systems to launder money through different commercial
transactions. TBML is featured as one of the top risks in terms of the global money
laundering risk.

According to the Trade Based Money Laundering report released by Global Financial
Integrity report for January 2023 it is estimated that between 2011 to 2021, Trade Based
Money Laundering amounted to over US$60 billion globally according to the mapping
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conducted for this report. The same report states that geographically, TBML occurred in
or otherwise affected over 77 jurisdictions around the globe. The report also highlights
on methodologies being used for TBML. Report shows that misinvoicing was the most
common methodology which accounts for around 63% of all available methodologies
so analyzed. Among misinvoicing cases, methods were very diverse and included
falsifying the product, country of origin, value, ownership and even the existence of a
product (phantom shipments). In addition, more than 40% of global TBML risks come
from products like cars, metals and minerals.

2.1 Key Challenges related to Trade Based Money Laundering (TBML):

Lack of transparency in cross-border trade and high volumes of
international transactions make it very difficult for the authorities to detect
TBML.

Money Launders target jurisdictions with weak enforcement of trade and
financial regulations.

Smuggling of goods and underreporting of services and goods.

2.2 Ways to address Trade Based Money Laundering (TBML) risk :

2.3

Financial institutions involved in trade finance and customs authorities
should apply Enhanced Due Diligence to industries or sectors exposed to
TBML.

There should be more coordination on information-sharing related to
suspicious transactions among customs department, tax authorities and
financial institutions in order to flag potential cases of Trade-Based Money
Laundering.

Governments and other entities can use advanced data analytics and
technologies in the process of monitoring trade flows to identify
irregularities in invoices, shipping documents and customs declarations.

In context of Nepal : Trade Based Money Laundering(TBML) Risks

With new challenges of TBML where hidden money passes on through
international trade transactions, Nepal, being one of the key trading partners in
South Asia, is obliged to impose due diligence measures in trade finance with
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much more proactive way. Special attention can be given to high-risk sectors
which can include trade of precious metals and luxury goods. The need for
stronger verification of trade documents and checks on consistency across
invoices, shipping papers and customs declarations plays an instrumental role in
closing gaps that could otherwise be utilized by any criminal. Nepal should also
hold consultations with neighbor nations like India, China and other international
entities like the World Customs Organization (WCO) to effectively implement
oversight mechanisms that can track suspicious transactions and goods across the
borders. Besides, the use of data analytics and advanced technologies, including
Al, in tracking inconsistencies and anomalies of trade data, can also contribute to
minimize TBML activities.

3. Risk Area-3: Non-Profit Sector / Charitable Organizations

Misuse of charitable organizations and NGOs for financing terrorism and activities
related to money laundering is a critical concern that the AML and CFT process faces.
There are so many cases where criminals make misuse of Non-Profit Organizations to
park, move or transact their illicit funds by misusing charitable donations. Thus, NGO’s
if misused can serve as a key source of funds misappropriation.

Several reports suggest significant amount of global funds being used for financing
terrorist activities were laundered through charities/NGOs specifically operating in areas
of instability or in conflict zones. In fact, the FATF has also reported that many Non-
Profit Sectors with poor AML/CFT controls are unknowingly in receipt and distributing
funds that ultimately reach terrorist groups. Even through Global Humanitarian
Assistance Report shows high amount of fund being allocated to humanitarian support
around the world, but many funds are lost or does not reach to needy people, through
misappropriation or diversion to terrorist organizations, triggering the risk of money
laundering.

3.1 Key Challenges for managing emerging Risks in the Non-Profit Sector:

. Donations and Charities, especially during hard times, like calamities or
conflicts, operate with less monitoring and controls, hence making them
vulnerable to financial crimes.

. The charitable organizations often engage in cross-border fundraising,
which can make it very problematic for the authorities to track where funds
are coming from and where they go.
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3.2

3.3

4.

. Most charitable organizations fail to set up appropriate AML/CFT related
internal controls to prevent any misuse of funds, making the operations easy
to exploit by organized crime.

Ways to Address these emerging Risks in the Non-Profit Sector:

. More efficient and effective mechanisms shall be developed by governments
and regulatory agencies to ensure donations and charities are in line with
AML/CFT standards through regular audits, reporting and the due diligence
review on donors.

. Donations and Charities along with donor/receiver should be required to
disclose their funding sources and report regularly on the usage of these
funds.

. Local Governments should also partner with international organizations,
like the United Nations Office on Drugs and Crime, to enhance non-profit
sector’s capacity to detect and prevent misuse of funds.

In context of Nepal : AML/CFT Risks in Non-Profit Sector

NGOs in Nepal play a very important role for humanitarian work. At the same time,
there is a probability that these organizations might be exposed to AML/CFT
risks. Strong regulatory mechanisms for controlling financial crimes through
NGOs and charitable organizations should be enforced. It includes obliging these
entities to keep clear records of sources of funding, performing internal controls
and regularly auditing in order to avoid misuse of funds. This will help in
preventing the possible AML/CFT risks. Similarly, just like Banks are subjected to
do Know Your Customers (KYC), donations/ charities receiving entities too can
be required to do Know Your Donor (KYD) procedures to ensure that the money
is not being diverted to terrorist organizations or other illicit areas. Besides,
Nepal can do more by engaging full co-operation with international bodies
like FATF, United Nations Office on Drugs and Crime and Global
Counterterrorism Forum so that NGOs are not exploited by terrorist groups.

Risk Area-4: Politically Exposed Persons (PEPS)

Politically Exposed Persons (PEPs) refers to an individual holding a prominent public
position along with their associated persons. It won’t be justified to say in all cases that
PEPs are exposed to Financial Risks but it is their political influence and position which
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places them in an exposed position from the money laundering perspective. On account
of their prominent position politically Exposed Persons (PEPs) fall within the high
category risk classification for AML/CFT Risks.

It is very hard to estimate how much of an individual country's GDP is lost due to
corruption- based money laundering but as per the estimates around 2.5% of the world's
gross domestic product is being lost due to corruption each year. The amount of money
laundered include US$800 billion to US$2 trillion per year as per the estimate published
by U4 Anti-corruption resource center.

4.1 Key Challenges of AML Risks through PEPs:

. Use of complex ownership structures by PEPs such as shell companies
and/or offshore accounts to coverup illicit assets.

. PEP might influence investigations of financial crimes by the enforcing
authorities.

4.2 Ways to Addressing AML Risks through PEPs:

. Financial organizations may conduct Enhanced Due Diligence in the case
of PEPs so that tracing the source of their assets as well as analyzing their
financial transactions for suspicious behavior gets perfectly conducted.

. Investigating and prosecuting cases associated with PEPs through
international cooperation including sharing of intelligence and asset
recovery efforts through international agreements like the United Nation
Convention Against Corruption (UNCAC).

. Strengthening the regulatory provisions on identification of the ultimate
beneficial owners.

4.3 In context of Nepal: AML/CFT Risks through PEPs

The Government of Nepal already requires that financial institutions implement
KYC and EDD measures for PEPs. In addition, to enhance the transparency of
ownership structures of PEPs, Nepal can introduce beneficial ownership registries
that will contribute to identifying and revealing hidden assets. This will prevent
PEPs from using shell companies and anonymous trusts to launder money.
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CONCLUSION

With above explained points we can say that emerging risks in AML/CFT reflects an
increasingly complex global landscape where continuous technological development,
increasing global trade, corruption and financial innovation keep opening up new areas
of AML/CFT risks. Digital Currencies, Trade-Based Money Laundering, misuse of
donations/charity and politically exposed persons are some of the growing concerns for
regulators globally.

As the global AML/CFT risks continue to evolve, Nepal needs to be proactive and
dynamic in safeguarding its financial system. All these key learnings from global trends
in areas of digital currency, PEPs, Trade-Based Money Laundering, use of technology to
detect risks can be reviewed and be integrated into Nepal's policies and financial
regulations to prevent financial crimes. In addition to strengthening regulatory
frameworks, enhancement of international cooperation and improvement in the use of
technology could help Nepal provide better protection for its economy from financial
crimes and position itself as a compliant and secure player within the international
financial system.
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